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1.1. An increasingly digital world 

2.4 billion emails per second
205 billion per day
74 trillion per year
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1.2. DLT: Hope versus Hype?



Restricted 6

1.3. Aim of the paper & main conclusion

i. Help understand uses of DLT 

i. Identify both opportunities & 
challenges

ii. Better determine technology’s 
potential to provide operational 
efficiencies & make financial markets 
more robust and resilient

Still a long way to go before that 
promise may be fully realised 
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1.4a. Potential of DLT

Proponents highlight its ability to transform financial services and markets by: 
i. reducing complexity; 
ii. improving end-to-end processing speed & thus availability of assets & funds; 
iii. decreasing the need for reconciliation across multiple record-keeping 

infrastructures; 
iv. increasing transparency & immutability in transaction record keeping; 
v. improving network resilience through distributed data management; &
vi. reducing operational and financial risks.

DLT may radically change how assets are 
maintained & stored, obligations are 

discharged, contracts are enforced, and 
risks are managed 

Presenter
Presentation Notes
May enhance market transparency if information contained on the ledger is shared broadly with participants, authorities and other stakeholders. 
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1.4b. New risks using DLT

Possible new risks:
(i) potential uncertainty about operational and security issues arising from 

the technology; 
(ii) lack of interoperability with existing processes and infrastructures; 
(iii) ambiguity relating to settlement finality; 
(iv) questions regarding the soundness of the legal underpinning for DLT 

implementations; 
(v) absence of an effective and robust governance framework; &
(vi) issues related to data integrity, immutability and privacy. 

Risks associated with payment, clearing and 
settlement activities are the same irrespective of 

whether the activity occurs on a single central 
ledger or a synchronised distributed ledger

Presenter
Presentation Notes
DLT is an evolving technology that has not yet been proven sufficiently robust for wide scale implementation. 
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2. Definition & Design Arrangements

2.1. DLT: What is it…
2.2. Technical design elements
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2.1. DLT: what is it?

The processes and related technologies that enable nodes in a network 
(or arrangement) to securely propose, validate and record state changes 

(or updates) to a synchronised ledger that is distributed across the 
network’s nodes 

No need/reliance on central authority for ‘golden copy’ of ledger 

Presenter
Presentation Notes
Some variance in the use of the term “distributed ledger technology”, reflecting the evolving nature of the technology and the marketplace, as well as the spectrum of emerging applications 
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2.2a. Technical design elements

Ledgers distributed across multiple nodes Varying responsibilities

Updating the 
ledger

(Validation & 
Consensus)

Maintaining 
info on the 

ledger

Technical
role of 
nodes

Process 
flow

Presenter
Presentation Notes
Ledgers that maintain records and other information are at the core of DLT arrangements. In payment, clearing and settlement use cases, a distributed ledger is employed to record ownership or balances of digital assets or digital representations of physical assets. Digital assets that originate on the ledger are typically referred to as “native assets” (also known as “native tokens”), while assets that are represented electronically on the ledger are typically referred to as “non-native assets” (also known as “non-native tokens”). The exact form of record keeping varies by arrangement but all specifications employ a digital ledger that includes a summary of transactions or balances corresponding to participants.7 Ledgers maintain either a history of all transactions or a set of account balances. One example of a ledger that maintains a history of transactions is a blockchain. As previously noted, in a blockchain implementation, transactions are recorded in batches, known as blocks. Once a block is confirmed as valid, it is linked (or chained) to all previous transactions on the ledger. However, a blockchain is just one type of distributed ledger, not all distributed ledgers necessarily employ blocks or chain transactions. An alternative approach might be more similar to standard bookkeeping which updates only the balance of users’ accounts. In some cases, a ledger may be used to retain more than the ownership records of assets. For example, a distributed ledger may act like a central repository for financial contracts by retaining the terms of an actual contract or a copy of it. Some DLT arrangements go a step further and allow for “automated contract tools” which permit users to include self-executing code on the ledger to automate the fulfilment of contract terms. Examples include the execution of interest and principal payments on certain dates, collection or distribution of funds based on certain events occurring or automatic termination of contracts based on agreed upon terms. This type of functionality is often referred to by the industry as a “smart contract“.8 
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2.2b. Stylised process flow

Presenter
Presentation Notes
In this example, the transaction process involves three broad steps: (a) To initiate a payment, entity A uses cryptographic tools to digitally sign a proposed update to the shared ledger that would transfer funds from its account on the ledger to entity B’s account. (b) Upon receiving the transfer request, other nodes authenticate entity A’s identity and validate the transaction by checking to make sure that entity A has the necessary cryptographic credentials to make an update to the record in question. Validation would include, among other things, verifying that entity A has sufficient funds to make the payment. Nodes also take part in the consensus process to agree on the payments that should be included in the next update to the state of the ledger.14 (c) After the update has been accepted by the nodes, the properties of the asset are modified such that all future transactions regarding the asset must be initiated using the cryptographic credentials of entity B. 
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2.2. Potential configurations of DLT arrangements

Presenter
Presentation Notes
Table 1 below highlights some of the potential combined institutional and technical design configurations that an arrangement may take. It also shows the degree of change relative to today’s financial ecosystem. There is likely to be a multitude of different arrangements, depending on the specific purpose they are designed to fulfil. The arrangements are not only customisable according to their technological elements, such as the number of nodes, but also by the roles played by each of the nodes. At the most basic level, an arrangement needs to balance the pros and cons of having unrestricted versus restricted access. For instance, unrestricted arrangements could open up services to new types of participant and reduce the tiering of relationships in payment, clearing and settlement processes. However, unrestricted access might cause scalability and information security issues because of the inherent challenges of reaching consensus between large numbers of participants that are unknown to each other. Anonymous participation also calls for security measures mitigating cyber-attacks or illicit activities to be incorporated into the design and rules of the arrangement (that is, to be resolved “on-ledger”). These issues are significant enough that current DLT implementations for payment, clearing and settlement activities are focused on restricted arrangements, which more closely fit within existing legal and regulatory frameworks. Assigning particular roles to a broad range of entities and their nodes may introduce other important issues. For example, if only certain nodes are delegated to achieve consensus, it may be easier (and faster) to reach consensus on the state of the ledger; however, it may also be easier for any one of these nodes to compromise the integrity of the ledger. Thus, it is important that such an entity is known and trusted by participants. Increasing the number of nodes may improve the overall resilience of the network but it may also lengthen latency. DLT arrangements characterised by a larger number of distributed roles may raise important questions related to governance, settlement and operational risk management. As a result, the choice of specific protocols for validation and consensus are driven primarily by access rules and the defined roles played by entities and their nodes. The range of approaches to DLT is an indication that a one-size-fits-all approach is not appropriate to address the broad range of challenges in payment, clearing and settlement. Arrangements such as the ones in the first column of Table 1 represent change that is more incremental in nature and reflect opportunities to record information through a single entity, much as is done today. This contrasts with the final column of Table 1, which represents bitcoin-like arrangements. Models such as these would represent more radical changes because of their completely decentralised nature. In the middle is a variety of other possible arrangements. The ongoing experimentation of different design choices reflects attempts to realise some of the benefits of DLT while recognising the specific constraints of a particular use case. 
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3. Analytic framework

3.1. Overview
3.2. Understanding the arrangement 
3.3. Potential implications for efficiency
3.4. Potential implications for safety
3.5. Broader financial market implications 
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3.1a. Overview

i. Scope: understanding the arrangement, 
includes functionality & nature of service, 
& factors for effective implementation;

ii. Efficiency: analysing arrangement’s 
implications for efficiency

iii. Safety: analysing the arrangement’s 
implications for safety 

iv. Broader implications: analysing the 
arrangement’s broader financial market 
implications 

Framework is starting point; neither 
extensive nor exhaustive; may not have 
concrete answers to questions; may not 

cover every arrangement
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3.1.b. Overview

Safety

Efficiency

Functionality  
& Financial 

Market 
Architecture

35 analytic 
questions

2 understanding 
arrangement

9 efficiency

17 safety

7 broader FM 
implications
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3.2. Understanding the arrangement 

What is the functionality and nature of arrangement? 
 Identifying problems, inefficiencies or improvements it is addressing 
 Identifying the affected part or parts of the value chain 
 Understanding the design, technology and associated processes 
 Identifying the affected market participants 

What are the key factors for effective implementation? 
 Environmental factors 
 Technological factors 
 Financial factors 

Presenter
Presentation Notes
At the core of DLT is a ledger that maintains information. An arrangement will typically perform one or more of the following functions relating to maintenance of the ledger: (i) record keeping; (ii) transfer of assets or updating of balances; and (iii) use of automation tools. Other ancillary services or functions such as data lookups, screening and analytics may also be incorporated as features. In understanding the functionality and nature of the service, it may be useful to understand the improvement the arrangement is trying to effect, what part (or parts) of the value chain is affected, how it is designed and which participants and users will be impacted by it. Part of understanding the functionality and nature of the arrangement requires understanding how DLT can facilitate a solution to a problem or improve upon existing services or processes. For example, the arrangement could simplify processes, improve information flows, reduce operational costs, expand access to financial services and improve financial inclusion.18 As discussed below, the arrangement may reduce the need for human involvement through automation, thus increasing efficiency and accuracy. This exercise should also identify the primary benefits that the arrangement can realise while taking into account its costs and newly introduced risks. The arrangement may need to balance resilience and efficiency benefits to achieve a particular outcome. In doing so, it is important to understand the potential trade-offs involved. 3.1.1.c Understanding the design, technology and associated processes The design, technology and associated processes of arrangements vary significantly. These differences reflect the nature of services provided, technological development, organisational structure of the arrangement, local market structure and practices, and other jurisdictional factors. Understanding these factors is important in relating the specific problem or improvement being addressed.19 3.1.1.d Identifying the affected market participants Identifying which market participants and users are affected by the arrangement helps in recognising the potential implications for efficiency and safety of the financial system. For example, the efficiency gains that an arrangement generates for a specific group of market participants might have implications for the risk profile of another group. Potential categories of market participants to consider include FMIs, banks, other financial institutions, their customers and the relevant authorities. Affected market participants may be located in multiple jurisdictions given the global nature of financial markets. 3.1.2 What are the key factors for effective implementation? It is important to consider and specify the factors that may influence the development and use of the arrangement. Some arrangements involve a single entity or a small group of entities. Others require widespread adoption by the industry because potential efficiency gains and other benefits may be network-dependent. That is, a critical mass of participants in the arrangement may be required before the industry can realise any potential efficiency gains. In addition, implementation may require more fundamental and structural changes in the market, including changes to market conventions and practices. The following environmental, technological and financial factors may play a part in the implementation of an arrangement: • Environmental factors: these include institutional acceptance of new technology, market factors such as size, market structure and practices, regulatory and legal conditions, and level of industry coordination. • Technological factors: considerations such as the maturity of the technology and its interoperability with existing systems and processes are an element in technological adoption. • Financial factors: projects offering better returns on investment through cost savings, revenue potential, or both, are more likely to be adopted by institutions and markets. 
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3.3a. Potential implications for efficiency

Speed of end-to-end processing 
 How does the arrangement affect (or compare to) existing payment, clearing and 

settlement processes with regards to the speed of end-to-end processing? 

Cost of processing 
 Does the arrangement allow for an overall cost reduction compared to existing 

processes? How are costs redistributed among participants? 
 What social costs might arise from operating the arrangement in a distributed 

environment? 

Speed and transparency in reconciliation 
 What effect does the arrangement have on the reconciliation processes of participants? 
 What transaction information is available to other participants, the market and relevant 

authorities? How does each party gain access to the information? 

Presenter
Presentation Notes
Speed of processingDLT is often promoted as enabling faster settlement of transactions in a single arrangement. DLT could simplify existing process flows by reducing friction to information sharing among participants. It is important to consider that potential improvements in the speed of end-to-end processing are being referred to at the ecosystem level (ie across the value chain), and that the speed of transaction settlement within the infrastructure itself may be slower. For example, DLT arrangements may take longer to achieve settlement when compared with real-time gross settlement (RTGS) systems because, from a technical point of view, the process for validating a transaction and reaching consensus in DLT is potentially more complex than with a central entity. See also Section 3.3.2 on settlement.20 Cost of processingThe overall costs of maintaining and updating a distributed ledger would need to be compared to the costs of current practices and other viable alternatives. In principle, industry is exploring a variety of DLT arrangements for their potential to reduce costs in certain parts of the value chain. In addition, the impact on market-wide and social costs should also be considered. Further, DLT arrangements can lead to changes in the way costs are allocated among participants. For example, a distributed arrangement in which participants contribute to maintaining and updating a shared ledger allows for the sharing of maintenance across participants rather than such costs being borne directly by one entity, such as an FMI, which then charges fees to participants. In this sharing of responsibilities, participants operating certain nodes in an arrangement could see increased direct costs for contributing to the operation of the arrangement. Speed and TransparencyReconciliation is about ensuring that internal records relating to a transaction are matched across the relevant parties. This is typically a time-consuming and labour-intensive process as it involves the reconciliation of information on different ledgers and the recording and storing of that information in different formats. By allowing information that is in a common format to be shared across participants to a transaction, the use of DLT may reduce data discrepancy, facilitate quicker reconciliation and eliminate or reduce burdensome back office activities.21 All or part of the reconciled data may also be shared across other market participants to enhance market transparency or with the relevant authorities to facilitate reporting. However, information sharing that improves the speed and cost of reconciliation should be balanced against data protection and privacy 
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3.3b. Potential implications for efficiency

Cost of credit and liquidity management 
 What are the credit and liquidity implications of the arrangement on participants, the 

system and the broader market? How do these compare with existing arrangements? 

Efficiency gains from automated contract tools 
 For arrangements that allow automated contract tools, what elements are being 

automated and how? 
 How does the arrangement mitigate the introduction of malicious or faulty codes? 
 What procedures or mechanisms can the arrangement use to prevent, detect and address 

quickly the execution of such malicious or faulty codes? 

Presenter
Presentation Notes
Cost of creditEnhancements such as faster processing and reduced reconciliation work may lead to more transactions occurring in real-time or near real-time in certain markets. This development may affect the credit and liquidity needs associated with payment, clearing and settlement activity. As with RTGS systems, real-time or near real-time transfers allow for a reduction in credit exposures. It, however, also places higher demand on liquidity. Faster transfers suggest that participants will also receive funds and securities more quickly, freeing up liquidity that could be tied up in collateral as is the case in today’s FMIs. Of course, not all DLT arrangements being considered will necessarily lead to real-time or near real-time transactions. For those arrangements, it will be important to understand their impact on credit- and liquidity-saving features. The net impact on credit and liquidity will depend on how the arrangement is designed and on the associated behavioural changes it induces. Smart contractsA key feature of DLT technology is its programmability to automate certain functions. Automated contract tools (including smart contracts) can facilitate, execute or enforce the performance of certain parts of an agreement (for example, reaching a certain date and executing a principal and interest payment on a loan contract). Another example could be that certain data feeds could be used as input to the ledger with a threshold triggering a margin call or other event-driven action. DLT allows information to be embedded in the ledger, allowing for self-executing applications. Automation of contract terms could improve efficiency by eliminating the need for human intervention in executing a transaction and thus reduce the probability of human error. The addition of automated contract tools, among other value-added features, could significantly simplify back office processes and records management. At the same time, self-executing applications may create new challenges and risks for the financial ecosystem. Automated contract tools, for example, are not immune to malicious or faulty code. In cases where this code is executed, the integrity of the data on the ledger could be questioned and the ramifications could be significant. Moreover, simultaneous automated execution between contracts (and codes) could cause adverse and unpredictable behavioural patterns in the financial ecosystem. Likewise, interdependencies between contracts (and codes) could result in a transmission channel for unforeseen risks 
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3.4. Potential implications for safety

Operational and security risk 
 What are the key operational risks for the arrangement, particularly those that could affect 

its resilience and reliability, security, and operational capacity and scalability? How does the 
arrangement generally manage these risks? 

 How do these risks and their management differ from traditional arrangements, if at all? 
 How does the arrangement layer security that goes beyond the reliance on cryptography? 

Settlement issues 
 What state changes are being recorded on the ledger (for example, balances, transfers of 

digital assets, transfers of digital representations of a physical or immaterial asset)? 
 What is the legal nature of assets or records reflected in the arrangement? 
 How is operational settlement achieved on the ledger and by whom? How does it differ 

from traditional systems? 
 How is settlement finality provided for by the applicable legal framework? 
 For exchange-of-value settlement, how is delivery versus payment, delivery versus delivery 

and payment versus payment achieved, including where relevant across autonomous 
ledgers or between a ledger and a traditional FMI? 

Presenter
Presentation Notes
Operational riskDLT arrangements have the capacity to enhance the safety of payment, clearing and settlement activities while also presenting new risks. The ultimate implications for safety would require weighing the advantages and disadvantages of the technology and associated process changes. Resilience and reliability. One of the key drivers of DLT implementation is its potential to strengthen an arrangement’s resilience and reliability. The distributed nature of its design, with the use of multiple synchronised ledgers and multiple processing nodes, has the potential to reduce the risk from a single point-of-failure.22 If a ledger or node in the arrangement is inoperable or compromised, the other nodes can allow for the continued processing of transactions. Enhanced operational resilience and reliability are of particular interest to the authorities given the importance of protecting against cyber–threats. However, having many nodes in an arrangement creates additional points of entry for malicious actors to compromise the confidentiality, integrity and availability of the ledger. Security. The security of an arrangement is central to the safety and soundness of the financial system. Cryptographic tools, such as public key cryptography, play a central role in ensuring the security of existing systems and are of critical importance in DLT arrangements. While current cryptographic tools are considered effective and are widely used today, future technological advancements could render existing cryptographic tools less secure and effective. This issue is of particular concern for an arrangement with a weak governance structure, which may not be able to react quickly enough to emerging security issues and threats. Integration of DLT in existing infrastructures or transition from current systems to DLT-based ones could also generate security breaches that are not inherent in the new technology but could have a strong operational impact. Thus, arrangements are likely to not only rely upon cryptographic tools themselves but could also take a layered approach to security and leverage additional tools. Operational capacity and scalability. A payment, clearing and settlement arrangement typically needs to handle significant fluctuations in transaction volumes and, as a consequence, needs to be operationally scalable. Operational capacity has two primary components: (i) processing large volumes on a daily basis; and (ii) handling potential peak volumes, including in times of market stress or volatility. An arrangement that fails to meet these requirements may weaken the safety of the payment, clearing or settlement activity. The scalability of an arrangement depends on several factors, including the type of data maintained in the records, the consensus mechanism used and the degree of centralisation. Settlement issuesAn often-cited benefit of DLT is the ability to shorten the end-to-end processing of financial transactions (see Section 3.2.1 on speed of end-to-end processing). In addition to affecting the efficiency of payment, clearing and settlement, DLT also has the capacity to affect safety. In this respect, it is useful to consider key components of settlement: the settlement asset, how settlement is achieved operationally and how settlement finality is achieved for legal purposes. Settlement asset. Some arrangements are based on updating balances in the ledger (that is, the ledger is recording positions through debits and credits). Some arrangements are based on transferring digital assets in the ledger (that is, the ledger is recording the transfer of ownership of a specific digital asset that exists only on the ledger). Yet other arrangements are based on transferring digital representations of a physical asset that is held in custody (ie the ledger is recording transfers of assets held elsewhere). In the context of a payment system, for example, an arrangement could be updating a balance, transferring digital currency or updating an account balance reflecting monies held at a custodian bank. Operational settlement. In some DLT arrangements, it can take some time to update and synchronise state changes to a ledger. The first instance of an update, for example, may not represent operational settlement because it may take time for consensus to be achieved across the nodes in the synchronisation of ledgers. In arrangements that use a proof-of-work23 model, settlement is probabilistic. That is, the more times the transaction is confirmed in the ledger, the less likely it will be revoked. Operational settlement becomes more complex if it involves the delivery of one asset against another, for example, the exchange of securities against the corresponding cash amounts or exchange of one currency for another. In many arrangements involving an exchange of value, another financial market infrastructure is typically involved. Legal settlement finality. Settlement finality is the legally defined moment at which the transfer of an asset or financial instrument, or the discharge of an obligation, is irrevocable and unconditional and not susceptible to being unwound following the bankruptcy or insolvency of a participant. In traditional systems, settlement finality is a clear and well-defined point in time, backed by a strong legal basis. For DLT arrangements, settlement finality may not be as clear. In arrangements that rely on a consensus algorithm to effect settlement finality, there may not necessarily be a single point of settlement finality. Further, the applicable legal framework may not expressly support finality in such cases. 
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3.4. Potential implications for safety

Legal risk 
 Does the arrangement have a clearly established, sound and enforceable legal basis for its 

activities, in particular if it operates in a multijurisdictional environment? 
 How are potential conflicts of laws identified and addressed? 
 What are the rights and obligations of the participants? How are they specified (for 

example, in rules, contracts or code)? What is the dispute resolution mechanism (for 
example, for liability issues)? 

Governance 
 What type of governance structure does the arrangement have? Does it support sound 

decision-making, risk management, incident and emergency response, and provide robust 
management oversight? 

 Does the arrangement involve the sharing of information or maintenance of the ledger 
across entities? If so, who are the various stakeholders in the arrangement (including direct 
and indirect participants), and how does the governance structure define their respective 
responsibilities? 

 Is there a clear mechanism for decision-making or agreeing on alterations to the 
arrangement? 

Presenter
Presentation Notes
Legal riskHaving a well-founded, clear, transparent, and enforceable legal basis is a core element of payment, clearing, and settlement arrangements. DLT can increase legal risks if there is ambiguity or lack of certainty about an arrangement’s legal basis. Because the application of this technology to payment, clearing and settlement activity is new, the legal underpinning for certain activities may not be as well established as that for traditional systems (for example, in terms of identifying the applicable jurisdiction or relevant laws). Conversely, DLT can be used to help reduce certain legal risks. For example, automating certain terms and conditions of legally binding agreements (such as automating interest payments as outlined in a contractual agreement) may reduce the risk that contract terms are not enforced as specified in the agreement within the agreed time period. An arrangement’s legal basis consists of a legal framework that includes general laws and regulations governing property, contracts and liability, among other things. It also includes the arrangement’s rules, procedures and contracts. There are certain legal issues, such as proprietary rights and settlement finality (see Section 3.3.2), that should be articulated clearly by the arrangement, understood by participants and supported by applicable law. For example, the legal basis regarding the ownership or transfer of assets or the rights and obligations of the relevant parties may not always be clear. An arrangement typically attempts to use standardised rules or contracts to define rights, obligations and processes. In such cases, it is important to consider the soundness of these legal arrangements and their enforceability. This can be further complicated by transactions that take place across borders or in multiple jurisdictions, in which case the law underpinning the activity would need to be confirmed or adopted in multiple jurisdictions in ways that are mutually compatible. Governance riskGovernance structures can improve the safety of an arrangement (for example, by enhancing decision-making pertaining to the arrangement’s design and technological evolution or by the involvement of a broad spectrum of stakeholders) or weaken it (for example, by slowing incident responses related to operational issues in the case of highly complex governance structures). An arrangement that involves the sharing of information and of ledger maintenance will need to have an especially well thought-out governance structure. Recent governance challenges relating to several unrestricted DLT use cases have highlighted the critical importance of having a clear understanding of the governance arrangements surrounding change and incident management, and of the enforcement of governance decisions. 



Restricted 22

3.4. Potential implications for safety

Data management and protection 
 How does the arrangement guarantee data integrity, including the traceability of data? 
 Are the data considered immutable? If yes, how are data, transaction or processing errors 

addressed? 
 How does the arrangement handle data privacy and confidentiality? 

Presenter
Presentation Notes
How an arrangement records, maintains and shares data has implications for the safety of payment, clearing and settlement activity. A fundamental requirement for any record-keeping system is to have records structured and maintained in such a manner that any legitimate entity24 can verify the relevant history of the record. In other words, the system should allow for traceability of the data. Further, traceability requires that the data not be subject to loss, damage or tampering. The integrity of the data is vital to the safety of the arrangement. Moreover, traceability may be an important requirement for compliance with know-your-customer rules, anti-money laundering requirements and counter-terrorist financing regulations. Traceability, however, should be weighed against privacy and the need to keep certain information confidential. Different levels of privacy may be required depending on the design of an arrangement. In some arrangements, all nodes have access to a copy of the ledger and may, if allowed, see all transactional history. However, in applying DLT in the financial sector, participants may not want or be permitted to provide full visibility of the data. In such cases, access to information may be restricted. For example, data may be encrypted so that nodes only see the elements of the ledger that they are permissioned to see, even if it maintains a copy of the complete ledger. In some cases, nodes may only hold data that are relevant to them. Regardless of the level of privacy required, it is important to have adequate controls in place that restrict access to data as intended while allowing the nodes to reach agreement over the state of a ledger and the validity of transactions. A possible benefit of DLT arrangements is the immutability of data recorded in the ledger, meaning that data cannot be unilaterally changed once recorded. Immutability is crucial to the safety of an arrangement as it relates to data integrity. Despite the need for immutability, there may be a need to change data in certain, limited circumstances, such as in the case of inadvertent errors, fraud and other events.25 The ledger may merit correction or reversal of transactional data, including through the creation of new transactions. This issue may be of particular concern for self-executing codes whereby mistakes in coding or other events may need to be corrected quickly. As such, governance and operational procedures are needed to address exceptions processing. 
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3.5. Broader financial market implications

Connectivity issues and standards development 
 What system, platform, layer, or combination thereof is being considered or used in the 

arrangement? 
 What protocol is being considered or used in the arrangement? 
 Is the protocol code open source or proprietary? If proprietary, how flexible is the code in 

working with other arrangements? 

Financial market architecture 
 How does the arrangement change the role of existing intermediaries or involve new 

actors? 
 How could the arrangement change existing market and regulatory practices? 

Broader financial market risks 
 Does the arrangement pose broader financial market risks at this stage of development and 

implementation? What risks could it pose in the future? 
 What interconnections does the arrangement have with other systems, including other DLT 

arrangements? 

Presenter
Presentation Notes
market implications. The financial system as a whole contains numerous interlinkages. For example, financial institutions may participate in multiple payments systems and in other FMIs. Additionally, securities settlement typically requires multiple systems such as a payment system for the transfer of value and a separate securities settlement system for the transfer of a security. Further, financial institutions, payments systems and other FMIs may cross jurisdictional boundaries. 3.4.1 Connectivity issues and standards development Industry is experimenting with a number of potential DLT arrangements, and multiple DLT arrangements are likely to emerge providing different, similar and complementary functionality. As such, one technical challenge would be to enable arrangements to communicate or connect with one another and with legacy systems in order to facilitate the conduct of a variety of financial transactions. The development of technical interoperability standards can facilitate this by providing a base layer of connectivity that also helps lower implementation and integration costs. Successful development of standards may encourage broader adoption of DLT in the financial system, which could potentially bring network scale efficiencies. FM ArchitectureA DLT arrangement may have possible effects on the overall financial market architecture. In some implementations, the arrangement can be seen as more of an incremental upgrade over current arrangements, and one that does not change significantly current business practices. In other implementations, such as an unrestricted arrangement, DLT may lead to disintermediation of certain functions or certain entities. Such a change in business practices may affect the competitive balance in financial markets and have implications for financial market architecture. It may also introduce new, non-bank players that are not currently covered by or contemplated in existing regulatory regimes. Broader FM risksBroader financial market risks A DLT arrangement could have implications for broader financial market risks.26 One possible benefit of DLT in an interconnected system is that data shared across key entities may lead to greater market transparency and more effective risk management across systems. On the other hand, DLT could also have negative implications. For example, in a possible future configuration with many automated contract tools, macroeconomic conditions could automatically trigger margin calls across FMIs, leading to severe liquidity demand across the financial system and creating a systemic event. Thus, it would be important to better understand how some of the possible automation tools are correlated across the financial system and to assess whether additional protections are needed to prevent contagion. 
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Conclusion

Doubts remain regarding the maturity of the technology and the size of efficiency gains associated 
with the use of DLT

Presenter
Presentation Notes
The framework provides a very useful tool in structuring key thoughts for central banks and participants in critically reflecting on some very difficult matters.There are 35 questions in total, 2 on the overall functionality or scope being covered in the new arrangement, 9 related to efficiency, 17 related to safety and 7 related to other financial market considerations. These are some of the tough questions that ecosystems would have to answer in order to motivate new DLT arrangements into production.On efficiencyHow does the arrangement affect (or compare to) existing payment, clearing and settlement processes with regards to the speed of end-to-end processing? Does the arrangement allow for an overall cost reduction compared to existing processes? How are costs redistributed among participants? • What social costs might arise from operating the arrangement in a distributed environment? What are the credit and liquidity implications of the arrangement on participants, the system and the broader market? How do these compare with existing arrangements? How does the arrangement mitigate the introduction of malicious or faulty codes? On safety How does the arrangement layer security that goes beyond the reliance on cryptography? What are the rights and obligations of the participants? How are they specified (for example, in rules, contracts or code)? What is the dispute resolution mechanism (for example, for liability issues)? On other implications:How does the arrangement change the role of existing intermediaries or involve new actors? • How could the arrangement change existing market and regulatory practices? These are not easy questions to answer and rightfully goes way beyond the technology. Our sense is that if DLT advances it will have to address these questions in great detail to the satisfaction of not only overseers but also collectively by the payment ecosystem. 
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