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HQLA High Quality Liquid Assets
IAS International Auditing Standards
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LCI Law on Credit Institutions
LIFA Law on Independent Financial Audit
MOU Memorandum of Understanding
MPEFSD Macro Prudential Financial Stability Directorate
NPL Non Performing Loan
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NSFR Net Stable Funding Ratio

RAS Risk Assessment System

RWA Risk Weighted Asset

SREP Supervisory Review and Evaluation Process
SSD Special Supervision Directorate

UBO Ultimate Beneficial Owner
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I INTRODUCTION:

1. This assessment of the current state of the implementation of the Basel Core Principles
for Effective Banking Supervision (BCP) in Bulgaria has been completed as a stand-alone
Report on the Observance of Standards and Codes undertaken by the International Monetary
Fund (IMF) and the World Bank (Bank) during March of 2015 at the request of the Bulgarian
authorities. It reflects the regulatory and supervisory framework in place as of the date of the
completion of the assessment. It is not intended to assess the response to the 2014 banking crisis,
and it is not intended to represent an analysis of the state of the banking sector or crisis
management framework.

2. The Bulgarian National Bank (BNB) has an internal governance structure which, by
vesting the majority of the powers of supervision in the Deputy Governor for banking
supervision, exposes the supervisory function to risks. The law gives the Deputy Governor strong
powers to act separately and independently, even though the Governing Council has a role and
responsibilities over troubled banks in addition to its licensing and regulatory powers. Under the
BNB's legal structure, supervision and enforcement is dissociated from the Governing Council, and
the Governing Council has no right to compel transparency of decision making or to impose a
framework to ensure consistency in the use of the enforcement regime. The Governing Council is,
however, responsible for issuing the regulations that articulate and establish the BNB's supervisory
standards and expectations despite the disadvantage of being at arms’ length from the supervisory
process. The distribution of powers and lack of transparency and accountability including the lack of
an internal framework to ensure consistency in decision making in the use of many of the
enforcement powers are not conducive to an assertive and confident supervisory process. It is of
particular concern that the potential for pressure to be exerted on a single individual may in fact
inhibit any Deputy Governor from using powers as strongly or as frequently, or using escalating
severity as needed. Further, it is noted that should the position of Deputy Governor fall vacant
unexpectedly, there is no legal possibility for the enforcement powers to be delegated to another
individual. This flaw exposes the BNB to unnecessary uncertainties in its supervisory activities.

3. There are material concerns that the BNB is too resource constrained to deliver
effective minimum levels of supervision. Demands on regulators have increased markedly
through the international regulatory reform agenda in the wake of the global financial crisis and
which are transmitted to Bulgaria mainly through the EU legislative and convergence program. The
supervisory mandate for anti-money laundering and combating the Financing of Terrorism
(AML/CTF) brings additional demands not least through support provided to external bodies such as
the Prosecutor and the Financial Intelligence Unit in investigative matters in complex cases of fraud,
embezzlement, and money laundering. Furthermore, the BNB’s mandate for transparency of
products and monitoring of consumer trends is also resourced from the supervisory department. As

! This Detailed Assessment Report has been prepared by Katharine Seal, IMF and Pierre-Laurent Chatain, World Bank.
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a consequence, many areas of the BNB's supervisory operations, ranging from the scope and scale
of its supervisory inspections, ability to launch proactive investigations, and ability to ensure a
sufficiently high level of supervision for the local segment of the banking market, which as a cluster
represents nearly a quarter of the market, are notably under strain. Certain specialist skills are also
lacking or under-represented at the BNB, including IT, market risk and quantitative skills. The BNB
staff have been further diverted from their supervisory tasks by the additional demands of dealing
with a banking failure and liquidity stress in 2014. This necessary diversion of resources has, though,
inevitably adversely affected the BNB's planned supervisory program and will lead to a number of
institutions not being brought under scrutiny in a timely manner and follow up monitoring and
actions may be unduly delayed.

4, Despite a broad range of supervisory powers, there are some gaps in the legal
framework that unduly restrict the BNB's locus. There are a number of elements which may have
the cumulative effect of discouraging an intrusive supervisory approach. The relevant gaps touch on
a range of areas but most notably including the relationship with the Board of a bank — the BNB
cannot instruct banks to change their internal organization or structure or composition of the Board;
or to insist upon a change of the external auditor of a bank; and an aspect of the legal protection
available to BNB staff. On a related issue, the continued delays in the transposition of the Directive
on Bank Recovery and Resolution has prevented the BNB from being able to carry out a number of
tasks in relation to preparation for orderly resolution procedures should they be necessary.

5. As Bulgaria is a Member State of the European Union, the regulatory framework is
based on EU legislation and architecture. The recent changes to the EU framework have, however,
removed some flexibility from the supervisory authority. Previously the BNB applied a minimum
capital adequacy ratio of 12 percent, but this requirement is now capped at 8 percent under the
Capital Requirements Regulation. In response, and at a period of heightened systemic stress, the
BNB has “frontloaded” capital buffers so that the capital conservation buffer and the systemic risk
buffer are both currently in force. The advent of the CRR and its implementing technical standards
has also removed the BNB's former power to set supervisory provisions against problem exposures.
The BNB retains, however, the power to set higher capital requirements in respect of problem assets.
At present the BNB is practicing close monitoring of the evolution of the relevant portfolios and is
exercising what might be termed an “informal Pillar 2 approach.” The BNB does, however, need to
be ready and able to apply additional capital requirements through Pillar 2 in future.

6. The BNB employs a risk-based approach to supervision and enjoys a cadre of
dedicated and professional staff. The BNB employs sound methodologies for the analysis and
assessment of individual banks and banking groups. This work is strongly enriched by the efforts of
the macro-prudential and financial stability directorate. The supervisory approach in the BNB relies
to an important extent on its on-site inspection process, but is undermined by scarcity of resource
to implement a sufficiently broad and frequent program of inspections. In the resource constrained
environment it is important for the BNB to maximize its internal arrangements and use of its
supervisory tool kit. This includes an internal skills audit and strategy to identify gaps, a review of

6 INTERNATIONAL MONETARY FUND



BULGARIA

internal organization to maximize efficiency and communication and a greater use of such
supervisory techniques as horizontal assessments.

7. The BNB has a good understanding of risk and many strong practices, and also making
good use of international standards and guidelines, but there are some important system
wide vulnerabilities. The most significant risk in the banking sector is credit risk and while the BNB
takes an assiduous approach to credit risk, this is undercut by system-wide weaknesses in
concentration risks, related party and connected lending as well as corporate governance. Although
the BNB is alert to these concerns and has identified many violations and bad practices in the
banking institutions, overall, enhancements in supervisory approach are needed. Enhanced
transparency in ownership structure of clients, especially for legal entities located overseas
(including in off-shore centers) with undisclosed ultimate beneficial owners is of paramount
importance. The BNB could employ horizontal inspections and the issue requirements for more
robust processes for determining connectedness between customers or groups of affiliated parties.

I METHODOLOGY

8. It should be noted that the ratings assigned during this assessment are not directly
comparable to previous assessments. The current assessment of the BNB was against the BCP
methodology issued by the Basel Committee on Banking Supervision (BCBS) in September 2012. The
authorities took a rigorous approach and opted to be assessed against both essential and additional
criteria. The last BCP assessment in was conducted in 2002. The methodology has been revised twice
since the last assessment in Bulgaria, first in 2006 and again in 2012. There was an FSAP update in
2008 but it did not include a BCP assessment.

9. In the 2012 revision of the Core Principles, the BCBS sought to reflect the lessons from
the recent financial sector crisis, to raise the bar for sound supervision reflecting emerging
supervisory best practices. New principles have been added to the methodology along with new
essential criteria (EC) for each principle that provide more detail and additional criteria (AC) that
raise the bar even higher. Altogether, the revised Core Principles now contain 247 separate essential
and additional criteria against which a supervisory agency may now be assessed. In particular, the
revised BCPs strengthen the requirements for supervisors, the approaches to supervision and
supervisors’ expectations of banks. While the BCP set out the powers that supervisors should have
to address safety and soundness concerns, there is a heightened focus on the actual use of the
powers, in a forward-looking approach through early intervention.

10. The assessment team reviewed the framework of laws, rules, and guidance and held
extensive meetings with officials of the BNB, and additional meetings with the Finance Ministry, the
Financial Intelligence Unit (FIU), auditing firms, professional bodies, and banking sector participants.
The authorities provided a comprehensive self-assessment of the CPs, as well as detailed responses
to additional questionnaires, and facilitated access to supervisory documents and files on a
confidential basis as well as staff and systems.
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11. The team appreciated the very high quality of cooperation received from the
authorities. The team extends its thanks to staff of the authorities, who provided excellent
cooperation, including extensive provision of documentation and technical support, at a time when
many other initiatives related to domestic concerns and international regulatory initiatives were in
progress.

12. The standards were evaluated in the context of Bulgaria’s financial system’s
sophistication and complexity. The CPs must be capable of application to a wide range of
jurisdictions whose banking sectors will inevitably include a broad spectrum of banks. To
accommodate this breadth of application, a proportionate approach is adopted within the CP, both
in terms of the expectations on supervisors for the discharge of their own functions and in terms of
the standards that supervisors impose on banks. An assessment of a country against the CPs must,
therefore, recognize that its supervisory practices should be commensurate with the complexity,
interconnectedness, size, and risk profile and cross-border operation of the banks being supervised.
In other words, the assessment must consider the context in which the supervisory practices are
applied. The concept of proportionality underpins all assessment criteria. For these reasons, an
assessment of one jurisdiction will not be directly comparable to that of another.

13. An assessment of compliance with the BCPs is not, and is not intended to be, an exact
science. Reaching conclusions required judgments by the assessment team. Banking systems differ
from one country to another, as do their domestic circumstances. Furthermore, banking activities are
undergoing rapid change after the crisis, prompting the evolution of thinking on, and practices for,
supervision. Nevertheless, by adhering to a common, agreed methodology, the assessment should
provide the Bulgarian authorities with an internationally consistent measure of the quality of their
banking supervision in relation to the revised Core Principles, which are internationally
acknowledged as minimum standards.

I INSTITUTIONAL AND MARKET STRUCTURE—
OVERVIEW

14. Banking represents the most significant sector of the Bulgarian financial system. As at
June 2014, financial system assets in Bulgaria accounted for 141.5 percent of GDP with the banking
sector representing 76 percent of this. There is a relatively low exposure of the financial system to
external markets and little use of external market financing which may have contributed to relative
insulation from the global financial crisis. The risk profile of the banking system is largely focused on
credit risk.

8 INTERNATIONAL MONETARY FUND



BULGARIA

15. The structure of the non-banking sector of the financial system is relatively evenly
distributed between sub-sectors.

Sector Asset size BGN bn
Insurance Companies 55
Supplementary pension insurance funds 7.6
Local investment funds 0.8
Non-bank investment firms 4.6
Vehicle finance corporations 15
Leasing companies 4.3
Specialized lenders 2.6

Source: BNB Quarterly Bulletin on Banks.

16. Bulgaria is predominantly a host state to EU banking groups. While most banks in
Bulgaria are locally incorporated, less than a quarter of the market share, 23 percent, is held by
domestic banks and 73 percent is held by subsidiaries with EU parents. Approximately a quarter of
the market share, 24 percent, is held by Greek-owned subsidiary banks.” Altogether there are

28 banks in Bulgaria (excluding one recently failed bank), of which 6 are branches. Banking
establishments from outside of the EU represent less than 1.5 percent of the banking system.

17. The banking sector weathered the global financial crisis, but stress emerged in June
2014 with two bank failures. Following runs on deposits, the BNB put two banks into
conservatorship. Soon after this intervention, a third domestic bank suffered a depositor run and
was supported by emergency liquidity (state aid approved by the EC). As Bulgaria introduced a
currency board arrangement (CBA) in July 1997, following a systemic banking crisis, the Lender of
Last Resort function from the BNB is limited to the excess coverage of the arrangement.

18. Notwithstanding the damage to confidence from the banking crisis the banking
system has shown resilience. Reported system wide capital adequacy figures remain strong.
Capital adequacy has been calculated under the EU Capital Requirements Regulation since January
2014, which permits a slightly more generous treatment for some risk weights than the previous
BNB regime. As of December 2014, the system CAR stood at 22 percent, and the Tier 1 capital ratio
was 19.9 percent. In Bulgaria, the majority of tier 1 is held in common equity and the system wide

2 Data as of end-December 2014.
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CET1 ratio was 19.5 percent. With the advent of the CRR, the BNB can no longer apply a minimum
12 percent CAR as it had formerly done. The BNB has however, imposed the capital conservation
buffer of 2.5 percent since May 2014 and has also applied a capital buffer for systemic risk of

3 percent of total risk weighted exposures located within the country and calculated in accordance
to Article 92 (3) of Regulation 575/2013/EC.

19. Resilience to liquidity shocks is also important in the Bulgarian context. Here too,
reported liquidity indicators are strong. The liquid assets-to-liabilities ratio in the banking system, as
at end January reached 31.8 percent. The EU equivalent of the Basel Liquidity Coverage Ratio (LCR)
is not yet fully in force and will not be until October 2015 according to the EU timetable, but the
BNB continues to maintain its prior liquidity regime, which requires banks to avoid maturity
mismatches over a range of maturity bands. Daily reporting enables the BNB to monitor the
situation closely.

20. However, system wide non-performing loans (NPLs) are also high. The reported NPLs
(on a gross basis), and excluding the failed bank, in Bulgaria stood at 18.1 percent as of end-
September 2014, representing an increase of 15 percent of total loans since the global financial
crisis began in 2008.

I PRECONDITIONS FOR EFFECTIVE BANKING
SUPERVISION

Sound and Sustainable Macroeconomic and Financial Sector Policies

21. Bulgaria’s supervisory credibility came under scrutiny in 2014, following the banking
failures. In addition to the shock to the banking system stability there was a sharp deterioration in
the hitherto strong fiscal stance. Political turbulence and unaddressed governance issues have
heightened concerns about the direction of macroeconomic and financial policy, putting increased
strain on the economic outlook. The currency board arrangement (CBA)—which has served as an
effective policy anchor since 1997 and helped Bulgaria successfully weather the global and Euro-
area crises—both reinforces and relies on sustained, sound macro-financial policies, comfortable
buffers, and progress in advancing the convergence agenda with the EU. Under the rules of the CBA,
the aggregate amount of the Bulgarian National Bank’s monetary liabilities (including all banknotes
and coins in circulation) may not exceed the equivalent in Bulgarian levs of the gross foreign
exchange reserves. The Bulgarian lev is fixed to the euro (BGN 1.95583 equals €1).

The Framework for Financial Stability Policy Formulation
Institutional and Legal Setting

22, Responsibilities for supervision of financial institutions and markets are divided
between the BNB for banks and the Financial Supervision Commission (FSC) for non-banks
and markets. The FSC was established on March 1, 2003 under the Financial Supervision
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Commission Act. The FSC is established as an independent institution and reports to the National
Assembly of the Republic of Bulgaria. The Commission is responsible for the regulation and
supervision of the non-banking financial sector, including markets, insurance and pensions.

Financial stability coordination

23. The BNB and FSC, together with the Ministry of finance cooperate and share
information within a formal macroprudential framework, namely the Financial Stability
Advisory Council (FSAC). The FSAC is established under the Financial Supervision Commission Act
(FSCA) as an advisory body. The FSAC consists of the Minister of Finance, the Governor of the BNB
and the Chairman of the FSC. The macro-prudential framework in Bulgaria was initially implemented
in 2003 and further enhanced in 2010 through amendments to the Financial Supervision
Commission Act (FSCA) that provides for significantly strengthened role of the Financial Stability
Advisory Council (FSAC).

24, The BNB, FSC and FSAC are the authorities and bodies responsible for financial
stability policy formulation According to the existing framework for financial stability and macro-
prudential policy in Bulgaria, the Bulgarian National Bank and the Financial Supervision Commission
are responsible for maintaining financial stability in their respective areas of competence.
Furthermore FSAC has competence for carrying out advisory and coordination functions. The FSAC
is chaired by the Minister of Finance, had adopted Rules on its Operation, and takes all decisions by
consensus. The FSAC can address proposals and recommendations to its members in connection
with the powers of the institutions represented by them with regard to the protection and
maintenance of the financial stability, and to the prevention and management of financial crises.
Moreover, with regard to the improvement of macro-prudential policies in the country, the FSAC
shall discuss proposals arising from recommendations or warnings of the European Systemic Risk
Board (ESRB), on the initiative of each of the Council’'s members. The Council also has the
responsibility to approve a national action plan in the event of crisis. The FSAC meets quarterly,
though more frequently at will, and is supported by a standing committee.

25. The FSCA stipulates that: the main objective of the FSAC shall be to foster a more
efficient cooperation for maintaining the financial stability through information exchange and
assessment of the status and development of the financial system and the financial markets in
Bulgaria and the potential impact of external and internal factors on its stability, and co-ordinating
the actions in this direction. FSAC conducts its monitoring and analysis of systemic risks based on
analytical work carried out by its member institutions.

26. The BNB is responsible the assessment of systemic risks facing the banking system,
while the FSC - for the non-bank financial sector. The analytical contribution from the BNB
comes from the the Macro-prudential Supervision and Financial Stability Directorate, which was
created in 2014 out of a merger of two previous units and with the objective of achieving synergies
between financial stability and prudential supervision. The unit also contributes to the work of the
BNB's macro-prudential mandate and is in line with the new EU supervisory architecture (ESRB and
the ESA's) and the ESRB recommendation on the macro-prudential mandate of national authorities.

INTERNATIONAL MONETARY FUND 11
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A Well Developed Public Infrastructure
System of business laws

27. As a member of the EU, Bulgaria is subject to a comprehensive suite of EU legislation
on company law. This includes the EU First, Second, Fourth, Seventh, and Eighth Company Law
Directives, as well as the Transparency Directive, the IAS Regulation, and the Banks and Insurance
Accounts Directives. According to European Commission monitoring of transposition at January
2012, Bulgaria had notified, and been examined by the Commission on the implementation of 90
percent of applicable Company Law and Anti-Money Laundering Directives. Only one directive post-
dates the monitoring exercise, relating to coordination of safeguards in respect of the formation of
public limited liability companies and the maintenance and alternation of their capital. The
prevailing business legislation in Bulgaria includes the Commerce Act, the Bank Bankruptcy Act, the
Obligations and Contracts Act, the Consumer Protection Act, the Ownership Act, etc. The Consumer
Protection Act and the Consumer Credit Act contain specific mechanism for the fair resolution of
disputes.

Efficient and independent judiciary

28. The judiciary is formally independent. Pursuant to the Bulgarian Constitution (Article 117)
the judiciary protects the rights and legitimate interests of the citizens, the legal persons, and the
State. In the performance of their functions, all judges, jurors, prosecutors and investigating
magistrates are subservient only to the law. The judiciary has an independent budget. The right to a
fair and open trial within a reasonable time before an independent and impartial court, according to
the Judiciary System Act (Article 7) all citizens are entitled to a fair and open trial. Citizens and legal
entities are entitled to judicial protection that can not be denied to them. The fundamental
principles of efficient and independent judiciary are stipulated also in the Code of Civil Procedure,
Criminal Procedure Code, Criminal Code and Administrative Procedure Code.

29. External perception of judicial independence and efficiency in Bulgaria is, however,
weak. According to the 2015 EU Justice Scoreboard (an annual exercise) the perceived
independence of justice in Bulgaria has decreased, with Bulgaria now jointly sharing the worst rating
in the EU. The Global Competitiveness Report for 2014-15 ranks Bulgaria 126th out of 144 countries
on judicial independence, 124th on the efficiency of the legal framework in settling disputes and in
challenging regulations, and 110th on protection of property rights. In December 2014, the
government adopted a new judicial strategy to guarantee the independence and professionalism of
the courts and other judicial authorities. Bulgaria is also preparing to amend the Judicial System Act.

30. The administration of justice in Bulgaria is based on three instances and the courts
administer civil, criminal and administrative cases. The governing law is the Judicial System Act,
which sets out the structure and operating principles of the judicial bodies and governs their
interaction with each other and with the legislative and executive bodies. The Supreme Judicial
Council is the highest administrative authority and is responsible for managing the judiciary and
ensuring its independence. It determines the composition and organization of the judiciary.
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31. The legal profession is governed by the Constitution of the Republic of Bulgaria and
the Judicial System Act. The main legal professions in Bulgaria are the public prosecutor,
investigator, judge, attorney-at-law, notary public, private bailiff, State bailiff and registration judge.

e The public prosecution service in the Republic of Bulgaria consists of a number of offices,
including but not limited to, the Prosecutor-General, and the National Investigation Service. All
prosecutors and investigators are subordinate to the Prosecutor-General. The prosecutor leads
an investigation as supervising prosecutor and the prosecutor’s acts are open to appeal unless
subject to judicial review. The Prosecutor-General is appointed (and removed) by the President
of the Republic of Bulgaria, acting on a proposal from the Supreme Judicial Council for a period
of seven years, and is not eligible for a second term in office. Subject to a positive appraisal of
performance, prosecutors acquire tenure after five years in office. The Prosecutor-General may
refer matters to the Constitutional Court.

e Investigators in the Republic of Bulgaria have the status of magistrates (judges and prosecutors)
under the Judiciary Act. Investigative bodies are the National Investigation Service (NSIS), the
provincial investigation departments at the provincial prosecutors' offices and the investigation
department at the Specialized Prosecutor's Office. When carrying out their tasks in connection
with criminal proceedings, the investigating authorities act under the direction and supervision
of a public prosecutor. Orders issued by investigators in the course of an investigation are
binding on all State bodies, legal entities and citizens.

e Judges in Bulgaria are appointed, promoted and demoted, transferred and relieved of office by
decision of the Supreme Judicial Council. Subject to a positive comprehensive appraisal of their
performance, judges acquire tenure by decision of the Supreme Judicial Council after five years
in office. The profession of attorney-at-law is an activity governed by the Constitution. The
status, rights and obligations of attorneys-at-law are regulated by the Bulgarian Bar Act. The
Supreme Bar Council is a legal entity comprising representatives of the provincial bar
associations, keeps a register of attorneys-at-law. Registration judges order or refuse entries,
endorsements and removals from the property register and decide whether references and
certificates are issued; they perform notarial and other deeds laid down by law. Registration
judges may act only in their own district and their number is decided by the Minister for Justice.

Accounting principles and rules

32. Under the EU's legislation, all listed EU companies must prepare their consolidated
accounts in accordance the International Financial Reporting Standards (IFRS). Bulgaria has
applied IFRS since 2003, predating its accession to the EU. Hence all listed companies in Bulgaria, as
well as banks, insurance companies, mutual funds, and other financial institutions, have been
required to prepare their consolidated financial statements using IFRSs since 2003. The obligation of
listed companies and financial institutions and all large Bulgarian limited liability entities to report
both the consolidated and individual company financial statements has been in place since 2005,
again pre-dating membership of the EU which took place on 1 January 2007. National Financial
Reporting Standards for Small and Medium-sized Enterprises apply to entities which fall under de
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minimis criteria. Such entities may, though, adopt International Accounting Standards. All credit
institutions are subject to International Accounting Standards, regardless of being listed companies
or not.

System of independent external audits

33. The annual financial reports of the banks are subject to independent financial audit,
according to the Law on Accountancy. The annual report must be audited and has to include the
full audit report. The auditor shall perform the audit in accordance with ISA’s generally accepted
auditing practices, which are introduced with the Law on Independent Financial Audit. The audit of
the public financial reports is conducted in accordance with internationally accepted auditing
practices and standards and related procedures determined by International Auditing Standards
(Article 2 of the Law on Independent Financial Audit). Under the LCI the annual financial statements
of each bank, and the supervisory reports as determined by the BNB are subject to audit and
certification by a specialized auditing company which is a registered auditor under the Law on the
Independent Financial Audit.

34. Bulgaria has established a Commission for Public Oversight on Statutory Auditors
(CPOSA). The CPOSA was established in compliance with the European Union Directive on statutory
audits (Directive 2006/43/EC).

35. The profession of Registered Auditors is a protected title in Bulgaria. Statutory Audit
and consulting services are reserved to Registered Auditors. In 2011 there were over 600 qualified
professional and over 90 specialist auditing companies. New trainees were accepted to the
profession at a rate of approximately 150 per year. As in other jurisdictions, auditors must pass
professional exams and have two years professional experience as an assistant auditor before
qualification. The Institute of Certified Public Accountants, which also acts as the professional body
for accountants, is responsible for the registration of auditors.

Payment and clearing systems

36. The BNB has responsibility for assisting in the establishment and overseeing the
functioning of efficient payment systems and for supervising payment systems operators in
Bulgaria under the organic Law on the Bulgarian National Bank (LBNB). The Banking Integrated
System for Electronic tRAnsfers (BISERA; the system processing customer transfers which are to be
settled at a designated time) was introduced in 1992. A system for servicing interbank client
payments in euro initiated for settlement at a designated time (ie not RTGS) BISERA7-EUR was put
into operation in 2010. The BNB launched the national component system TARGET2-BNB on
February 1, 2010. The ancillary system BISERA7-EUR, operated by BORICA-BANKSERVICE JSC, joined
TARGET2 on the same date. Membership of TARGET2 is not yet mandatory for Bulgaria as it is not
yet a Eurozone member. The national card operator, the Bank Organization for Payments Initiated
by Cards (BORICA), was established in 1995 to process card payments in Bulgaria. Two securities
settlement systems have also been established: the Government Securities Depository (GSD) in 1992
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and Central Depository AD (CDAD) in 1996. In June 2003 the RTGS system RINGS was launched. This
provides final settlement for all payments in the country.

Framework for Crisis Management, Recovery and Resolution

37. The current legal framework for the recovery and resolution of credit institutions
needs essential improvements since it does not grant the authorities sufficient scope to
manage a crisis fully effectively. The collapse of Corporate Commercial Bank AD (KTB) in 2014
revealed a series of major weaknesses in the domestic regime for dealing with problem banks,
including the absence of a good bank/bad bank option. As of today, the BNB can address problem
banks (including in case of risk of insolvency) by subjecting a bank to a special supervision regime.
The BNB Governing Council will appoint one or several conservators who will take, under the
authority of the BNB, all measures to redress the bank. If the conservatorship of the bank does not
improve its financial situation (i.e. its solvency or liquidity position is still deteriorating), the BNB can
withdraw the license and petition to the competent court for initiation of bankruptcy proceedings.

38. The difficulty to apply an orderly resolution has prompted the authorities to revisit its
legal framework for the recovery and resolution of credit institutions. Such framework will be
available after the implementation of the BRRD (EU Directive 2014/59/EC (Resolution and Recovery
of Credit Institutions and Investment Firms)) in the Bulgarian legislation by means of new legal
provisions and amendments to the existing legal framework (e.g., the Law on Credit Institutions, the
Law on Bank Bankruptcy, and the Law on the BNB). At the time of the assessment it was expected
that the BNB would be designated as the Resolution authority and the Bulgarian Deposit Insurance
Fund (BDIF) as the Resolution fund. This transposition into the national regime is in progress and it
is expected to come in force by end of 2015

The adequacy of systemic protection (public safety net)

39. The Bulgarian Deposit Insurance Fund (BDIF) is a legal entity established by the 1998
Law on Bank Deposit Guarantee. The Fund protects depositors’ funds in banks up to BGN 196,000
(EUR 100.000) as well as creditors’ interests in bank bankruptcy proceedings. The BDIF is entering in
a transition phase in the context of the revision of the law on bank deposit guarantee and the
transposition into the Bulgarian regime of the EU Bank Recovery and Resolution Directive.* The BDIF
expects to be granted more powers particularly in relation to funds management and to new
approaches for banks’ contribution calculation. Also, the new law will address important weaknesses
that have surfaced during the KTB crisis, including by facilitating timelier payout of insured

? Post-assessment update: The Bulgarian Law on recovery and resolution of credit institutions, transposing Directive
2014/59/EC, was officially adopted by the Bulgarian Parliament on July 30, 2015.

* Post-assessment update: The amendments in the Law on bank deposit guarantee, transposing Directive
2014/49/EC, was officially adopted by the Bulgarian Parliament on July 30, 2015.
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deposits.” Further, in the wake of the KTB collapse, the BDIF has processed through a network of
nine participating banks the claims of 104,640 depositors of the bank for a total amount of BGN
BGN 3,5 billion (EUR 1.7 billion).

Effective market discipline

40. Transparency in banks’ ownership structures is a reducing concern. The Banking
Supervision Department of the BNB expressed doubts on transparency in a few banks, including one
in which three companies with qualifying shareholdings were located in off-shore centers with
undisclosed UBO. Further analysis was performed to collect information to establish the true identity
of the beneficial owners and lift any reservation about the transparency of the institutions. In
addition, the BNB has fostered its due diligence in that regard by sending every year a letter
requesting shareholders (holding more than 3 percent of share or voting rights) to confirm
information about their business, type of investments (shares, bonds), and audited financial
statements. The BNB told the mission that it is confident about the transparency of ownership
structure in banks.

> The Bulgarian Law on Bank Deposit Insurance uses the withdrawal of a bank’s license as the only trigger for pay-out
of guaranteed deposits. Both the European Commission and the European Banking Authority have claimed that this
situation is in breach of the EU Deposit Guarantee Scheme Directive (DGSD).
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S DETAILED ASSESSMENT

A. Supervisory Powers, Responsibilities and Functions

Principle 1

Responsibilities, objectives and powers. An effective system of banking supervision has clear
responsibilities and objectives for each authority involved in the supervision of banks and banking
groups.® A suitable legal framework for banking supervision is in place to provide each responsible
authority with the necessary legal powers to authorize banks, conduct ongoing supervision,
address compliance with laws and undertake timely corrective actions to address safety and
soundness concerns.’

Essential criteria

The responsibilities and objectives of each of the authorities involved in banking supervision® are

EC1
clearly defined in legislation and publicly disclosed. Where more than one authority is responsible for
supervising the banking system, a credible and publicly available framework is in place to avoid
regulatory and supervisory gaps.

a:dscfrilnpdli?ns In Bulgaria, the provisions relating to responsibilities, objectives and powers can be found in two

re EC1 9 major legislations, (i) the Law on the BNB (hereafter LBNB) and (ii) the Law on Credit Institutions

(hereafter LCI) that governs the activity of financial institutions. The BNB has sole responsibility for
banking supervision in accordance with the laws mentioned above. The LBNB (art. 20, paragraph 3)
explicitly empowers BNB to be the bank supervisor, with authority over banks and branches of
foreign banks operating in Bulgaria, and branches of Bulgarian banks operating in other countries.
Along the same lines, the LCI art. 1 (2) stipulates that the BNB "is empowered to supervise banks.” The
BNB is also competent for the supervision of financial holding companies and mixed financial
holding companies. The Law states that BNB has the power to supervise such institutions, and in
doing so, is authorized to develop standards of safety and soundness. Both the LBNB and the LC],
through various articles therein, empower BNB with the authority to carry out virtually all supervisory
functions, such as conducting on-site examinations, licensing banks, and collecting information for
supervisory purposes.

It is noteworthy that supervision and monitoring over the implementation of the AML/CFT
requirements is placed under the oversight of both the BNB and the Financial Intelligence Directorate
(FID) [the Financial Intelligence Unit located within the State Agency for National Security (SANS)].
The primary responsibility for the supervision of AML/CFT measures for banks (and all obliged
persons) rests with FID-SANS. However, the BNB is also empowered to conduct on-site AML
inspections either on its own —through its Special Supervision Directorate within the Banking
Supervision Department (BSD)- or jointly with the FID. According to the BNB, this dual oversight

®In this document,

“banking group” includes the holding company, the bank and its offices, subsidiaries, affiliates

and joint ventures, both domestic and foreign. Risks from other entities in the wider group, for example non-bank
(including non-financial) entities, may also be relevant. This group-wide approach to supervision goes beyond
accounting consolidation.

’ The activities of authorising banks, ongoing supervision and corrective actions are elaborated in the subsequent

Principles.

& Such authority is called “the supervisor” throughout this paper, except where the longer form “the banking
supervisor” has been necessary for clarification.

INTERNATIONAL MONETARY FUND 17




BULGARIA

arrangement does not create gaps or duplication and the delineation of duties between the two
bodies are clear.

The Internal Manual on Banking Supervision Process sets the governing structure of the Banking
Supervision Department. This manual describes the banking supervision process and determines the
responsibilities of the separate directorates as well as their interrelationship in executing their tasks.

The BNB has no supervisory responsibilities over non-bank financial institutions. This functions lies
with the Financial Securities commission (FSC) which regulates, licenses and oversees participants to
the non-banking financial market (Insurance, Pension funds, Securities).

The responsibilities and objectives as described above are defined in legislations and publicly
disclosed, particularly on the BNB website. On the other hand, the normative acts of the BNB, which
are compulsory for financial institutions, are also available on the BNB website.

The primary objective of banking supervision is to promote the safety and soundness of banks and

EC 2 . ; N . S
the banking system. If the banking supervisor is assigned broader responsibilities, these are
subordinate to the primary objective and do not conflict with it.

Descripti - . . . . -

a:jcffilnpdli?ns There are several provisions either in the LBNB or the LCI stipulating that supervision related

re EC2 9 activities are performed with the goal of achieving banking system safety and soundness. Art. 1 (1) of

the LCI stipulates that BNB's activities particularly in relation tosupervision of “compliance with the
prudential requirements” aim to ensure a “stable, reliable and sound banking system.” According to
art. 2 (1) of the LBNB, the primary objective of the BNB is to maintain price stability. There are
however several provisions that seem to satisfy the requirement under EC2. Art.2 of the LBNB, in
paragraph (6), stipulates that the objectives of the BNB are also to “regulate and supervise other’
banks’ activities in this country for the purpose of ensuring the stability of the banking system and
protecting depositors’ interests.” Further, the LC], in its art. 79 (2) indicates that the BNB “shall exercise
also macro-prudential supervision of banks in order to maintain the stability of the banking system.”
Lastly, pursuant to art 14 (3), subparagraph 4, the BNB should, before granting a banking license,
determine whether the activities that the applicant intends to carry out “ensures the required
soundness and financial stability.”

On its website, the BNB has also made clear that a “strong and efficient banking supervision, together
with an effective macroeconomic policy, is vital for the financial stability of a country. Supervising the
credit institutions operating in Bulgaria is a major function of the BNB, and it aims to maintain the
stability of the banking system and to protect the interests of depositors.”

It is noteworthy however that the BNB exercises other functions, in particular with regards to
transparency of products and monitoring of consumer trends. Within the Banking Supervision
Department, the Special Supervision Directorate (SSD) has been assigned multiple activities that go
beyond its primary objective of ensuring integrity in the banking sector. Originally, the directorate
was established for AML/CFT supervision only but progressively, as the BNB mandate expanded, the
directorate was assigned additional activities including transparency of products’ related issues and
compliance with deposit insurance rules to be performed together with AML. It is also important to

9.

other” meaning other banks than the BNB.

19 ¢ g, transparency of banking products and monitoring existing complaints’ handling procedures.
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note that the employees of SSD are frequently asked to assist the law enforcement authorities and
Bulgarian Courts in investigations of ML cases. Against this background, the assessors come to the
conclusion that these activities should continue to be addressed efficicently by ensuring additional
staff to be employed at SSD. It would be advisable to refocus the Special Supervision Directorate on
its core AML mandate by assigning non-AML related activities to other relevant BNB departments.

Laws and regulations provide a framework for the supervisor to set and enforce minimum prudential

EC3 standards for banks and banking groups. The supervisor has the power to increase the prudential
requirements for individual banks and banking groups based on their risk profile' and systemic
importance.’

Descrlpt{on In Bulgaria, the LBNB and the LCI provide the main general framework for the supervisor to set and

and findings . . . .

re EC3 enforce prudential standards for banks and banking groups. The legal basis for the BNB to exercise
pillar IT types of measures are contemplated in the LCI art. 79 (c) as well as art. 103 (2). According to
the latter (in subparagraph 5), the BNB can impose additional capital and/or liquidity requirement
based on the risk to which the bank is exposed or the risks that the said bank pose to the financial
system. Another provision can be found in art. 20 (3) of the LBNB whereby, in exercising his
supervisory powers, the Deputy Governor is empowered to “apply, separately and at his own
discretion, the actions and penalties as provided for by law" on Credit Institutions. One can infer from
this statement that the DG in charge of supervision can subject banks to increased prudential
obligations in light of their risk profile.

EC4 Banking laws, regulations and prudential standards are updated as necessary to ensure that they
remain effective and relevant to changing industry and regulatory practices. These are subject to
public consultation, as appropriate.

aDr:Cfrinc:Iiz;s Since the last FSAP update (2008), the legal and regulatory framework for banking supervision has

re ECA been updated several times, with several amendments over the last years in laws and subsequent

regulations. The most prominent recent changes to the laws governing banking and banking
supervision relates to supervisory requirements imposed on European banks as set forth in EU
Regulations. In effect, the European framework for banking supervision including the EU Directive
2013/36, the EU Regulation N2575/2013 that entered into force on January 1%, 2014 as well as the
amendments in the Law on Credit Institutions (LCI) published in the State Gazette on March 25, 2014
led the BNB to issue new ordinances, such as the Ordinance N27 on the Organization and Risk
management in Banks and Ordinance N28 on the Formation of Capital Buffers.

Other recent amendments have included developing criteria relating to licensing, independence of
Audit Committee members, among others. These new reforms also led the BNB to dropping off
some of the existing ordinances as Ordinance N27 on the banks' large exposures, Ordinance N28 on

! In this document, “risk profile” refers to the nature and scale of the risk exposures undertaken by a bank.

1211 this document, “systemic importance” is determined by the size, interconnectedness, substitutability, global or
cross-jurisdictional activity (if any), and complexity of the bank, as set out in the BCBS paper on Global systemically
important banks: assessment methodology and the additional loss absorbency requirement, November 2011.
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the capital adequacy of credit institutions and Ordinance N29 on the evaluation and classification of
risk exposures of banks and the allocation of specific provisions for credit risk as well as for
supplement to the existing ordinances. More significant are the amendments in Ordinance N220 on
the issuance of approval under Art.11, para 3 of the LCI, Ordinance N24 on the requirements for
remunerations in banks"® and in Ordinance N211 on bank liquidity management and supervision. The
law on Bank Bankruptcy is also expected to undergo a major revision in the wake of the KTB crisis.

While in practice the BNB generally consults on draft regulations (e.g ordinance), these drafts are
always subject to “unofficial” consultation with the Bulgarian banking industry (the Association of
Banks in Bulgaria); there is however no legal obligation on it to do so. As indicated by the authorities,
the BNB is normally heavily involved in drafting new laws affecting banking activities or any
amendments to existing laws. When it comes to transposing EU regulation for examples, the MoF set
up an inter-institutional working group involving the BNB, the Banking Association, the FSC and all
other relevant stakeholders.

The supervisor has the power to:

EC5
(@ have full access to banks’ and banking groups’ Board, management, staff and records in order
to review compliance with internal rules and limits as well as external laws and regulations;
(b) review the overall activities of a banking group, both domestic and cross-border; and
() supervise the activities of foreign banks incorporated in its jurisdiction.
Description
rlp ! a) The BNB has the power to have access to banks and banking group’s information for supervisory
and findings . - "
re ECS purposes. In effect, as stated in art. 4 (1) of the LBNB, the BNB is empowered to "demand from banks

to submit any documents and information, and may also carry out the requisite examinations.” The LCI
also provides similar broad powers to the BNB. As per art. 80 (1), the BNB “shall have the right to
require banks and, when applicable financial holding companies, mixed financial holding companies
and their shareholders or partners to submit to it all the relevant accounting and other documents, and
any information on their activities, and to conduct on-site inspections [...], and to investigate possible
breaches of [regulations].” Further, art. 80 c of the same law stipulates that the BNB has the right to (i)
have free access to the office premises and information systems of the bank, (i) demand documents
and collect information in relation to the performance of its tasks, (iii) attend the meetings of the
managing and controlling bodies of banks and express opinions that are to be written down in the
minutes of the meeting, etc.

b) For banking groups, in virtue of LCI art. 89 (1), the BNB is empowered to carry out supervision on a
consolidated basis over banks, banking groups, financial holding companies, mixed financial holding
companies and mixed holding companies. These institutions are required to implement
arrangements, processes and mechanisms required by the LCI also in their subsidiaries, including
these which are not subject to this law. Those arrangements, processes and mechanisms shall also be
consistent and well-integrated and those subsidiaries shall also be able to produce any data and
information relevant to the purpose of supervision. Therefore, the BNB can require parent companies
and banks’ subsidiaries to provide all the relevant documents and information, as well as right for

3 The most significant change in Ordinance N24 refers to the implementation of a requirement to the size of the
variable elements in the remuneration not to exceed 100 percent of the size of the constant elements in the total

remuneration.
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free access to the information.

¢) Foreign banks incorporated in Bulgaria are subject to the same degree of regulation and
supervision, and locally incorporated operations of foreign banks are treated as local banks.

When, in a supervisor's judgment, a bank is not complying with laws or regulations, or it is or is likely

EC6 o . . . . .

to be engaging in unsafe or unsound practices or actions that have the potential to jeopardize the

bank or the banking system, the supervisor has the power to:

(@) take (and/or require a bank to take) timely corrective action;

(b) impose a range of sanctions;

(c) revoke the bank’s license; and

(d)  cooperate and collaborate with relevant authorities to achieve an orderly resolution of the

bank, including triggering resolution where appropriate.

Description a), b) and c): The LCI and the LBNB grant powers to the BNB to take (and/or require a bank to take)
and fir?din . corrective actions and impose sanctions. Art. 103 (1) of the LCI sets out a list of measures that can be
re EC6 9 taken by the BNB when banks do not comply with regulations or, for example, when they constitute

a threat to depositors’ interest. Art. 103 (2) sets out the type of administrative sanctions available to
the BNB. The list appears comprehensive with a very few exceptions, ranging from issuing wrtiien
warnings to revoking the licence.

The BNB, however, seems not to be able to dismiss other relevant staff beyond senior management.
As indicated above, the BNB can dismiss one or more individuals authorized to manage and
represent the bank as well as members of the management board, board of directors or supervisory
board. If within the time limit set by the BNB the bank has not dismissed the respective person, the
BNB may remove that person from office and appoint another person in his place. Nevertheless, this
power does not seem to apply to other staff, particularly to risk officers and other relevant staff
holding important functions in the bank (Compliance, RM, AML and credit Officers).

The BNB is not empowered either to change bank's internal structure. The LCI, Art. 103 (2)15
empowers the BNB to change bank'’s internal rules and procedures but not its internal organization
or structure. In assessors' opinion, this is an important power to have, even though it should be used
only in extremis.

The LCI provides the BNB with other enforcement power under the so-called “Special Supervision”
regime (art. 115) according to which the BNB may establish a special supervision procedure
concerning a bank if it finds that the bank is “at risk of insolvency.” In such case, a “conservator” is
appointed by the BNB for a period of 6 months. An example of this is the decisions taken in June
2014 by the BNB Governing Council to place Corporate Commercial Bank AD ('KTB’) and Victoria
Commercial Bank EAD (‘'VCB’) under respectively conservatorships and special supervision due to a
risk of insolvency, for a period of three months.**

Lastly, the BNB is also vested with the power to impose fines and pecuniary sanctions in the
conditions established in art. 152 of the LCL

d) In consonance with art. Art. 121a of the LCI, the BNB has some resolution powers. The law

" The license of KTB was revoked right after this conservatorship as the bank was found to be insolvent.
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empowers it to prepare a plan for “orderly resolution of each bank, licensed in the Republic of
Bulgaria, which might be applied if the bank is in financial difficulties.” However in light of the collapse
of KTB in 2014, the fourth bank in the country, the resolution regime for banks has exhibited major
weaknesses (see CP 11 for more details). As indicated by the authorities, the country has not
developed yet a single legal framework for the recovery and orderly resolution of credit institutions.
Further, the Resolution authority is still to be established under the new regime. In fact, Bulgaria is
currently in the process of transposing the EU Bank Recovery and Resolution Directive (BRRD) into its
legal apparatus and the final transposition of the BRRD framework for banks is set to August 2015.*°
As a result, the conditions for cooperation and collaboration with relevant authorities -as required
under this EC- are still to be determined and implemented.

The supervisor has the power to review the activities of parent companies and of companies affiliated

EC7 . . . L
with parent companies to determine their impact on the safety and soundness of the bank and the
banking group.

- The BNB is empowered to carry out supervision on a consolidated basis over banks, banking groups,

Description . . . . . ) . . . . . -

and findings financial holding companies, mixed financial holding companies and mixed holding companies. The
supervisor enjoys free access to all relevant information.

re EC7

Assessment Largely Compliant.

of Principle 1

Comments Primary objective of banking supervision (CP 1, EC 2)

In addition to promoting the safety and soundness of banks and the banking system, the BNB
exercises other functions in particular with regard to transparency of products. Within the Banking
supervision Department, the Special Supervision Directorate (SSD) has been assigned multiple
activities that go beyond its primary objective of ensuring integrity in the banking sector. Originally,
the directorate was established for AML/CFT supervision only but progressively, as the BNB's
mandate expanded, the directorate has been given additional responsibilities including transparency
of products and monitoring of consumer trends related issues (e.g., transparency of banking
products and monitoring of existing complaints’ handling procedures) as well as oversight of
compliance with deposit insurance rule. It is also noteworthy that in addition to their responsibilities,
the employees of SSD are frequently asked to assist the law enforcement authorities and Bulgarian
Courts in investigations of ML cases. Against this background, the authorities are recommended to
find a way to permit the SSD to focus on its core objective. The transfer of non-core activities outside
the Supervisory ambit could be an option. Another aspect, less essential tough, is the title of the SSD
that may create some confusion with the “special supervision” regime contemplated in the LCL It is
advisable to rename the department.

Supervisor's power to impose a range of sanctions (CP1, EC 6(b))

The BNB has available a wide range of supervisory tools to address situations where banks do not
comply with laws and regulations or where banks engage in unsound practices. Under the LCI Art.
103 (2), the BNB may, depending on its view of the seriousness and nature of detected shortcomings
take one or more of a broad selection of supervisory measures, as deemed appropriate. These
measures include both administrative compulsory measures and administrative penalties. In more
serious scenarios, the BNB can force the bank to change its internal rules and procedures. However,
the BNB is not empowered to require a bank to change its internal organization or structure. As
indicated above, this is an important power to have, even though it should be used only in extremis.

1> See the footnote on page 16.
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If a management fails, then it may be necessary for the BNB to ensure a new one can be put into
place. It is of course of paramount importance to ensure that the BNB under its capacity of
supervisor does not interfere in bank’s management.

Cooperation and collaboration with relevant authorities for orderly resolution of banks(CP1 EC 6 (d))

The collapse of Corporate Commercial Bank AD (KTB) in 2014 revealed a series of major weaknesses
in the domestic regime for dealing with problem banks, exacerbated by the lack of certain types of
resolution powers. In the midst of the KTB crisis the BNB worked with the relevant authorities to draft
a law that would have increased BNB powers to address KTB's situation, including the creation of a
good bank/bad bank option. The law was not passed but the incident illustrated that the current
legal framework permitted the authorities insufficient scope to manage a crisis fully effectively. The
eventual transposition and implementation of the EU Bank Recovery and Resolution Directive (BRRD)
into national law is critical to address the gaps in the resolution and crisis management toolkit, and
to provide for coordinated and timely remedial actions to deal with problematic banks. In
considering this criterion it is important to make the distinction that the deficiency for the purposes
of the BCP is that the BNB does not, at present, have sufficient options in order to cooperate and
collaborate to achieve the orderly resolution of a bank. The lack of resolution powers is not a valid
basis for a downgrade because the BCPs do not expect the supervisory authority necessarily to be
the resolution authority. Once the BRRD is trasnsposed and implemented and the archtiectures for
resolution is put into place, including designation of the resolution authority for banks and
investment intermediaries as well as resolution funds and adequate resolution and recovery
planning.

Recommendations

Refocus the Special Supervision Directorate on its core AML mandate by assigning non-AML related
activities to other relevant BNB departments.

Explore possible amendments to the LCI to provide the BNB with additional powers including the
possibility to impose changes in banks’ internal organization and structure.

Consider the possibility to rename the SSD in a way that does not introduce confusion with the
“special supervision” regime.

Independence, accountability, resourcing and legal protection for supervisors. The supervisor

Principle 2 . .
possesses operational independence, transparent processes, sound governance, budgetary processes
that do not undermine autonomy and adequate resources, and is accountable for the discharge of its
duties and use of its resources. The legal framework for banking supervision includes legal protection
for the supervisor.

Essential

criteria

EC1 The operational independence, accountability and governance of the supervisor are prescribed in
legislation and publicly disclosed. There is no government or industry interference that compromises
the operational independence of the supervisor. The supervisor has full discretion to take any
supervisory actions or decisions on banks and banking groups under its supervision.

Description The BNB, as noted in CP1, is the institution with responsibility under the law for the regulation and

- supervision of banks (Law of the BNB 2(6)).
and findings
re EC1

The BNB itself is managed by its Governing Council which is composed of the Governor, three
Deputy Governors and three non-executive members. Each of the three Deputy Governors is
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responsible for one of the three “basic” departments of the BNB as established in law (Law of the
BNB Art 19). The three deputy governors of the BNB are proposed by the Governor and elected by
the National Assembly for a term of 6 years. The remaining three members of the Governing Council
are appointed by the President. (Art 12 Law on BNB).

The Banking Supervision Department of the BNB is one of the three “basic” departments and the
Deputy Governor heading the Banking Supervision Department exercises supervision over the
banking system (Article 20(3) of the Law of the BNB). The Deputy Governor for the banking
supervision department may organize, direct and is responsible for the activities of the department.
(Article 19 (3) of the Law on BNB). In exercising his supervisory powers under the law, the Deputy
applies, separately and at his own discretion, the actions and penalties as provided for by the law on
Credit Institutions (LCI) (Article 20 (3) of the Law on BNB).

As set out in Article 151 (1) of the LCJ, there are three types of decision that the Governor and the
Deputy Governor with responsibility for supervision present jointly to the Governing Council for a
decision. These are decisions for license (or its rejection), revocation of authorization or appointing a
conservator or placing a bank into special supervision measures when at risk of insolvency. The
Governing Council also has responsibility for issuing regulations.

In all other cases, the supervisory decision to issue an administrative act, meaning the use of the
corrective and remedial powers of the supervisor (whether fines, restrictions or dismissals etc.), which
are found in Article 103 of the LCI rests with the Deputy Governor. The Deputy Governor may
delegate this authority.

At the time of the assessment, the Deputy Governor with responsibility for supervision had been
dismissed by the National Assembly and an Acting Deputy Governor was in place. The dismissal of
the former Deputy Governor took place on 21 January 2015, two months prior to the assessment.
The Deputy Governor had initially stepped down, taking leave from his office, in June 2014 as a result
of the events surrounding the failure of Corporate Commercial Bank (KTB). When the Deputy
Governor took leave of absence from the BNB, the supervisory powers were delegated by the Deputy
Governor to the Acting Deputy Governor. The LBNB does not address the situation where the Deputy
Governor is absent or unavailable due to unforeseen reasons (for example, sudden fatal illness).

The process for the appointment and removal of the head(s) of the supervisory authority and

EC2 members of its governing body is transparent. The head(s) of the supervisory authority is (are)
appointed for a minimum term and is removed from office during his/her term only for reasons
specified in law or if (s)he is not physically or mentally capable of carrying out the role or has been
found guilty of misconduct. The reason(s) for removal is publicly disclosed.

Description As notegl above, the Deputy Governor for supervision is propos?d by the Governor. anf:l is elected by

and findings the National Assembly (Art 12(1) LBNB). The BNB has no authority to suspend or dismiss any

re EC2 member of the Governing Council. Only the National Assembly has the authority to dismiss the

appointees it has elected, which are the Governor and the three Deputy Governors of the BNB. The
remaining three members of the Governing Council, who do not hold executive positions in the BNB
are appointed by the President, who has the power of dismissal in respect of these positions.

Under the LBNB (Art 11(3)) all Members of the Governing Council must be persons of the highest
integrity and prominent qualifications in economics, finance or banking. The law further sets out a
number of conditions that disqualify an individual from being appointed as a member of the
Governing council. These conditions include, broadly, having served a custodial sentence,
bankruptcy, conflicts of interests, or having a close relationship to another member of the Governing
Council (Article 11(4) LBNB).
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The term of office of the Deputy Governor heading the Banking Supervision Department is six years
(Art 12 (4) LBNB).

Article 14 (1) of the LBNB establishes that a member of the Governing Council may only be relieved
from office if that person meets any of the terms of disqualification as set out in Article 11(4)LBNB or
for reasons of incapacity for more than six months or for serious misconduct. (Art 14(1) LBNB). The
LBNB follows the statutes of the ECB with respect to this issue. There is no legal requirement for the
reason for dismissal to be publicly disclosed within the LBNB but disclosure is required under the
rules of procedure of the National Assembly itself.

The decision to relieve the Governor from his or her post may be referred to the Court of Justice of
the European Union by the Governor or the Governing Council of the ECB. (Art 14(3)).

As also noted in EC1, the Deputy Governor for Supervision was dismissed in January 2015. At the
time of the assessment, the Governor had made a proposal for a new candidate but the National
Assembly had not taken any decision and no further actions could be taken to replace the Deputy
Governor until the National Assembly had made its determination.

EC3

The supervisor publishes its objectives and is accountable through a transparent framework for the
discharge of its duties in relation to those objectives.'®

Description
and findings
re EC3

The objectives and responsibilities of the Banking Supervision Department are set in the BNB law and
the LCL The performance of the main tasks of BSD is reflected in the semi-annual and annual BNB
reports to the Parliament.

The BNB annual report, (published both in Bulgarian and in English), is adopted by the BNB
Governing Council under LBNB (Art 1 (2) and Art 51), and is presented to the National Assembly for
information. This report, against the background of the analysis of the macroeconomic development
in Bulgaria and the global economic developments, reviews the Bank’s activities and functions over
the year and the forthcoming tasks. The report includes the Bank’s consolidated financial statement
for the respective year, as well as statistical appendices. With respect to supervision, the reports
outline the condition of the banking sector, regulatory developments and any other developments,
such as changes in the management of banks in Bulgaria, issuance of capital instruments, and
notifications such as inward or outward use of EU “passporting” to provide services within the EU.

EC4

The supervisor has effective internal governance and communication processes that enable
supervisory decisions to be taken at a level appropriate to the significance of the issue and timely
decisions to be taken in the case of an emergency. The governing body is structured to avoid any
real or perceived conflicts of interest.

Description
and findings
re EC4

The governance structure of the BNB as set out in the LCI and BNB provides that most supervisory
decisions and actions must be taken by the Deputy Governor for supervision, unless powers have
been delegated by the Deputy Governor. Decisions on licensing, revocation, special supervision
(putting a bank into conservatorship) or issuance of regulations are made by the Governing Council
on the basis of a joint proposal by the Governor and Deputy Governor. Prior to the stepping down of
the Deputy Governor in 2014, powers of decision making had not been delegated.

16 please refer to Principle 1, Essential Criterion 1.
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The internal document, “Manual for the banking supervision process,” (dated June 2010) sets out the
roles and functions of the various directorates within the banking supervision department, including
the relationship between the directorates.

The manual confirms that there are processes to ensure the review of reports before they are
submitted to the director. Also the manual indicates at which level of seniority which functions need
to be carried out (whether identification of issues, or upward reporting). When supervisory measures
or administrative penalties are initiated, time lines are set out for certain procedures.

The manual does not, however, describe processes to scutinise key supervisory decisions that might
need to be made (i.e., a “four eyes” process). Nor does the manual specify procedures for instances
when a more rapid escalation of an issue might be required. Staff indicated that in such cases, such
as occurred in 2014, the process was to increase the speed and intensity of supervisory engagement
to ensure that information was provided to senior management as quickly as possible. In practice the
Governing Council met on a daily basis as needed.

It is permissible for a member of the Banking Supervision Department to hold shares in a bank that is
authorized in Bulgaria but the interest must be declared (see EC5).

The LBNB has extensive provisions seeking to prevent the possibility of conflicts of interest in the
Governing Council of the BNB.

The law excludes certain persons from eligibility to sit on the Governing Council. According to Article
11(4) of the LBNB no member of the Governing Council may have a close relationship with another
member of the Governing Council (item 5) or be the owner or board member of a commercial
company (including a cooperative) (item 4).

Furthermore, there are restrictions on the activities in which the Members of the Governing Council
may engage in order to prevent conflicts of interest from arising (Art 12(5) and (6) LBNB). Essentially
these provisions state that the Members of the Governing Council may not engage in remunerative
activities, including working for financial institutions (including banks and insurance companies). The
Governor and the Deputy Governor are permitted to take teaching engagements and may perform
unremunerated activities if there is a unanimous decision by the Governing Council and there is no
conflict of interest.

The law also states that Members of the Governing Council shall not participate in the deliberation
and shall abstain from decision-making on issues in which they or members of their families may
have interest. They must notify the Governing Council in advance of any such interests. (Art 17(4)
LBNB). As public office holders the Members of the Governing Council and the staff of the Banking
Supervision Department shall observe the requirements of the Conflict of Interest Prevention and
Ascertainment Act (Article 3, items 13 and 25).

The supervisor and its staff have credibility based on their professionalism and integrity. There are

EC5 ) . . . . . .
rules on how to avoid conflicts of interest and on the appropriate use of information obtained
through work, with sanctions in place if these are not followed.
Description The staff of the BNB working in the Banking Supervision Department is appointed by a transparent
and fir?din . competition — vacancies are publicly advertised - and aims to promote principles of professionalism
re ECS g and ethics.
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Professional secrecy

The LCI contains a range of provisions establishing professional secrecy requirements, and
administrative sanctions (fines) for failure to maintain such restrictions.

Employees of the BNB must observe professional secrecy regarding the banking activities and
relationships of the BNB (Art 23(2)). Sanctions are applied under the LBNB (Art 61(2) unless the
violation constitutes a criminal offence.

The members of the Governing Council, employees, external auditors, experts and other persons
working for the BNB are bound by professional secrecy even after the termination of their relations
with the BNB. (Arts 63 and 64 LCI).

Furthermore any violation under LCI, Regulation (EU) No 575/2013 (ie the CRR) or the regulatory acts
governing their enforcement or Regulation (EU) No 1031/2010, provided the act does not constitute
a crime shall be sanctioned by a fine, with escalating penalties. (Art 152(1) LCI).

Confflicts of interest

Safeguards put in place to prevent conflicts of interest for Members of the Governing Council are
discussed in EC4 above.

All employees are subject to the BNB Code of Conduct which also states (Art 9) that employees of
the BNB must behave in such a way that conflicts of interests are avoided. Employees must also
declare membership of the governing body of a political party. Employees of the BNB may hold
shares in a credit institution but are required to make a written declaration.

Also, under a decision of the Governing Council, (Decision N2 155/20.12.1999 r.) relationships
between employees are not permitted (eg spouse or relative).

The Code of Conduct of the BNB Employee contains clear provisions to avoid conflict of interest, in
addition to the provisions of Article 3 the Conflict of Interest Prevention and Ascertainment Act
(LPACI) which are noted in EC4 and which indicate that neither members of the Governing Council,
nor employees of the Banking Supervision Department, as public officials, shall participate in
decisions in respect of issues in which they or their families may have an interest.

Specifically, under the Code of Conduct affecting them or their affecting an institution:

An employee of the Bulgarian National Bank shall behave in way through which any conflict of
interest is avoided (Art. 9. (1)).

An employee shall declare in writing to his/her line superior any election in a managerial or
controlling body of a political party. (Art. 9. (2)).

An employee, unless occupying a technical function, must file a declaration of incompatibility and
for private interests pursuant to Art. 12 of the Law on Prevention and Ascertainment of Conflict of
Interest (LPACI) according to a procedure determined by an order of the BNB Governor ( Art. 9. (3)).
An employee must resign from exercising the powers or obligations of office, when on a particular
occasion there is a private interest. An employee may be removed in a particular occasion from
exercising of his/her powers or obligations of office with a written act of the BNB Governor on a
proposal by the relevant line manager, if the employee has declared a private interest.

Under the law, a technical function is defined as a position that does not include any managerial and
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controlling functions, or any position that requires the participation in the preparation of decisions,
orders, internal rules and acts of legislation, analyses, forecasts, concepts, assessments, expert
opinions and correspondence in the BNB sphere of competence. The technical function includes
roles such as secretary translator or archivist.

Where an issue is not directly regulated by the Code of Conduct, the provisions of the LPACI apply.

EC6

The supervisor has adequate resources for the conduct of effective supervision and oversight. It is
financed in a manner that does not undermine its autonomy or operational independence. This
includes:

(@) a budget that provides for staff in sufficient numbers and with skills commensurate with the risk
profile and systemic importance of the banks and banking groups supervised;

(b) salary scales that allow it to attract and retain qualified staff;

(c) the ability to commission external experts with the necessary professional skills and
independence, and subject to necessary confidentiality restrictions to conduct supervisory tasks;

(d) abudget and program for the regular training of staff;

(e) atechnology budget sufficient to equip its staff with the tools needed to supervise the banking
industry and assess individual banks and banking groups; and

(f) atravel budget that allows appropriate on-site work, effective cross-border cooperation and
participation in domestic and international meetings of significant relevance (e.g., supervisory
colleges).

Description
and findings
re EC6

Source of funding and budget sufficiency

The BNB is financed mainly by the revenues from its currency reserves operations. The annual budget
of the BNB (including the BSD budget) is approved by its Governing Council and is published. The
BNB has the full discretion on the internal re-distribution of it's own budget and the ceiling of it's
expenditures. The Bulgarian National Bank, pursuant to the LBNB (Art 51) addresses the annual
budget, approved by the Governing Council, to the National Assembly and officially reports twice a
year on the progress of it's activities and it's consolidated financial statement.

Salary scales and staff retention

By law, the remunerations of the employees of the BNB shall be determined by the Governing
Council but it cannot be lower than the average remunerations of employees with respective
functions in other banks of the country. (Art 23(3) LBNB). The HR department takes into
consideration the salary scales of the commercial banks in making this determination. The salary
scales apply across the BNB and are not differentiated for supervisory staff.

While the BNB enjoys status and a reputation for security its salary levels are not necessarily
commensurate with the market and some skilled staff have been lost over the previous 5 years.
Recruiting staff with experience, for example over 10 years, has not proved to be easy. Progression to
senior positions within banking supervision has been through internal promotion rather than direct
appointment of senior staff from outside the BNB — the position of the Deputy Governor for Banking
Supervision has been an external appointment in the past. There were vacancies in the banking
supervision department at the time of the assessment and there were very high numbers of
applicants for each post.
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Use of external experts

While in practice it has rarely happened, the BNB has the right to appoint external independent
experts and to appoint an external auditor for a bank, to carry out a financial or other type of audit
(Art 80(3)(3) and (4) LCI). Professional secrecy requirements apply to both external experts as well as
to BNB staff, even after the termination of their relations with the BNB. (Art 63(3) LCI).

Training budget

The Banking Supervision Processes Manual requires the directorates of the banking supervision
department to identify training needs and budget for them in each year’s planning process. In the
legal department, staff are conscious for the need to maintain continuous professional development
and, in terms of delivery, are conscious of the demands made upon them for provision of training by
other banking supervision staff as a result of the wide raft of EU legislation in the banking field in
recent years.

The assessors understood that a general approach was for the HR department notify the banking
supervision department of any external training opportunities, such as courses, conferences, lectures
and seminars eg from other supervisory institutions or the Vienna Joint Institute so that staff can be
given the opportunity to apply. There have been cases where permission had been granted to attend
seminars but pressure of work had prevented attendance.

Technology budget

At the time of the assessment there was a project in train to enhance the IT tools available to
supervisory staff. This project was to update the IT and data systems to take into account the
changes driven by the introduction of the Capital Requirements Regulation (CRR) and the Capital
Requirements Directive IV (CRDIV). The generation of automatic indicators and integration with the
ratings databases had been lost with the inception of the new regulatory framework. The project is
aimed at replacing lost functionality that was a result of the regulatory changes but is not seeking to
introduce new developments.

Travel budget

The General Director and the five subordinate Directors in the Banking supervision department draft
plans and budgets for the operational needs of the department, including not only domestic
supervisory activity such as on site inspections, training programs and participation in international
meetings, whether international fora such as Basel working groups, supervisory colleges, or meetings
and processes driven by the European Commission or European Banking Authority. It is not always
possible for representatives from the BNB to attend all meetings related to the EU legislative process
(ie preparation and negotiation of proposals), due to limited numbers. However, the BNB has met all
its commitments in terms of supervisory cooperation and collaboration, including supervisory
colleges, and attendance at (including leading working groups as necessary) meetings of the EBA.

Reports are prepared on a semi-annual and annual reports basis to track targets and additional ad-
hoc assignments, supervisory knowledge-sharing missions, educational training, etc.

EC7

As part of their annual resource planning exercise, supervisors regularly take stock of existing skills
and projected requirements over the short- and medium-term, taking into account relevant
emerging supervisory practices. Supervisors review and implement measures to bridge any gaps in

INTERNATIONAL MONETARY FUND 29




BULGARIA

numbers and/or skill-sets identified.

Description
and findings
re EC7

As noted in EC6, the Director General and the five subordinated Directors in the Banking supervision
department draft programs of the yearly targets and prepares the Directorates’ corresponding
budgets. This annual planning process is required to include the identification of training needs and
skills developments. Although directorates are asked to propose training plans on an annual basis
there is no formal process to identify the gaps in skills and the development needs for staff on an
individual basis or for directorates or the department as a whole. In the context of a small
department it is accepted that the directors and director general will have a general sense of
department needs and gaps but at the time of the assessment there has been no opportunity for the
BNB to make an effective assessment of current and future skills needs, or indeed to be able to
protect time in the calendar for any relevant training.

EC8

In determining supervisory programs and allocating resources, supervisors take into account the risk
profile and systemic importance of individual banks and banking groups, and the different mitigation
approaches available.

Description
and findings
re EC8

The frequency and intensity of a bank inspection according to the supervisory programs depends on
the size of the respective bank, the evaluation of its systemic importance and nature, the volume and
complexity of its activities. The assessors were able to review the current annual plan for supervision.
The plan is updated through an annual exercise but can be adapted to take account of emerging
issues, as had happened during the course of 2014.

EC9

Laws provide protection to the supervisor and its staff against lawsuits for actions taken and/or
omissions made while discharging their duties in good faith. The supervisor and its staff are
adequately protected against the costs of defending their actions and/or omissions made while
discharging their duties in good faith.

Description
and findings
re EC9

The BNB, its bodies and the persons authorized by them are not liable for any damages caused in
exercising their supervisory functions, unless they have acted with intent. (Art 79(8) LCI).

It is in the competence of the BNB Governing Council to a decision to cover such costs case by case.
The law contains no explicit reference to the BNB being required to cover such costs. There is a
decision of the Governing Council to cover the costs of members of the Governing Council, including
Deputy Governors. There is no such decision yet taken for other staff of the BNB but there would be
a case by case decision made and the general presumption is that the precedent set by the decision
covering costs of the Governing Council would lead to costs being covered for other staff.

Assessment
of Principle 2

Materially Non Compliant.

Comments

Internal Governance of the BNB for banking supervision (CP2 EC1, EC4)

Even though the legal framework currently in place reasonably provides the necessary powers to
authorize banks, conduct ongoing supervision, address compliance with laws and undertake
corrective actions, the current mission found that the governance structure of the BNB, particularly as
it relates to the allocation of enforcement powers presents significant concerns.

In presenting the arguments below, the assessors wish to stress that their comments are designed to
be read solely in the context of banking supervision. It is not within the scope of the assessment of
the BCPs to comment on the governance of the BNB in carrying out its other mandates.

The structure of the internal governance in the BNB for banking supervision in relation to the
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distribution of powers and responsibilities regarding banking supervision which are described in
preceding sections presents a significant concern. It is noted that this structure is established under
the law, as opposed to the exercise of delegated powers.

It is recognized that the concentration of power for supervisory action in a single individual, the
Deputy Governor for supervision, was a conscious decision, designed to ensure responsibility and
accountability. Some checks and balances have been put in place in the sense that not all powers are
reserved to the Deputy Governor. Entry to, exit from the banking sector and handling the extreme
distress of an bank (namely licensing, revocation, conservatorship) are decisions that must be made
by the full Governing Council based on a joint motion by the Governor and Deputy Governor. Also
the Governing Council has responsibility for issuing the regulations of the BNB, including those
regulations pertaining to supervision. Nonetheless, there are no internal checks and balances in the
majority of the supervisory decision making process. Neither the law nor the internal BNB procedures
ensure the quality of due process in terms of transparency, scrutiny or challenge in reaching such
decisions. One option would be for the Governing Council and Governor to be fully informed or
consulted with in respect of decisions made by the Deputy Governor, or of the grounds for such
decisions either before or after the fact. In principle the Governing Council can, of course, be
informed but there is no obligation and notification is at the discretion of the Deputy Governor. The
LBNB (Article 16 item 10) provides that reports on the activities of the Bank's basic departments
(including banking supervision) must be provided to the Governing Council but this is not equivalent
to a timely transparency and consultation requirement on detailed decisions made by the Deputy
Governor.

The decision making structure exposes the decision making process to the consistency of approach,
or otherwise, and appetite for enforcement or lack of enforcement of a single individual. Moreover,
the individual holding the position of Deputy Governor of Supervision could become the subject of
undue and intense pressures to act or not to act in any given case. In other words, the structure
isolates the DG with responsibility for supervision and puts undue pressures on the individual
holding the post. It appears to the assessors that the design of the structure is not conducive to
supporting a vigorous and intrusive supervisory program. It is noted that the Deputy Governor could
institute an internal framework by which to judge individual decisions, as well as to ensure that the
Governing Council is both notified of decisions and has the opportunity to comment. Equally, it is
recognized that even though a Deputy Governor would be well advised to take this course of action,
as recommended in the 2008 FSAP, the Deputy Governor cannot be legally compelled to do so.

At the time of the assessment, another unanticipated weakness of the current design had been
revealed in that as the supervisory power to make enforcement actions is vested in one individual,
then the absence of this individual could impair or cast doubt on the BNB's supervisory enforcement
powers. While the LBNB requires the Deputy Governor to delegate supervisor powers in his/her
absence, there is no contingency arrangement foreseen in legislation to take into account a situation
when the Deputy Governor might become suddenly and unexpectedly unavailable, for example in
the case of a sudden fatal illness. Moreover, the appointment of a new Deputy Governor is not
subject to any maximum time limit under law. It is essential for there to be full clarity and certainty
with respect to the BNB’s powers to act in all circumstances in order to foster an assertive and
confident supervisory process.

In effect, therefore, the LBNB gives the Deputy Governor of Banking Supervision strong powers to
act separately and independently, even though the Governing Council has a significant role and
responsibilities over troubled banks in addition to its licensing and regulatory powers. The legal
structure creates a situation whereby supervision and enforcement is dissociated from the Governing
Council even though the Governing Council is responsible for issuing the regulations that articulate
and establish the BNB’s supervisory standards and expectations. That is to say that the Governing
Council is asked to issue regulations upon which supervisory practice depends while at the same
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time being at arms length from the supervisory process and key supervisory decisions.

Taking all factors together, the assessors find that the internal governance structure considered both
from the perspective of the effect on the individual role of the Deputy Governor for supervision and
from the effect on the collective role and responsibility of the Governing Council to be unsatisfactory.
In particular it is noted that supervision cannot be effective unless effective enforcement powers are
in place. The legal structure that has been put into place is, in the view of the assessors, not
conducive to timely, consistent, transparent and if necessary persistent and escalating enforcement
decisions and actions.

Skills and professionalism (CP2 EC5)

The professionalism and skills of the BNB staff in banking supervision is impressive. The high
reputation of the skill and dedication of the BNB staff was universally commented upon in the
assessors’ range of meetings. It is to the significant credit of the banking supervision staff of the BNB
that they have maintained their reputation despite resource constraints and heavy pressure of work,
particularly over the last year where additional burdens have stemmed from external regulatory
changes and domestic issues alike.

Budget, training, IT resources, external experts (CP2 EC6(c), (d) and (e))

Resources are insufficient for the range and nature of the tasks the BNB must carry out for effective
supervision. It is also noted that as a result of the changes introduced by the global regulatory
reform agenda, and implemented largely through EU legislation, demands have increased
significantly for all supervisory authorities. The basic investment any supervisory authority must make
in order to be able to perform has increased notably in the past 5 years, during which time the
budget envelope for the supervisory function of the BNB has remained largely static. This
insufficiency adversely affects the numbers of staff as well as their continued training and the IT
capabilities that are available to them. The assessors note that the BNB is already conscious that it
has insufficient access to certain specialist skills, notably IT and quantitative skills, which are
becoming ever more critical components in the supervisory arsenal, even in banking systems focused
on credit such as Bulgaria. The supervisory approach of the BNB, not uniquely, depends heavily on
the on-site inspection process so the availability of resource to carry out a suitable program of
inspections is critical. Although an IT project was in progress at the time of the assessment its
objective was primarily to re-instate the loss of functionality that had been triggered by the
regulatory reporting changes. A more ambitious and forward looking project to integrate the
different quantitative and qualitative data bases would be highly valuable so that staff time - which is
at a premium - is spent in analysis rather than in compilation and calculations of data.

Skill gaps assessment (CP2 EC7)

There is currently no mapping of the skills that are needed in the evolving supervisory processes and
assessing the skills of the staff against these needs and ensuring that a strategy is in place to remedy
any such gaps. This is an important task to aid current and longer term planning and budgeting for
resources.

RBS approach (CP2 EC8)

It is clear that the BNB carries out an analysis of the risk profile of the banking system, on an annual
basis, and allocates its resources and targeted supervisory activity on this basis. There is a particular
challenge for supervisors to identify how to distribute its supervisory attention when a banking
sector is largely concentrated in a small number of banking institutions but the remainder of the
sector is distributed among numerous much smaller entities which typically will have weaker risk
profiles and practices. This is the situation in Bulgaria. It is welcome that the BNB undertakes close
analysis, published in its regular reports, of the connections between the banks so has a database
from which to assess potential for contagion and spillover effects. This analysis provides an important
input into making decisions for supervisory activity.
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Legal protection (CP2 EC9)

According to the LBNB (Art 3(4))only the Governor has the legal option to challenge the decision for
his/her dismissal at the European court of justice. Such a possibility is not provided for the Deputy
Governors.

The BNB does have legal safeguards for protection of staff, but it is noted that it is at the discretion
of the Governing Council as to whether legal costs incurred by staff, should they be subject to a
lawsuit, will be covered by the BNB. A decision has been made in respect of members of the
Governing Council and it is presumed that staff would, in practice be covered but no formal decision
has yet been taken.

Recommendations

Revise the internal governance design of the BNB for banking supervision, through legal
amendment as necessary, to ensure that significant powers are not vested in a single individual.
Ensure that there are clear checks and balances in decision making processes, including
transparency and challenge processes. Ensure that the absence or unavailability of any one
individual will not prevent the full and effective use of all of the BNB's supervisory powers.

Ensure that the Governing Council is supplied with timely information in respect of major
developing supervisory issues including advance information on any changes of control or corrective
actions, so that it is well placed if becomes necessary to make major decisions at critical junctures —
including licensing, revocation, conservatorship and issuance of prudential regulation.

Increase resource allocation to banking supervision to: ensure sufficient skilled personnel available
to conduct a full program of on-site inspections; ensure sufficient representation of skill-sets,
including IT, quantitative and models analysis and IFRS - training and recruitment will both be
needed.

Upgrade the IT capability available to supervisory staff so that they can effectively and efficiently
make use of the range of data and information that is submitted to the BNB. This upgrade should be
more than replacing functionality that was lost due to the regulatory changes.

Carry out a mapping of the skills that are needed in its supervisory process, taking into account the
fact that the nature and volume of demands required in supervision are continuing to increase and
evolve, not least as a result of the international regulatory reform agenda. Identify a clear current
and projected assessment of any skills gaps and put in place a strategy to address such gaps.

Ensure that the reasons for the dismissal of the Governor and the Deputy Governor are publicly
disclosed, ie on a mandatory not discretionary basis.

Ensure that the BNB will cover the legal costs faced by a staff member should a lawsuit be brought
against the staff member.
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Principle 3

Cooperation and collaboration. Laws, regulations or other arrangements provide a framework for
cooperation and collaboration with relevant domestic authorities and foreign supervisors. These
arrangements reflect the need to protect confidential information."’

Essential

criteria

EC1 Arrangements, formal or informal, are in place for cooperation, including analysis and sharing of
information, and undertaking collaborative work, with all domestic authorities with responsibility for
the safety and soundness of banks, other financial institutions and/or the stability of the financial
system. There is evidence that these arrangements work in practice, where necessary.

Description . .. . . . .

and findings The LCI contains several provisions governing the cooperation and collaboration among supervisors,

re EC1 particularly between the BNB and the Financial Supervision Commission (FSC), the State National

Security Agency, the Public Prosecutor’s Office and the Ministry of Internal Affairs. Moreover, the
modalities of cooperation have been established in the so-called “agreements on cooperation and
collaboration” that were signed with the Bulgarian Deposit Insurance Fund (November 30, 1999), the
Financial Supervision Commission (October 27, 2003), the FIU (2003) and the Prosecutor General's
Office (2006). These agreements formally arrange the conditions for information sharing, cooperation
and joint actions to be undertaken by domestic supervisors and other relevant authorities.

With the FSC, the BNB collaborates mainly on licensing and on-site inspection related issues. For
example, prior to authorize a bank for providing other financial services under the Law on Markets in
Financial Instruments, the BNB seeks FSC written opinion. If the opinion is negative, the BNB will not
grant the license; otherwise, the BNB will send a copy of the license to the FSC (Art. 15, para. 6 LCI).
Another area of cooperation concerns acquisition of significant ownership in banks. For direct or
indirect acquisition of qualified holding in a licensed bank by a person licensed by the FSC, before
granting the authorization, the BNB has to hold consultations in advance and cooperate with the
Commission (Art. 28, para. 6). Joint on-site inspections involving staff from both the FSC and the BNB
are also possible in virtue of art. 80 of the LCI. Consultation about draft legislations is another stream
of cooperation. In the MoU reviewed by the mission, the BNB and the FSC conduct mutual
coordination of draft regulatory acts in the financial market fields. One recent example is the draft
law transposing CDR IV and the BRRD.

In the area of money laundering, there is a high degree of cooperation between the BNB, and the
competent authorities including the prosecutor’s office, national investigative authorities, police
authorities and the FIU (FID-SANS). With respect to the latter, the cooperation is governed by a
Memorandum of understanding signed between BNB and the SANS in 2003, which is in fact no
longer valid due to the fact that the then Financial Intelligence Agency (FIA) was transformed in 2008
into the Financial Intelligence Directorate (FID) within the State Agency for National Security (SANS)
pursuant to the Law on State Agency for National Security (LSANS). As indicated by the authorities,
BNB is constantly involved in providing expertise and assistance for the analysis of sophisticated
transactions and important cases involving embezzlement with EU funds, money laundering, financial
fraud, and cross border complex financial transactions. Further, the FIU and the BNB can perform
joint missions for assessing compliance with AML/CFT requirements; in that case, meeting are held

v Principle 3 is developed further in the Principles dealing with “Consolidated supervision” (12), "Home-host
relationships” (13) and “Abuse of financial services” (29).
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between the FIU and the SSD (the Directorate responsible, inter alia, for AML matters within the
Supervision department) to decide areas to inspect. The two bodies also arrange annual meetings to
determine which banks will be subject to joint inspections to avoid duplication of efforts.

The BNB also collaborates with the Bulgarian Deposit Insurance Fund (BDIF) by exchanging relevant
information. In particular, the BNB Special Supervision Directorate (SSD) carries out inspections at the
request of BDIF essentially to ascertain the correct level of contribution of banks to the Fund.
Inspection questionnaires are used for checking-up compliance with the Law on Bank Deposit
Guarantee (LBDG). However, the cooperation between BNB and the BDIF has been established in a
MoU signed in 1999 and there is a need for updating it to broaden the scope of collaboration and
information exchange. According to Art. 9 from the Law on Bank Deposit Guarantee, the Deputy
Chairperson of the Bank Deposit Insurance Fund is designated by the Governing Council of the BNB.

There are also other mechanisms for cooperation (though not formalized) with other relevant
Government agencies, in particular the Ministry of Finance (MoF) for sharing relevant information on
regular basis on banks (the ones acting as primary dealers of Government bonds) or in case of
emergency. The BNB also assists the MoF in preparing national positions for relevant EU or other
international fora, as well as in improving the domestic financial and regulatory framework. Inter-
agency working groups for legislation drafting are also another work-stream of cooperation between
the BNB, the MoF and other relevant stakeholders.

The Governor of the BNB has also been participating since 2007 in the Financial Stability Advisory
Council. It is an advisory body responsible for maintaining financial stability through the exchange of
information and the assessment of the national financial system, as well as the monitoring of
potential systemic risks. The Council comprises the Minister of Finance (chairing the Council), the
Governor of BNB and the Chair of the FSC. According to the provisions in the Law on FSC (Art. 31),
the BNB supports the CFS by providing, inter alia, supervisory reviews on developments in the
banking sector and on cross-border related issues that may impact the financial stability. The most
recent decisions made by the CFS concerned the KTB case and consisted in recommending the BNB
to draft a bank resolution law and take appropriate measures to address the situation by involving all
interested parties. A protocol was signed on July 7, 2014 to organize the functioning of this Council.

Arrangements, formal or informal, are in place for cooperation, including analysis and sharing of

EC2 . . . . . . .
information, and undertaking collaborative work, with relevant foreign supervisors of banks and
banking groups. There is evidence that these arrangements work in practice, where necessary.
Descripti . . . . . .
a:jcfrilnpdli?ns The legal basis for the formal cooperation and for information sharing by the BNB with other
re EC2 9 supervisory authorities are to be found in several articles of the LCI, in particular the Articles 87-87d.

These provisions provide powers to the BNB relative to engaging in collaborative arrangements with
foreign bank supervisory authorities either within the EU or outside.

General principles for cross-border cooperation

Article 87 — 87 d of the LCI determine the condition of cooperation between Bulgaria and the EU
States. In exercising its supervisory powers, the BNB is empowered to cooperate with the relevant
competent authorities of the Member States where a bank licensed in the Republic of Bulgaria carries
out activities through a branch in an other Member State or where a bank from another Member
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State carries out activities through a branch in the Republic of Bulgaria. In that context, the BNB can
exchange with its Member States’ counterparts any information and documents relating to the (i)
management of and ownership of credit institutions, (ii) as well as to the supervision of credit
institutions on a solo or consolidated basis, including their liquidity, solvency, deposit insurance,
large exposures restrictions, risk management, other factors that may affect the systemic risk arising
from the bank’s activities, administrative and accounting procedures, and internal control
mechanisms.

The cooperation mechanism also covers situations that warrant immediate attention. For example,
the BNB shall inform the competent authorities of all host Member States immediately where
liquidity stress occurs or can reasonably be expected to occur in relation to a bank licensed in the
Republic of Bulgaria which carries out activities in other Member States through a branch. That
information should include details about planning and implementation of a recovery plan and about
any prudential supervision measures taken in that context.

Information sharing and undertaking of collaborative work arrangements are also expected for on-
site supervision purposes. Art. 87 (9) stipulates that the competent supervisory authorities of a
Member State which are responsible for the supervision of banks with branches on the territory of
the Republic of Bulgaria, after a prior notice to the BNB, may carry out on-site inspection, on their
own or with the assistance of duly authorized persons. In that case, the BNB provides assistance to
the foreign supervisory authority. The same arrangement also exists when the BNB carries out (in
very rare occasions though) on-site visits in Bulgarian branches operating in a Member country.
Further, the BNB can, upon request from a Home supervisor, perform an on-site inspection. In that
case, a representative of the home Member State supervisor (or an auditor authorized by it) may take
part in these inspections. Conversely, the BNB can make the same request and ask the Host authority
to conduct an inspection on its behalf. In practice however, there has been very rare occasions of
such cooperation.

Art. 88 of the LCI lays down the principles the cooperation with non-EU countries; the conditions for
cooperation are established through MoUs, particularly in relation to the exchange of information
covered by professional secrecy (see below).

Cooperation in the context of consolidated supervision

Consolidated supervision is another area where cooperation is key. To that end, the BNB is
empowered to sign written coordination and cooperation arrangements with the competent
supervisory authorities of the respective Member States (LCL, art. 87 and 92). The BNB may take
responsibility for the performance of additional supervisory tasks, by agreement with the competent
authorities of Member States. Conversely, where a bank licensed in Bulgaria is controlled by a credit
institution in another Member State, the BNB may delegate to the parent supervisor the
responsibility for supervising the subsidiary bank. For the purpose of consolidated supervision, the
BNB has signed MOUs with the competent authorities of Austria, Cyprus, Greece, Italy, The
Netherlands, Slovenia, France, Romania, and Hungary.

Further aspects of cross-border cooperation with national competent authorities can also be found in
the LCI, consistent with EC regulations and EBA technical standards. They mostly relate to the
following aspects: (i) addressing situations of disagreement with measures taken by other NCAs, (ii)
how to send alerts to other relevant NCAs regarding insufficient liquidity, (iii) how to undertake on-
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site inspections in the relevant country, (iv) how to determine fine with the home/host authority if a
local foreign branch is significant, (v) how to exchange regular information or information on
measures imposed on significant branches (See Art. 87, paragraphs 3 to 13, and articles 87a to 87d of
LCD).

The mission got a copy of a cooperation agreement signed with a foreign authority. It was observed
that the arrangements include information in connection with the authorization and licensing
process, the ongoing supervision of the cross-border establishments, on-site inspections, financial
crime, exchange of information in emergency situations, corrective actions, confidentiality
requirements, etc. Most of the agreements comprise provisions for requests for additional
information and on-going coordination, including cooperation through visits for information
purposes and exchange of expert staff.

For the conduct of routine supervision or in the context of emergency situations, cooperation is
further strengthened through supervisory colleges (SC). The LCI contains several provisions
governing the participation of Bulgaria in these bodies. Bulgaria is the host authorities for 9
subsidiaries and one significant branch; as a result, the BNB has signed multilateral agreements,
based on the EBA Template for a Multilateral Cooperation and Coordination Agreement on the
Supervision and participates in 10 Supervisory Colleges. According to the authorities, participation
has been very active and fruitful (especially with the Banca d'Italia) and there has not been any
budgetary restriction for staff to attend the meetings. The SCs in which the BNB participates are an
opportunity to collect information on groups’ structure and shareholdings. Also, the BNB has recently
used the framework of SC for requesting the home supervisor to provide the recovery plans of two
foreign banks which did not accommodate BNB requests.

Regional cooperation and cooperation with non-EU countries

The LCI also governs the condition for cooperation and information exchange with non-EU members.
Article 88 stipulates that in performing its supervisory functions, the BNB may conclude agreements
with other central banks or supervisory authorities of third countries on cooperation and information
exchange on a reciprocal basis, making the commitment to keep bank and professional secrecy. To
that end, the BNB has signed Memoranda of Understanding with third countries, e.g., Turkey,
Kosovo, Macedonia, Albania, and other South Eastern Europe countries).

Bulgaria is a member of the Group of Banking Supervisors from Central and Eastern Europe (BSCEE).
The members of BSCEE consist of banking supervisory authorities from Albania, Austria, Belarus,
Federation of Bosnia and Herzegovina, Bulgaria, Croatia, Czech Republic, Estonia, Hungary, Latvia,
Lithuania, Macedonia, Montenegro, Poland, Romania, Russia, Serbia, Slovak Republic, Slovenia,
Ukraine, and Moldova. The BSCEE Group aims to, among other things, (i) promote and maintain close
cooperation and communication among the Central and Eastern European banking supervisory units,
(ii) facilitate the Central and Eastern European banking supervisory authorities for a better
performance of their supervisory functions, (iii) provide possibility for exchange of supervisory
techniques, experiences, information and know-how, and (iv) help with the integration to the
European banking supervisory system.

Bulgaria is also a member of the South Eastern Europe Initiative that comprises several supervisory
authorities from South Eastern Europe (e.g., Albania, Armenia, Greece, the Federation of Bosnia and
Herzegovina, Cyprus, Georgia, Moldova, Montenegro, Macedonia, Romania, Serbia). The Initiative
promotes a more structured cooperation in the field of banking supervision in order to enhance
financial stability in South Eastern Europe and improve the effectiveness and efficiency of supervisory
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measures. An MoU has been signed between members countries that includes provisions on
information exchange, convergence of supervisory practices, monitoring banking groups’ systems
and controls, crisis management, cooperation in the field of AML/CFT and confidentiality
requirements.

EC3

The supervisor may provide confidential information to another domestic authority or foreign
supervisor but must take reasonable steps to determine that any confidential information so released
will be used only for bank-specific or system-wide supervisory purposes and will be treated as
confidential by the receiving party.

Description
and findings
re EC3

The LCI contains several provisions on confidentiality and determines the condition under which
professional secrecy can be lifted, including with foreign supervisors. As stipulated by Art. 63 (1),
professional secrecy —as opposed to bank secrecy- (art. 62) applies to the information which the BNB
obtains or generates for banking supervision purposes or in relation thereto, and whose disclosure
could damage the commercial interest or reputation of a bank or its shareholders. The same article
stipulates that this information covered by professional secrecy can be disclosed under certain
circumstances strictly defined. BNB staff can share information with the Bulgarian Deposit Insurance
Fund, the State National Security Agency (in particular for AML/CFT purposes) and other relevant
counterparties, including but not limited to, liquidators of banks in case of bankruptcy proceedings,
auditors of credit institutions, etc. In practice, the BNB has signed MoUs with domestic bodies that
govern the conditions for information exchange (see EC1). The same LCI describes the conditions
under which confidential information can be shared with foreign counterparties like Member States's
supervisors, and authorities responsible for the oversight of banks under bankruptcy, liquidation or
other similar proceedings. The BNB can also exchange information with the authorities which admin-
ister deposit-guarantee schemes in Member States, the ECB as well as the European Systemic Risk
Board (ESRB).

The same law stipulates that the persons and bodies empowered to request and receive information
covered by professional secrecy are obliged to keep it confidential and may use it only for the
purpose for which they have requested it or for which it was provided to them, according to the law
or the agreements concluded, and shall not provide it nor disclose it to third parties, unless otherwise
stipulated by law.

When it comes to non-EU jurisdictions’ supervisory authority, any information subject to professional
secrecy may be provided as long as certain conditions are met: (i) the conditions for the exchange
are stipulated in an agreement for cooperation; (ii) the recipient ensures at least the same level of
protection of information as provided for in the LCI; (iii) the recipient is authorized and agrees to
provide information of the same type to the BNB, where needed, (iv) the information exchange is
intended for supervisory purposes; and (v) the recipient has justified the needs for the requested
information (Article 66, items 1 - 4 and Article 88 - LCI).

The members of the Governing Council, employees, external auditors, experts and other persons
working for the BNB shall keep the professional secrecy even after the termination of their relations
with the BNB.

EC4

The supervisor receiving confidential information from other supervisors uses the confidential
information for bank-specific or system-wide supervisory purposes only. The supervisor does not
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disclose confidential information received to third parties without the permission of the supervisor
providing the information and is able to deny any demand (other than a court order or mandate
from a legislative body) for confidential information in its possession. In the event that the supervisor
is legally compelled to disclose confidential information it has received from another supervisor, the
supervisor promptly notifies the originating supervisor, indicating what information it is compelled to
release and the circumstances surrounding the release. Where consent to passing on confidential
information is not given, the supervisor uses all reasonable means to resist such a demand or protect
the confidentiality of the information.

Description
and findings
re EC4

BNB staff is required to observe professional secrecy obligations that are intended to protect the
confidentiality of supervisory information. These obligations can be found in Art. 65 of the LCI and
stipulate that BNB staff (i.e members of the Governing Council, employees, external auditors, experts
and other persons working for the BNB) shall use the information received from the Member States’
competent supervisory authorities only for the performance of the BNB supervisory responsibilities
and only for the following purposes: (i) to check if the conditions for granting a bank license have
been met, (ii) to facilitate the supervision on a consolidated or a solo basis, including for monitoring
liquidity, solvency, large exposures, managerial and accounting procedures, and internal control
mechanisms; (iii) to apply measures and sanctions in accordance with this Law or (iv) in proceedings
for appeal against administrative acts of the BNB in an administrative or judicial procedure.

Confidential information may be provided by the BNB to the Member States’ competent supervisory
authorities, the European Systemic Risk Board, the European Banking Authority and the European
Securities and Markets Authority as long as these authorities are also bound by professional secrecy.

Also, as set forth in LCI Art. 65(3), when the information covered by professional secrecy comes from
a foreign body, it may be disclosed or provided only with the express consent of the competent body
which has provided the information and, where applicable, only for the purpose for which the
consent has been given. In this regard, the MOU reviewed by the mission contains provision
addressing the treatment of confidentiality information. The language is relatively standard and
governs information acquired by BNB in the course of performing its duties and information received
from other supervisors.

Lastly, any information received by the BNB employees during on-site examinations carried out in a
Member State may not be provided without the express written consent of the competent
supervisory authority of the Member State where the examination took place.

EC5

Processes are in place for the supervisor to support resolution authorities (e.g., central banks and
finance ministries as appropriate) to undertake recovery and resolution planning and actions.

Description
and findings
re EC5

Bulgaria has not developed yet a single legal framework for the recovery and resolution of credit
institutions and has not established a Resolution authority. When the Bank Recovery and Resolution
Directive (BRRD, 2014/59/EU) is transposed into the domestic legal regime, Bulgaria will have
processes in place that will permit resolution authorities (likely the BNB) to undertake recovery and
resolution planning and actions, as required by this EC.

INTERNATIONAL MONETARY FUND 39




BULGARIA

Assessment
of Principle 3

Largely Compliant.

Comments

BNB is in a position to exchange information and to cooperate effectively with home supervisors
over Bulgaria-based subsidiaries of foreign banks through a number of bilateral MOUs. Adequate
information sharing arrangements are also in place with all relevant domestic authorities. During
interviews, assessors were told that the authorities are satisfied with the quality and effectiveness of
existing cooperation arrangements. There are however a certain number of areas where some
improvements would be needed.

For AML/CFT purposes, the current MoU governing cooperation and information exchange between
the BNB and the FIU is no longer valid. The Financial Intelligence Agency (FIA) was initially
established as an administrative-type FIU within the Minister of Finance. In 2008, the FIU was
transformed into the Financial Intelligence Directorate (FID) within the State Agency for National
Security (SANS) pursuant to the Law on State Agency for National Security (LSANS). However, the
MoU signed in 2003 with the then FIA has not been revised after the establishment of the new
authority. A revised draft version has been in the making for three years and the authorities are
encouraged to finalize it.

With respect to the issue of safety net, a new draft law is being prepared to transpose into the
Bulgarian regime the EU directive 2014/49 on deposit guarantee schemes. The current mechanisms
for cooperation and information sharing between the BNB and BDIF was signed in November 1999
and is now outdated. In particular, there is a need to reflect the changes in powers and
responsibilities stemming from the new law. Along the same lines, once the draft law transposing in
Bulgaria the EU BRRD is enacted, the BDIF will exercise new responsibilities as Resolution Fund while
the BNB will likely to be designated as the resolution authority.'® Here again, a thorough revision of
the existing MoU between the two authorities will be warranted.

In the area of external audit, the Commission for Public Oversight on Statutory Auditors (COPSA) was
established following the amendments of the Independent Financial Audit law adopted by the
National Assembly in June 2008. The law regulates the establishment and the functioning of the
public oversight system of the statutory auditors in Bulgaria. Public oversight of this profession is
exercised by CPOSA which is an independent body in charge of the oversight over acquisition of
competence, registration of statutory auditors and audit firms, adopting and observing standards for
professional ethics, internal quality control of auditors firms, audit quality assurance system,
investigation and enforcement. Establishing mechanisms of cooperation and information sharing
between the BNB and the CPOSA would be beneficial considering the complementarities of the two
bodies.

There is no formal mechanism of cooperation between the BNB and the MoF particularly for bank
resolution. This would require the enactment of proper legal regime for bank resolution, the
designation of an official resolution authority with adequate powers and the development of
appropriate procedures to support the latter. With respect to crisis management, the Financial

8 This point has been confirmed during a meeting with the MoF.
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Stability Advisory Council (FSAC) approved in March 2011 the members of the Permanent National
Standing Group on Financial Stability and following a proposal on behalf of the BNB Governor
entrusted it with the responsibility to develop a National Financial Crisis Action Plan.

In July 2011 the FSAC approved this plan. Its main purpose is to outline the institutions’ actions in
times of crises so that the normal economic and financial sector processes are ensured and the
confidence in public institutions is maintained. According the the BNB, during the KTB crisis in June
2014 the BSD's actions, in particular the activation of the daily reporting framework and the
continuous analysis of the situation, were in accordance with the main provisions of the plan
mentioned above.

The authorities may wish to consider the following recommendations:

° Establish mechanisms for cooperation between the BNB, the MoF and other financial institution
regulators to undertake recovery and resolution planning;

° Speed up the revision of the MOU with the Bulgarian Deposit Insurance Fund;
° Finalize the new MoU between the BNB and the Financial Intelligence Unit; and

° Cooperate with the Commission for Public Oversight on Statutory Auditors (CPOSA), in particular
on policy issues or information that is publicly available and sign an MoU in due course.

Principle 4

Permissible activities. The permissible activities of institutions that are licensed and subject to
supervision as banks are clearly defined and the use of the word “bank” in names is controlled.

Essential

criteria

EC1 The term "bank” is clearly defined in laws or regulations.

Description The LCI (art. 2) defines a bank as a legal entity accepting deposits or their equivalents (other

and fir?din . repayable funds) and extending loans and other financing on its own account and risk. The BNB also

re EC1 9 uses alternatively the term credit institution for a bank, as opposed to financial institutions which
include leasing companies, payment services providers, financial holding companies, payment
institution, and asset management companies (LC, art. 3).

EC2 The permissible activities of institutions that are licensed and subject to supervision as banks are
clearly defined either by supervisors, or in laws or regulations.

Description . - e . . . .

- Permissible activities of institutions that are licensed and subject to supervision as banks are defined
and findings S . ) . s o
re EC2 under the LCL In effect, art. 2, subparagraph? lists in detail the financial activities permissible for

banks, including those that are directly ancillary or supplemental. According to art. 5 of the LC], a
bank may not engage in financial activities that are not included in the authorization. According to
the BNB Ordinance No2 on the Licences, Approvals and Permissions granted by the BNB, a license
for a bank confers the right to conduct only the activities specified in the license. Within the BNB, the
Special Supervision Directorate carries out specific thematic inspections including on-site checks in
companies that could perform unauthorised banking activities. Such checks are usually initiated upon
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alerts submitted by other institutions or natural persons.

EC3

The use of the word “"bank” and any derivations such as "banking” in a name, including domain
names, is limited to licensed and supervised institutions in all circumstances where the general public
might otherwise be misled.

Description
and findings
re EC3

As stated in the LCIL, no one shall use the word ‘bank’ or any derivative thereof without having
received a banking license pursuant to this law. In effect, according to Art. 6. (1), a person who does
not have a license to conduct bank activity shall not use either in his name or in his advertising or
other activity the word ‘bank’ or any of its derivatives in a foreign language. The same article, in its
subparagraph (3) also stipulates that the name of a bank may not bear a resemblance to the name of
another bank operating in the Republic of Bulgaria.

EC4

The taking of deposits from the public is reserved for institutions that are licensed and subject to
supervision as banks.*

Description
and findings
re EC4

As stipulated by art. 2 (5) of the LCI, the taking of deposits from the public can be carried out only by:
(i) a person who has been granted a bank license by the BNB; (ii) a bank with a seat in a third country,
which has been granted a license by the BNB to conduct bank activities in the Republic of Bulgaria
through a branch; and (iii) a bank authorized by the competent authorities of a Member State to
carry out bank activities, which provides services on the territory of the Republic of Bulgaria either
directly or via a branch. Along the same lines, art. 5 (2) states that the activity of taking deposits from
the public is explicitly regulated by law and by the European Law and is subject to supervision aimed
to protect depositors and investors.

According to the authorities, there are a growing number of consumer credit companies currently
operating in the country. The latter, which are registered at the BNB but not supervised, provide
micro loans (below 200 euros) to individuals. The mission was told that none of them collect
deposits.

EC5

The supervisor or licensing authority publishes or otherwise makes available a current list of licensed
banks, including branches of foreign banks, operating within its jurisdiction in a way that is easily
accessible to the public.

'* The Committee recognizes the presence in some countries of non-banking financial institutions that take deposits
but may be regulated differently from banks. These institutions should be subject to a form of regulation
commensurate to the type and size of their business and, collectively, should not hold a significant proportion of
deposits in the financial system.
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Description

and findings The licenses granted by the BNB are recorded in a register kept by it under Article 15, para 5 of the
re EC5 LCIL The BNB maintains a list of current licensees accessible on its website BNB http://www.bnb.bg).
Assessment Compliant

of Principle 4 omphant.

Comments

Licensing criteria. The licensing authority has the power to set criteria and reject applications for
establishments that do not meet the criteria. At a minimum, the licensing process consists of an
assessment of the ownership structure and governance (including the fitness and propriety of Board
members and senior management)® of the bank and its wider group, and its strategic and operating
plan, internal controls, risk management and projected financial condition-(including capital base).
Where the proposed owner or parent organization is a foreign bank, the prior consent of its home
supervisor is obtained.

Principle 5

Essential

criteria

EC1 The law identifies the authority responsible for granting and withdrawing a banking license. The
licensing authority could be the banking supervisor or another competent authority. If the licensing
authority and the supervisor are not the same, the supervisor has the right to have its views on each
application considered, and its concerns addressed. In addition, the licensing authority provides the
supervisor with any information that may be material to the supervision of the licensed bank. The
supervisor imposes prudential conditions or limitations on the newly licensed bank, where
appropriate.

aDrfjcfrilnp;:(;;S The L(?I (art. 13) provid.es the statutory rgquirements for the licensing of a ba.nk..The E?NB h?? ’Fhe

re EC1 exclusive right for the issuance of bank licenses and no person shall engage in financial activities

without a license issued by the BNB. Foreign banks wishing to establish a subsidiary on the territory
of Bulgaria need also to receive a license from the central bank. The BNB has the right to reject an
application if the criteria set in the law or in the BNB ordinance No 2 are not fulfilled or if the
information provided is inadequate (art. 16). The law also grants the BNB power to set additional
requirements and necessary information to be provided while applying for a banking license. The
BNB can also issue a limited license (see EC 2).

It is noteworthy that in practice, the initiative for granting a license is a joint competence shared
between the Governor and the Deputy Governor. In effect, art. 151, para. 1 of the LCI stipulates that

“% This document refers to a governance structure composed of a board and senior management. The Committee
recognizes that there are significant differences in the legislative and regulatory frameworks across countries
regarding these functions. Some countries use a two-tier board structure, where the supervisory function of the
board is performed by a separate entity known as a supervisory board, which has no executive functions. Other
countries, in contrast, use a one-tier board structure in which the board has a broader role. Owing to these
differences, this document does not advocate a specific board structure. Consequently, in this document, the terms
“board” and “senior management” are only used as a way to refer to the oversight function and the management
function in general and should be interpreted throughout the document in accordance with the applicable law within
each jurisdiction.
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for any issuance, rejection or revocation of a license, a motion should be presented by the Deputy
Governor in charge of Banking Supervision Department, jointly with the Governor, to the BNB
Governing Council.

The power of withdrawing the license also belongs to the Governing council of the BNB. The LC, art.
36-38 set the conditions for the withdrawal, including when, for example, the bank becomes
insolvent, the bank conducts unsound practices, the license has been obtained on the basis of false
information, the bank has not commenced operations within twelve months after receiving the
license, the bank no longer meets the conditions under which its license was granted or does not
ensure the security of the assets entrusted to it.

In November 2014, the BNB revoked the license of the troubled Corporate Commercial Bank on the
ground that, as indicated by external audit reports, the institution had a negative own capital of
3.75 billion levs ($2.4 billion/1.9 billion euro) as of September 30, and no longer met the relevant
capital requirements.

In Bulgaria, all banks are following traditional universal banking model and are set up as Joint Stock
Companies. There are no-other types of banks (e.g., cooperative banks, mutual saving companies) in
the country.

Laws or regulations give the licensing authority the power to set criteria for licensing banks. If the

EC2 o . : . : . . : . .
criteria are not fulfilled or if the information provided is inadequate, the licensing authority has the
power to reject an application. If the licensing authority or-supervisor determines that the license was
based on false information, the license can be revoked.

Description

and findings Criteria for licensing banks are prescribed by the LCIL.

re EC2

Art. 13, 14, 15 and 16 of the LCI set the requirements to be met in order to obtain authorization for
banking business. The law also grants the BNB power to set additional requirements and necessary
information to be provided while applying for a banking license. Other important provisions relevant
to licensing can be found in the BNB Ordinance No2. The most relevant information to be provided
by the applicants are:

a) article of association;

b) appropriate information about fitness and propriety of administrators;

d) documents containing information on the paid in capital of the bank;

e) information about the 20 largest shareholders (name, address and professional activity over the
past 5 years);

f) origin of funds for persons with subscription of 3 percent and above of the capital

g) a business plan with exhaustive description of the activities to be performed, customer and
product structure, objectives, policy and strategy of the bank, financial forecast of development
over a three-year period;

h) a description of the managing and organizational structure including the activities of individual
organizational units, distribution of responsibilities among managing directors and other
administrators, organization and management of the bank’s information system;

i) a description of the internal control systems and the risk management systems, and a program of
anti-money laundering measures; and

j) the names and addresses of the members of the supervisory and management boards (board of
directors) of the bank, and detailed written information concerning their qualifications and
professional experience.

Further, prior to deliver a license, the BNB is responsible for conducting a review of the valididity and
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accuracy of the materials provided by the applicant. In virtue of art. 14, the license will be issued if
certain conditions are met (in addition to the criteria mentioned above). In particular, the BNB will
check whether (i) the activities that the applicant intends to carry out ensure the required soundness
and financial stability; (ii) the members of the management board and of the supervisory board are
not subject to a legal injunction to hold such a position; (iii) in case of groups, the parent undertaking
will not place obstacles to conducting consolidated supervision; and (iv) there is no evidence that the
existence of close relations between the bank and other persons can hinder the efficient exercise of
banking supervision.

The above LCI allows the BNB to reject a bank’s business if the documents submitted by the
applicant contained incomplete, contradictory or unreliable information. This happened once in 2008
due to the lack of key information in the application particularly in regard to criminal records and
professionalism of prospective applicants. In the same vein, the BNB can revoke authorization for
banking business if the authorization was based on false information or if the bank is no longer able
to meet the conditions for performing its business (Art. 36 of the LCI). Over the past five years, one
license has been revoked (decision of the GC dated November 6, 2014) due to the insolvency of the
institution.

The BNB can also issue a limited license if the applicant is not prepared to carry on all activities as
planned. The BNB can limit the scope of these activities. There is no formal mechanism (at least
written procedures) to subject the newly established bank to some sort of follow up inspection visit
to ascertain that the bank is performing according to the terms and conditions of the license.

It is the duty of the Legal Services and Administration Directorate (LSA) to carry out administrative
activities in relation to issuing licenses, authorisations, and approvals, maintaining license files and
data about the current status of banks and respective registers, and passportisation when the BNB is
notified by a bank of an EU Member State. Three staff of the LSA are assigned to these activities. The
latter cooperate with their colleagues from other directorates, especially those from the Credit
Institution Supervision Directorate before formulating an opinion on the business plan of the
prospective bank. The LSA will also consult the Special Supervision Directorate to perform checks on
the shareholding structure of the applicant, including for the determination of the UBO of
companies holding qualifying interests in the capital of the future bank.

EC3 The criteria for issuing licenses are consistent with those applied in ongoing supervision.

Description . . . L . .

and findings Necessary requirements to be met while applying for a banking license are broadly consistent with

re EC3 those applied in ongoing supervision. As detailed above, criteria include complying with
shareholding limits, executives (which includes Board members) to meet fit and proper criteria, the
entity to meet prudential standards, have adequate internal control and risk management systems in
place, adequate human resources, etc.

EC4 The licensing authority determines that the proposed legal, managerial, operational and ownership

structures of the bank and its wider group will not hinder effective supervision on both a solo and a
consolidated basis.”* The licensing authority also determines, where appropriate, that these
structures will not hinder effective implementation of corrective measures in the future.

%! Therefore, shell banks shall not be licensed. (Reference document: BCBS paper on shell banks, January 2003.)
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Description
and findings
re EC4

The LCI read in conjunction with the BNB Ordinance No2 on Licenses, Approvals and Permissions
granted by the BNB and Ordinance No20 on the Issuance of Approvals to the Members of Board of
Directors and Supervisory Board of Credit institutions enable the BNB to determine that the
proposed legal and managerial structures of the bank will not hinder effective supervision on a solo
and consolidated basis.

The organizational structure of the bank is vetted during the BNB licensing process both in terms of
the management structure of the organization and the capacity of the structure to facilitate sound
risk management and internal control systems. The applicant has to submit —and the BNB to review-
all relevant data, comprising, inter alia, a description of the managing and organizational structure
including the activities of individual organizational units, distribution of responsibilities among
managing directors and other administrators, organization and management of the bank's
information system, etc. The BNB process also entails the analysis of a business plan of the bank with
exhaustive description of the activities to be performed, customer and product structure, objectives,
policy and strategy of the bank, financial forecast of development over a three-year period.

Also, the suitability of shareholders (3 percent of sharing and above) as well as their possible links to
related parties are also examined by the supervisors. In doing so, the BNB will pay particular
attention to the following aspects:

-persons having significant shareholdings cannot, either by their activities or through their
influence, hamper bank'’s safety and soundness;

-the existence of close relations between the bank and other persons does not hinder the efficient
exercise of banking supervision.

With respect specifically to consolidated supervision the BNB will verify that:

-the applicant’s charter does not contain provisions, which hinder the application of principles and
the best practices of corporate management;

-the parent undertaking (in case of a financial holding company, mixed financial holding company or
mixed holding company) will not place obstacles to conducting consolidated supervision;

-the requirements or difficulties in applying third country’s particular regulation or administrative
acts regulating one or more legal or natural persons, with whom the bank has close links, will not
impede the efficient conduct of banking supervision.

The LCI also stipulates in art.24 on mutual recognition that when it comes to a bank with a seat in
Bulgaria but which carries out activities in a member state either through a branch or directly if it is a
subsidiary of a Bulgarian bank, or is jointly owned by two or more banks licensed in Bulgaria, the BNB
shall exercise a consolidated supervision over the bank above and shall monitor its shareholders’
structure following a procedure defined by the BNB.

The team found no indication according to which the BNB determines, where appropriate, that these
structures will not hinder effective implementation of corrective measures in the future.
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The licensing authority identifies and determines the suitability of the bank’s major shareholders,

EC5 . . . . L .
including the ultimate beneficial owners, and others that may exert significant influence. It also
assesses the transparency of the ownership structure, the sources of initial capital and the ability of
shareholders to provide additional financial support, where needed.

Descripti

a:scfri;pc;uizns The legal basis for identifying and determining the suitability of the bank’s major shareholders, and

re ECS 9 others that may exert significant influence can be found in the LCI art. 13, (2) paragraph 7 and 8 as

well as in the BNB Ordinances No 2 and 20.

Bank's shareholders with significant interest are subject to BNB scrutiny. As stipulated in the
regulations above, the prospective bank should provide the name and address of the persons who
have directly or indirectly subscribed for 3 percent and above of the voting shares. The same
information is also required for all persons holding 10 percent or more of bank’s capital (the major
shareholders) and specifically for the 20 largest shareholders (LCI art. 14 (3)). Further, the BNB will
determine if the qualification, experience —during the past five years-, integrity of the shareholders
with significant interest are appropriate, including their reliability to provide additional financial
support, where needed. As indicated in the law, the BNB will have to be informed —in writing- about
the origin of funds used by shareholder for acquiring 3 percent and above of the capital (to ascertain
their transparency and legitimacy) and whether the shareholders have used their own resources to
acquire their holdings. Moreover, the law stipulates that the BNB will have to assess whether major
shareholders’ financial capacity is commensurate with the scale and activities of the bank (Art. 14,
par. 3, p. 12 of the LCI).

In case of a legal entity having 10 percent and more of voting rights in a bank, the Ordinance No2
subject the entity to provide, inter alia, the following data:

-structure of the capital and its allocation between the shareholders (partners),

-article of association

-auditor’s reports and financial statement for the last three years

-balance sheets, income statement, and

-detailed information about the structure of the group in which the applicant participates.

Moreover, in case of granting a license to a foreign bank, the BNB will hold consultation with the
home supervisor with the view to obtain information about the shareholders (art. 13 (6)). Lastly, the
BNB is empowered by law to request any additional information deemed necessary for making a
judgment about the suitability of the bank’s shareholders with significant interest (art. 13, (2) 9).

Regarding the concepts of indirect holding and beneficial ownership, the LCI does not provide a
specific definition of UBO; art. 13 (2) subparagraph 8 stipulates that for licensing purposes, the
application should contain “a document of registration and written data about the persons holding
shares or equity in their capital or property, or controlling them - for legal persons under item 7 [i.e.,
shareholders holding 3 percent and above of voting rights]. There are two provisions however
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containing the concept of UBO. The first one can be found in the AML law (a customer acting on his
own behalf and for his own account or on behalf and for the account of a third party). It is not clear
however whether the obligation to disclose the true identity of the ultimate beneficial owner applies
in case of a person applying for a license. The second one, contemplated in Ordinance #2, art 19 (4)
seems to apply only in the case where the acquisition of bank shares is done by a trust.”

In practice it is the role of the Legal Services and Administration Directorate to perform the
assessment of suitability, on the basis of the “fit and proper” criteria, concerning members of the
managing bodies of credit institutions. It is noteworthy that the Special supervision directorate
conducts detailed analysis in respect of banks' ownership structures and control. The main objective
of this work is to minimise risks related to the actions of banks’ major shareholders and to
understand their influence on the operations at the level of individual banks.

The mission was given access to SSD reports performed respectively in 2012 and 2014, one assessing
the financial status of the shareholders of a few banks and another one analyzing shareholding
structure and ownership in the context of the Act on the Economic and Financial Relations with
Companies Registered in Preferential Tax Regime Jurisdictions, the Persons Related to Them and
Their Beneficial Owners. In that respect, the SSD expressed concerns on several key aspects relating
to (i) the poor financial conditions of major shareholders (some of them exhibiting important losses
or having no real activity at all) and (ii) the absence of clarity on their ultimate owners some of whom
with location in off-shore centers. According to the discussion with the BNB, most —if not all- of the
missing information have been collected by the SSD.

EC6 A minimum initial capital amount is stipulated for all banks.

Description . - . . -

and fir?dings The LCl y stipulates that banks must have a minimum initial capital of at least BGN 10 million (EURO

re EC6 5 million).

ECT The licensing authority, at authorization, evaluates the bank’s proposed Board members and senior
management as to expertise and integrity (fit and proper test), and any potential for conflicts of
interest. The fit and proper criteria include: (i) skills and experience in relevant financial operations
commensurate with the intended activities of the bank; and (ii) no record of criminal activities or
adverse regulatory judgments that make a person unfit to uphold important positions in a bank.”
The licensing authority determines whether the bank's Board has collective sound knowledge of the
material activities the bank intends to pursue, and the associated risks.

Description oL . . L ) . .

- The suitability, professionalism, qualification, fitness and propriety of board of directors and
and findings . . . .
re EC7 supervisory board members are assessed under the conditions set forth in the BNB Ordinance No20

(28 April 2009). Further, the Regulation on the requirements to Bank’s administrators, under LCI art.
11 establishes the fit and proper requirement, including the criteria on qualification, work experience,

22 u

In case the applicant is a trust that already exists or will be established after the acquisition, the following

documents and information shall be submitted: 1. the names and addresses of the persons who will manage the
assets of the trust under the terms and procedure of the contract establishing the trust and their respective shares in
distribution of the asset management income;

2. the names and addresses of the persons up to the ultimate owner who are beneficial owners of the legal entity.

% Please refer to Principle 14, Essential Criterion 8.
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reputation and probity (absence of criminal background). When assessing the fitness criteria, the BNB
due diligence includes determining whether the elected members of the Board and those of the
Supervisory body have the relevant academic background and past professional experience (e.g., at
least 5 years of professional experience as manager in a bank or in a company comparable to a
bank).

For assessing the "propriety” of prospective administrators, prospective administrators are required
to fill a detailed questionnaire called “Fitness and Propriety Test Question Form) to prove their fitness
and propriety. The form reviewed by the mission appears very detailed covering a wide range of
issues including, but not limited to, professional background, former management positions, absence
of criminal or administrative sanctions and conflict of interest. The form, however, does not require
information about administrator’s income and assets. This due diligence also extends to legal entities
managed by elected members of the Board.

Regarding potential conflict of interest, the BNB will determine, based on information provided, the
personal interests of the applicants, including possible existence of any relationship of the elected
members of the Board with other persons in relation to the bank The LCI, Art. 11, (1), subparagraphs
7 and 9 states that a member of the Board of directors as well as a procurator should not be
[married] to or a relative, in direct or lateral lineage up to the third degree, to another member of the
managing or controlling body of the bank and is not in factual cohabitation with such a member.

The Ordinance also requires applicant to submit a declaration in writing stating that own resources
have been used for the subscribed shares and also stating the origin of funds used to make these
contributions. However, the mission was told that there is no further due diligence to ascertain the
reputable source of funds, beyond the analysis of financial statements and the terms of the written
declaration.

There is no specific requirement for the individual Board members or the Board collectively to have a
sound knowledge of the material activities that the bank intends to pursue, and the associated risks.

The licensing authority reviews the proposed strategic and operating plans of the bank. This includes

EC8 - . . .
determining that an appropriate system of corporate governance, risk management and internal
controls, including those related to the detection and prevention of criminal activities, as well as the
oversight of proposed outsourced functions, will be in place. The operational structure is required to
reflect the scope and degree of sophistication of the proposed activities of the bank.**

aDr:Cfrinc:Iiz;s In the LC, art. 14 (3) subparagraph 14, prospective banks should submit to the BNB a set of

re EC8 documents to support the request. This includes (i) a business plan with exhaustive description of the

activities to be performed, customer and product structure, objectives, policy and strategy of the
bank, financial forecast of development over a three-year period; (ii) the organizational structure; (iii)
a description of the AML internal program and (iv) information on the internal audit function and
risks management functions.

Regarding the later, in consonance with art. 15, the license will be granted if —inter alia- the applicant
has confirmed to the BNB that:

#* please refer to Principle 29.
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-internal control rules have been drafted, including clear administrative and accounting procedures;

-an internal control office is established and the recruited employees have the qualifications and
professional experience required for that activity;

-sound internal management rules have been drafted which include a clear organizational structure
with well-defined, transparent and adequate levels of responsibilities and efficient procedures for
identifying, managing, monitoring and reporting of the risks to which the bank might be exposed.

Further, as stipulated in art. 15, the bank’s rules governing internal control systems and risk
management should reflect the character, scale and complexity of the bank’s operations and be
commensurate with the risks to which the bank may be exposed.

The law however does not contain particular requirement on the oversight of proposed outsourced
functions.

The licensing authority reviews pro forma financial statements and projections of the proposed bank.

EC9 - ) )

This includes an assessment of the adequacy of the financial strength to support the proposed
strategic plan as well as financial information on the principal shareholders of the bank.

D ipti . . . -

arfjcfrigpdlizns As contemplated in the LCI, art. 13 (2) subparagraph 3, the BNB collects the financial projections for

re ECO 9 the first three years of operations of the proposed bank. According to the authorities the materials
are reviewed and analyzed with particular attention focused on the validity of the submitted
documents, the applicant’s reliability and financial status.
Qualifying shareholders (holding 10 percent and above of the capital) are assessed as to their
financial capacity in terms of their financial strength at the time of the application, and prospective
capacity to provide additional capital to the bank in the event it is needed (LCI, art. Art. 14, par. 3, p.
12). Each such prospective qualifying shareholder must provide financial information that
demonstrates an appropriate level of financial capacity (BNB Ordinance 2).

EC10 In the case of foreign banks establishing a branch or subsidiary, before issuing a license, the host
supervisor establishes that no objection (or a statement of no objection) from the home supervisor
has been received. For cross-border banking operations in its country, the host supervisor
determines whether the home supervisor practices global consolidated supervision.

Description . o . _ .

and frilnpdlin . Since Bulgaria is a member State of the European Union, the principle of the Mutual Recognition

re EC10 9 applies. As a result, the distinction should be made according to whether or not the prospective bank

belongs to the EU.

If the applicant is licensed in a Member State and is planning to conduct activities on the territory of
the Republic of Bulgaria through a branch, a license is not needed provided that the projected
activities are covered by its license and that the competent authority which has granted the license
has notified the BNB (LCI, art. 20).

If the applicant projects to establishing a bank on the territory of Bulgaria as a subsidiary of another
bank from a Member State, a licensing procedure under Art. 13 — 15 of the LCI applies. In those
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cases, the BNB holds preliminary consultations with the competent home supervisory authority in
accordance with Art. 13, par. 4 of the LCIL. Consultations with the competent supervisory authorities
cover issues related to shareholders, reputation and experience of the prospective managers, the
assessment of compliance with supervisory requirements, as well as any other information of
relevance to granting the license.

A bank with headquarters in a non EU-Member country has to apply for a license before operating in
Bulgaria through a branch. A written consent for opening of a branch issued by the respective bank
supervision authority is a precondition for granting the license by the BNB. In accordance with Art. 17
of the LCI, several pre-requisites should be met. In particular, the third-country applicant bank shall
submit an application with the following enclosures:

-a verified copy of the registration certificate of the bank and a document issued by the registration
authority containing current data on the seat and registered address, subject of activities, amount of
capital, management system, and details on the persons who represent the bank;

- a verified copy of the license granted by the home authorities;

- a verified copy of the Charter;

- a business plan including a description of the projected activities;

- the organizational structure of the branch;

- financial annual reports for the past three years;

- a written consent for opening a bank branch given by the home authority;

- a written statement of the home supervisor authority containing information on the bank’s financial
status and a commitment for cooperation with the BNB;

- data about the persons entrusted with the management of the branch, including their qualifications
and professional experience in banking.

In addition, the LCI subjects the license to other conditions and particularly if (i) the home supervisor
supervises effectively the bank and its branches abroad; (ii) an agreement of supervisory cooperation
between the BNB and the home supervisor has been concluded; (iii) the home country’s legislation
does not create obstacles to the exercise of efficient banking supervision on a consolidated basis, (iv)
bank’s financial status is sound and stable, its organizational structure is aligned with the projected
activities and bank’s managers meet the requirements in terms of professional expertise and
reputation.

The licensing authority or supervisor has policies and processes to monitor the progress of new

EC11 . . . . . : .
entrants in meeting their business and strategic goals, and to determine that supervisory
requirements outlined in the license approval are being met.
Description - . . . . .
and fir?din . As indicated by the authorities, The BNB is entitled to monitor the progress of new entrants as it
re EC11 9 monitors all other banks and may undertake certain measures if the bank does not meet the criteria

as set forth in the license. In particular, the BNB can revoke a license if the bank fails to commence its
activity within 12 months after getting the license (LC, art. 36). There is however no specific
mechanism whereby the BNB staff monitors the progress of new entrants in meeting their business
and strategic goals. One could suggest that right after the license, an on-site visit be performed to
assess whether the bank is implementing the business plan approved by the founders, whether the
proposed objectives and policies are achieved and whether the activities are performed according to
the terms of the license.
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Assessment Largely Compliant.
of Principle 5
Comments The Bulgarian licensing regime for banks appears exhaustive. The legal and regulatory framework

provides the BNB with good leverage to ensure that the licensing process is sound, particularly in
relation to ownership structure and governance. The BNB retains adequate powers to require
applicants and potential shareholders to submit all information required and there has been a
number of instances where licenses have been refused due to concerns over fitness and propriety of
prospective applicants or absence of realistic business strategies. Nevertheless, there are a few
aspects described below that would merit attention, particularly because the BNB has no day to day
exposure to licensing; the last applications were examined in 2008/20009.

There is no explicit reference in the LCI to the concept of UBO; the latter is captured only in the AML
law. The LCI refers several times to the concept of indirect holdings or indirect acquisition but does
not provide an explicit definition of the ultimate beneficial owner. It would be advisable to align the
LCI on the AML law so that both laws provide a common definition of UBO.

As As discussed above, prospective applicants are obliged to submit information on the source of
funds to be used as capital. This includes a declaration in writing stating that own resources have
been used for the contributions paid for the subscribed shares and the origin of funds used to make
these contributions. However, the types of supporting information that the applicant should provide
to establish the legitimacy of funds are not specified in the law or in the ordinance. In addition, the
mission was told that there is no further due diligence to ascertain the reputable source of funds,
beyond the analysis of financial statements and the writing statement of the applicant whose terms,
in practice, are too general. The BNB should enhance its due diligence in that regard; this could
entail, for example, approaching the FIU as well as the police (criminal records registry, Interpol
office), and other financial sector supervisors in case the same applicants already have engagement
with other parts of the financial sector.

As set forth in the Ordinance #2, prior to filing an application for a license, the applicant shall hold
“preliminary consultations” with the Deputy Governor in charge of the Banking Supervision
Department. The ordinance does not specify however the purpose and objectives of this consultation
with prospective applicants. It would be useful to clearly indicate in the ordinance that these
consultations aim to evaluate further the bank’s proposed Board members and senior management
as to their expertise and integrity.

Besides, these consultations take place in practice before the application for a license is formally
submitted to the BNB; as a result, according to the discussion during the mission, a representative of
the applicant could take part of the preliminary consultations in lieu of the prospective applicant.
Besides, if the preliminary consultation is mandatory, there is no provision about holding interviews
after the formal submission of the application. The Deputy Governor can decide whether or not to
hold an interview with such applicant, but it is optional. As a result, in theory at least, there might be
situations where there is no formal meeting with the prospective applicants before the license if
granted. The authority are advised to amend the Ordinance to establish formal and mandatory
mechanism for interviewing future administrators in addition to preliminary consultations.

The BNB has the power to restrict in the banking license certain transactions or activities, for which
the BNB considers the applicant unqualified, or for which the other requirements, stipulated in a law,

52 INTERNATIONAL MONETARY FUND




BULGARIA

are not met. It would be useful to set up a procedure subjecting newly licensed institutions
(particularly those with limited scope) to more intensive supervision during their first year of
operation.

It is recommended to:

Include in the LCI a clear definition of UBO in consonance with the definition provided by the AML
law;

Enhance BNB due diligence with respect to the origin of funds used for disbursement of capital;

Include in the relevant regulation a provision requiring the individual Board members or the Board
collectively to have a sound knowledge of the material activities that the bank intends to pursue, and
the associated risks;

Establish formal procedures to subject the newly established bank to follow up on-site inspection to
ascertain that the bank is performing according to the terms and conditions of the license;

Establish formal mechanism for interviewing applicants after the application is formally submitted to
the BNB. The content and objective of these interviews should also be specified and made
mandatory; and

Include in the Fitness and Propriety Test Question Form information about administrator’s income
and assets.

Transfer of significant ownership. The supervisor” has the power to review, reject and impose

Principle 6 . o\ R . L
P prudential conditions on any proposals to transfer significant ownership or controlling interests held
directly or indirectly in existing banks to other parties.
Essential
criteria
EC1 Laws or regulations contain clear definitions of “significant ownership” and “controlling interest.”
Description . . . - . .
and fir?din . The Bulgarian regime regarding transfer of significant ownership is governed by several provisions of
re EC1 9 the LCI as well as by the BNB Ordinance N2 2. These provisions empower BNB to (i) approve such

transactions; (ii) lay out the criteria for approval of the transfer by making several references to the
licensing rules; (iii) stipulate the grounds for rejection of the transaction; and (iv) describe the
possible sanction of an ownership interest gained without going through the regulatory process.

As set forth in art. 28 of the LCI a preliminary approval of the BNB is needed when the holdings of a
natural or legal person, as well as of persons acting in concert are reaching or exceeding the
thresholds of 20, 33 or 50 per cent of the shares or voting rights. The same approval is required when
holdings of the same persons mentioned above are becoming “qualifying.” There is no specific
definition of "qualifying interest” in the law® but it is understood that any acquisition of share above

%> While the term “supervisor” is used throughout Principle 6, the Committee recognizes that in a few countries these
issues might be addressed by a separate licensing authority.

%% There is however a definition for “qualifying holding” in the CRR (Article 4, para. 1, 36) — qualifying holding means
a direct or indirect holding in an undertaking which represents 10 percent or more of the capital or of the voting
rights or which makes it possible to exercise a significant influence over the management of that undertaking.
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10 percent provides such qualification. A controlling interest is not defined either but according to
the BNB, it is understood as a relationship in which a shareholder owns directly or indirectly the
majority of shares or voting rights (more than 50 percent), and de facto determines the policies or
practices of the institution, or controls in any way the election, appointment and dismissal of the
majority of the bank’s administrators. Although there are no specific definitions of “qualified interest”
and “control,” Bulgaria, in that respect, applies the definitions of the EU Regulation 575/2013 by
virtue of the Additional provisions of LCI - § 1. (1) points 6 and 7. The LCI does not define the concept
of “significant ownership” either but it is assumed that any person holding 10 percent or more of the
voting rights has a significant ownership. The definition of “action in concert” can be found in the LCI
(additional provisions (i) 4 (a).

Pursuant to Art. 32 of the LCI, where a person has acquired 3 or more than 3 per cent of the shares or
the voting rights, the Central Depository shall notify the BNB of the person’s name and address
following the recording of acquisition in the book of shareholders. The acquirer is obliged to submit,
at BNB request, a series of documents (comparable to those required to get a license; e.g., name and
address of the subscribers, professional experience, origin of funds —see CP 5 for more details).

There are requirements to obtain supervisory approval or provide immediate notification of

EC2 . . o . . .
proposed changes that would result in a change in ownership, including beneficial ownership, or the
exercise of voting rights over a particular threshold or change in controlling interest.

Description . . . L . . . .

and findings The Bulgarian regime contains provisions whereby changes in ownerships or the exercise of voting

re EC2 g rights over a certain threshold require BNB intervention. Such changes are made upon the written

approval of the BNB, which is issued in accordance with the LCI, which gives the BNB the power to
enforce the “fit and proper” requirement.

According to Ordinance No. 2, Art.18, any person that intends to acquire holding in the capital of a
bank is required to notify the BNB by submitting an application specifying whether the planned
acquisition is:

- a primary acquisition or an increase of the holdings in the capital,
- a direct or indirect acquisition,
- is made by the acquirer on his own, or with other persons acting in concert.

In addition, natural persons and legal entities shall include in their applications data on bank shares
owned by them, the number of shares planned to be acquired and which of the thresholds is to be
achieved and/or exceeded.

In case of indirect acquisition, data on the manner of implementing the planned acquisition shall be
included, as follows:

- by acquiring qualifying holding or its increase in the capital of a shareholder who exercises control
over the bank, or

- by acquiring control over a shareholder owning qualifying holding in the bank.

In case the acquisition -or part of- is implemented in concert, the application shall contain detailed
information about legal and actual grounds of the actions taken in concert with other persons.
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Once the BNB has received the application for transferring significant ownership, the Legal and
Administrative Directorate will perform a series of due diligence in a timeframe of 60 days. In
particular, the BNB will ascertain whether the applicant/acquirer has a good standing, is financial
sound and willing to provide financial support if needed. Also, special attention will be given to the
following: (i) if the bank becomes a part of a group, the structure of this group shall not impede
implementation of prudential banking supervision; (ii) there is no obstacle for exchanging
information between the supervisory authorities and there is clear distribution of the responsibilities
amongst them; (iii) there is no reasonable grounds to suspect any money laundering or terrorist
financing activity.

Further, the BNB will capture and analyze the documents and information about the applicant (Article
19a.). In case the applicant/acquirer is a natural person, the application should contain the following:

1. the full name of the applicant, citizenship, identity card number, permanent and present address;
2. a certificate showing no previous conviction or relevant criminal records;

3. details on qualifications and professional experience;

4. information about previous compulsory administrative measure/disciplinary actions.

The BNB will also capture information about the financial condition of the acquirer in terms of assets
(revenues and earnings, including their sources, property owned) and liabilities (pledges, mortgages
in favor of third parties, issued guarantees and other commitments). The BNB will also check about
the existence of possible financial linkages or interests of the applicant with affiliated persons of the
bank, including bank shareholders, members of the board or controlling bodies, or with any person
that may cause conflict of interest with the bank.

In case the applicant is a legal entity, the BNB will require other information: a certified transcript of
the Articles of Association, a list of the shareholders (associates/partners) of the applicant up to the
ultimate owner; the structure and allocation of its capital among the shareholders (as-
sociates/partners); a list containing the names and addresses of the persons who manage or rep-
resent the applicant, together with detailed written data on their qualifications and professional
experience; a description of the group structure if the applicant participates in a group as a
subsidiary or as a parent entity, along with its organizational and intra-group corporate structure,
specifying relevant participation shares of the other persons in the group, as well as a description of
the business activity of the group. The annual financial statements of the applicant for the last three
years will also be submitted.

In case the applicant is a trust that already exists or will be established after the acquisition, the
following documents and information shall be submitted:

1. the names and addresses of the persons who will manage the assets of the trust under the terms
and procedure of the contract establishing the trust and their respective shares in distribution of the
asset management income;

2. the names and addresses of the persons up to the ultimate owner who are beneficial owners of
the legal entity.

In addition to collect data on the applicant, the BNB is, by law, obliged to perform other diligence
before granting the approval, particularly in relation to the targeted bank. The central bank will be
provided with information permitting an understanding of the rationale of the transfer of ownership
and its possible impact of the targeted bank. As prescribed by LCI art. 19b the following documents
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and information concerning the target bank will be submitted:

1. data on the overall aim of the acquisition, the total number of shares acquired; the nominal and
total value of the shares, the single and total acquisition price of the shares and their amount in the
total capital, in percentage;

2. a written declaration concerning the origin of the financial funds for the acquisition;
3. a declaration and documents on the financing of the acquisition specifying the source of the funds
and the means used to provide (transfer) funds for the acquisition.

It is noteworthy that the quantity of information to be submitted by the prospective acquirers —
acting alone or in concert- increases according to the level of targeted holding (less than 20 percent,
between 20 and 50 percent).

Pursuant to Art. 32 of the same law, where a person has acquired 3 or more than 3 per cent of the
shares or the voting rights, the Central Depository shall notify the BNB of the person’s name and
address following the recording of acquisition in the book of shareholders.

In practice, the request for transferring significant ownership is processed by the Legal Directorate
which can request additional information to the applicant, if needed. A memo will be drafted,
containing an opinion on the application and will be presented to the Deputy Governor in charge of
banking supervision, for review. The latter will make a determination on the application and will sign
an official order for approval. It is worthwhile mentioning that the DG has full discretion to approve —
or reject- any request for change in shareholding, irrespective of the amount of targeted holding.
The approval will take the form of an official order of the DG in which the later “ascertaines that the
conditions for issuance of the approval are met.” The order is an individual administrative act and can
be challenged before the administrative court.

The supervisor has the power to reject any proposal for a change in significant ownership, including

EC3 L . S . o .
beneficial ownership, or controlling interest, or prevent the exercise of voting rights in respect of
such investments to ensure that any change in significant ownership meets criteria comparable to
those used for licensing banks. If the supervisor determines that the change in significant ownership
was based on false information, the supervisor has the power to reject, modify or reverse the change
in significant ownership.

aD:jcfrilnp;:i;s As a result of the guality assessm.en.t of the proposgd acqu.irer, as dgscribed un.der EC2, the BNB will

re EC3 issue or refuse to issue the permission. Clearance will be given only if the BNB is assured of the

suitability and adequacy of the quality of the proposed acquirer, including its financial strength,
qualified experience and integrity. In that respect, BNB due diligence will be comparable to those
applied for licensing.

As stipulated in the LCI, transactions, decisions and actions concluded and taken without BNB
preliminary approval are declared null and void. The same applies when, for example, the acquisition
of ownership was based on false or partial information. This will also be the case if there are
reasonable grounds to suspect that, in connection with the proposed acquisition, money laundering
or terrorist financing is being or has been committed or attempted, or that the proposed acquisition
could increase the risk thereof. Further, the righting votes of the shareholder(s) involved can be
suspended or the BNB can issue a written order instructing the shareholder to dispose its shares
wrongly acquired.

Over the past 5 years, 16 requests for transfer of significant ownership have been approved. There
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were no formal refusals. After prior consultations with the DG of the BNB in charge of Bank
supervision department (as required according to BNB regulation #2), some intentions for
acquisitions were withdrawn.

EC4

The supervisor obtains from banks, through periodic reporting or on-site examinations, the names
and holdings of all significant shareholders or those that exert controlling influence, including the
identities of beneficial owners of shares being held by nominees, custodians and through vehicles
that might be used to disguise ownership.

Description
and findings
re EC4

As indicated in the LCI, banks licensed in the Republic of Bulgaria shall notify the BNB within 7 days
from becoming aware of any acquisition or disposal of shares of their capital, as a result of which the
shareholders’ holdings exceed or fall below any of the thresholds contemplated in the law (Article 28,
paragraph 1). Further, on a monthly basis, banks are required to submit to the BNB reports detailing
bank’s shareholders who hold qualifying holdings. Banks should indicate in these reports the name
of the shareholders as well as the size of their holding.

As described in the BNB Risk Assessment System manual, the BNB verifies the quality of
shareholders’ participation primarily through on-site inspections and, discretionally, by requiring
additional information for off-site supervision purposes. In that regard, every year, all changes in
ownership structure of banks is assessed by the SSD. The department uses different sources of
information including banks’ report and data from the Central Depository. Moreover, The assessors
reviewed a series of reports prepared by the SSD in which particular attention has been paid to
ownership composition, financial status of companies holding qualifying interest as well as ultimate
beneficial ownership of those companies. In that respect, several gaps and missing information, in
particular on the true identity of UBOs located overseas have been detected and reported to BNB
management (see CP 5 for more details).

EC5

The supervisor has the power to take appropriate action to modify, reverse or otherwise address a
change of control that has taken place without the necessary notification to or approval from the
supervisor.

Description
and findings
re EC5

The LCI contains some enforcement provisions that allow the BNB to take appropriate actions. The
Central bank can suspend the voting rights attached to the shares wrongly acquired. Another
possible supervisory action is a written order issued by the BNB to force the sale of the shares which
were acquired without prior permission. It is worth mentioning that under Article 28 of the LC,
shares acquired without obtaining the appropriate approval from BNB are “null and void.” The
mission was also informed that the Officer in charge of the Trade register has to ensure that new
acquisitions have received BNB approval.

EC6

Laws or regulations or the supervisor require banks to notify the supervisor as soon as they become
aware of any material information which may negatively affect the suitability of a major shareholder
or a party that has a controlling interest.

Description
and findings
re EC6

There is no such requirement in the Bulgarian law.
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Assessment
of principle 6

Materially Non Compliant.

Comments

The mission reviewed a recent file of a proposed acquisition of significant ownership in a bank by a
local private company. The analysis performed by the LSA and the due diligence to ascertain that the
acquisition of shares will not have negative impact of the bank were found adequate. The BNB
determined in particular whether the documents and information submitted with the application
show that the proposed acquirer possesses financial stability and has declared that if a financial
support for the development of the Bank’s activities is needed or in case of financial difficulties the
later could provide additional funds. The LSA also ascertained that there will be no change in the
control the acquirer exercises over the Bank and that there are no indications that the acquisition will
cause breach of the applicable supervisory regulations.

However, the mission also considered a change of control/acquisition between two banks — ie the
100 percent acquisition by KTB of a French subsidiary (CB Victoria, former name Crédit Agricole,
Bulgaria EAD) in June 2014. With respect to this acquisition, the most recent development with the
collapse of KTB almost concomitant to the purchase of a subsidiary of a French SIFI” raises questions
about the adequacy of BNB internal processes for change of control just as much for acquisitions. It
seems that due diligence was not robust or intrusive enough to ascertain that the acquirer (KTB) had
the risk management capacity to properly manage the subsidiary and that, conversely, the subsidiary
would be prudently managed by its new parent. In assessors’ opinion, the change of control left CVB
in less stable/vulnerable position due to a failure to consider KTB properly in the light of “parent of a
bank.” Changes of control are by their nature fairly uncommon events in most jurisdictions and as a
result, supervisory expectations are high in ensuring that transfer of significant ownership is
performed in a consistent way from the perspective of both parties. It is also important to bear in
mind that these types of transactions must in fact pass two tests. It is not inevitable that passing CP7
as discussed below means that CP6 is satisfied.

Implementing some mechanism to consult the external auditors before any major acquisition would
be beneficial as well.

Some improvements described below would be needed.

The BNB has a full range of option to enforce legal provisions in relation to transfer of ownership in
banks. It would be, however, useful to add a clear provision in the LCI stipulating that a person who
no longer meets the requirement for holding equity (e.g., when exercising an influence that might
jeopardize bank’s sound management) cannot further hold directly or indirectly new shares in the
bank. The authorities should also set a specific timeframe for that prohibition and also get the power
to ban the same person from holding interest, directly or indirectly in other banks.

The LCI does not contain a provision requiring banks to notify the supervisor as soon as they become
aware of any material information which may negatively affect the suitability of a major shareholder
or a party that has a controlling interest.

%7 The share of this bank (renamed CB Victoria) accounted for a mere 0.45 per cent of banking system assets by June

2014.
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It is recommended to:

Establish stronger mechanism to ascertain that the new owner, beyond its financial soundness, has
the risk management capacity to properly manage the acquisition.

Institute a mechanism whereby external auditors' opinions are sought before approving a major
transfer of significant ownership.

Provide BNB more powers over shareholders who no longer meet the requirement for holding
equity in banks.

Include in the law a provision requiring banks to notify the supervisor as soon as they become aware
of any material information which may negatively affect the suitability of a major shareholder or a
party that has a controlling interest.

Principle 7

Major acquisitions. The supervisor has the power to approve or reject (or recommend to the
responsible authority the approval or rejection of), and impose prudential conditions on, major
acquisitions or investments by a bank, against prescribed criteria, including the establishment of
cross-border operations, and to determine that corporate affiliations or structures do not expose the
bank to undue risks or hinder effective supervision.

Essential

criteria

EC1 Laws or regulations clearly define:
a) what types and amounts (absolute and/or in relation to a bank’s capital) of acquisitions and
investments need prior supervisory approval; and
(b) cases for which notification after the acquisition or investment is sufficient. Such cases are
primarily activities closely related to banking and where the investment is small relative to the bank's
capital.

Description . . -

and fir?din . a) By virtue of Art. 28 of the LCI, a bank may not, without the preliminary approval by the BNB,

re EC1 g directly or indirectly acquire shares or voting rights in another bank licensed in the Republic of

Bulgaria, if as a result of such acquisition their holding becomes qualifying or if this holding reaches
or exceeds the thresholds of 20, 33 or 50 per cent of the shares or voting rights. Preliminary approval
from the BNB shall also be required where holdings become qualifying or the thresholds mentioned
above are reached or exceeded as a result of acquisition of shares in the stock exchange or another
regulated market of securities.

Opening a branch in a third country is also subject to BNB approval in consonance with Art. 29, para.
1, point 1 of the LCL The same obligation to seek BNB clearance applies to other acquisitions realized
through merger (LCI - Art. 29, para. 1, point 8. as well as to the acquisition of control over a bank
with a seat abroad (Art. 29, para. 1, point 8).

To obtain approval, the bank shall notify the BNB via a written proposal of their decision on
acquisition within the meaning of Article 28 and attach all necessary documents specified in BNB No
2 on "Approvals and Permissions Granted by the Bulgarian National Bank According to the Law on
Credit Institutions.”
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It is worthwhile noting that acquisitions of banks in a non-financial company do not require
notification —even ex post- and thus are not subject to supervisory approval. In that regard, Bulgaria
applies the requirements of Art. 89 of Regulation (EU) No. 575/2013 for qualifying holdings outside
the financial sector. Furthermore, Art. 26 of BNB Ordinance No. 7 on Organization and Risk
Management of Banks states that as regards the application of Article 89, paragraph 3 of EU
Regulation above mentioned, the bank may not have qualifying holdings in an entity outside the
financial sector, which exceeds the individual limit of 15 percent of eligible capital and the aggregate
limit of 60 percent of eligible capital.

b) According to the BNB, there is no case for which notification after the acquisition or investment is
sufficient.

EC2 Laws or regulations provide criteria by which to judge individual proposals.

Descripti

asjcfrilnp;:zns The conditions for judging individuals proposals for major acquisitions are laid out in the LCI as well
re EC2 g as in the ordinance No2.

As stipulated in the LCI, the BNB shall carry out an assessment based on the documents and
information provided by the proposed acquirer, as well as on the basis of other information and
documents. BNB will issue the approval having regard to the potential influence of the proposed
acquirer on the credit institution in order to ensure its sound and prudent management. Due
consideration will be paid to the suitability and financial soundness of the proposed acquirer. The
assessment shall be based on each of the following criteria:

1. the reputation of the proposed acquirer;

2. the financial soundness of the proposed acquirer, in particular in relation to the type of business
pursued and envisaged;

3. the reputation, knowledge, skills and experience of the members of the management boards
(boards of directors) and board of supervisors, as well as senior management, who will direct the
business of the bank as a result of completion of the proposed acquisition;

4. whether the bank will be able as of the moment of acquisition to comply and continue to comply
with the prudential requirements based on the effective legislative framework, including the LCI

5. whether there are reasonable grounds to suspect that, in connection with the proposed
acquisition, money laundering or terrorist financing is being or has been committed or attempted,
or that the proposed acquisition could increase the risk thereof.

The requirements for considering the application are further elaborated in Articles 18-19¢ of BNB
Ordinance No. 2. During the procedure of considering an application for major acquisition, the BNB
may request from the applicant to submit additional information with the purpose of ascertaining
that all conditions for granting the approval are met. The BNB shall come up with a decision on the
application for granting permission within a three-month period after its receipt. Besides the grounds
detailed above, the BNB can reject the acquisition if the documents submitted by the applicant
contain incomplete, inconsistent, improper or untrustworthy information.

The conditions for acquiring control over a bank with residence abroad are stipulated in art. 29 and
30 of BNB Ordinance No. 2. The bank shall submit an application to the BNB along with several
supporting documents, including (i) data about the type, number, single and total nominal value of
the shares that will be acquired, their portion in the bank’s capital and acquisition price; (ii) data
about the type, number, single and total nominal value of the shares, already possessed, their
portion in the bank’s capital and acquisition price; (iii) documents and data about the bank to be
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acquired; (iv) a certified transcript issued by the respective Commercial Register with current
information concerning the name, registered office and head office address of the bank, its legal
organizational structure and the persons who represent and manage the bank; (v) audited financial
statements of the foreign bank for the last two years; (vi) a certified transcript of the Articles of
Association (Act of Association) of the bank; (vii) information about bank’s related persons; and, most
importantly, (viii) an economic substantiation of the reasons to acquire a bank with residence abroad.

The analysis of the project for major acquisition is led by the Legal Directorate that will review, in
addition to the materials stipulated in the regulations, other important data including prudential
reports, financial conditions of the purchaser, liquidity report on both solo and consolidated basis of
the new bank. The BNB will ascertain whether the acquirer has enough liquidity and can cover
additional CAR. Moreover, consideration will be given to the strategy of the acquirer, particularly vis-
a-vis the target bank (change of business model, business strategy, closing of branches, etc.). In this
analysis, the Legal department will seek the opinion of the inspectors of the Credit Institution
Directorate before submitting the application to the Deputy Governor for final decision.

EC3

Consistent with the licensing requirements, among the objective criteria that the supervisor uses is
that any new acquisitions and investments do not expose the bank to undue risks or hinder effective
supervision. The supervisor also determines, where appropriate, that these new acquisitions and
investments will not hinder effective implementation of corrective measures in the future.”® The
supervisor can prohibit banks from making major acquisitions/investments (including the
establishment of cross-border banking operations) in countries with laws or regulations prohibiting
information flows deemed necessary for adequate consolidated supervision. The supervisor takes
into consideration the effectiveness of supervision in the host country and its own ability to exercise
supervision on a consolidated basis.

Description
and findings
re EC3

As explained above, the BNB will perform a series of due diligence in relation to the project for major
acquisition. The Central bank will ascertain that the acquisition will not expose the bank to undue
risks. Also, in case of acquisition abroad, the BNB will pay attention to the requirements set forth in
the Regulation (EU) No 575/2013, in particular whether the group of which the bank will become a
part has a structure that makes it possible to exercise effective supervision, effectively exchange
information among the competent authorities and determine the allocation of responsibilities
among the competent authorities.

Yet, the mission could not find any specific provision according to which the BNB also determines,
where appropriate, that these new acquisitions and investments will not hinder effective
implementation of corrective measures in the future.

EC4

The supervisor determines that the bank has, from the outset, adequate financial, managerial and
organizational resources to handle the acquisition/investment.

Description
and findings

The notification to the BNB (by submitting an application) is the trigger for initializing the procedure

8 In the case of major acquisitions, this determination may take into account whether the acquisition or investment
creates obstacles to the orderly resolution of the bank.
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re EC4 for granting an approval for major acquisition. According to Ordinance No2, the BNB determines that
the bank has adequate financial, managerial and organizational resources to handle the acquisition
(see EC 1 above and comments below).

EC5 The supervisor is aware of the risks that non-banking activities can pose to a banking group and has
the means to take action to mitigate those risks. The supervisor considers the ability of the bank to
manage these risks prior to permitting investment in non-banking activities.

Description

and findings As indicated under EC1, acquisitions of banks in a non-financial company are not subject to

re EC5 supervisory approval. It is understood, from the discussion with the BNB, that there is no particular

process in that regard. Since Bulgaria applies the EU Regulation 575/2013 without any additional
diligence, it is difficult to ascertain that the BNB will be in a position to monitor that a bank
processing a major acquisition in non-financial sectors does not evade the regulatory limits
(individual limit of 15 percent of eligible capital and the aggregate limit of 60 percent of eligible
capital). The mission was told that in case of breach with the EU limits, deduction from CET 1 will be
applied. Yet, in the absence of formal BNB approval, there is no mean to determine whether an
investment in or major acquisition of a non-banking company does not pose a risk to the group. The
BNB has no ability either to ascertain that the bank has the ability to manage the risk.

Additional Criteria

The supervisor reviews major acquisitions or investments by other entities in the banking group to

Act determine that these do not expose the bank to any undue risks or hinder effective supervision. The
supervisor also determines, where appropriate, that these new acquisitions and investments will not
hinder effective implementation of corrective measures in the future.”? Where necessary, the
supervisor is able to effectively address the risks to the bank arising from such acquisitions or
investments.

Description It is not a.LfSUE?| (or frequgnt) practice for BNB to approve thfe major acquisitif)ns or invgstments by

and findings other entities in the banklng group. Accordl.ng to BNB practlcg and obse.rvatlorms, s.uch investments

re AC1 are rare and they are not driven by speculative or regulatory circumvention objectives. Most of them

relate to set-up or buying companies which perform ancillary services to the primary banking
business. However, the activities of such entities are being subject to checks and review
predominately within the process of supervisory review and on-site inspections, as well as when
there are relevant comments on that topic, it is put either in the Capital, Earnings or Management
section (depending on the major risk driver related to that investment). The risks raised from non-
bank activities, including the investments and acquisitions of the entities within the group in cases of
the cross-border banking groups, are also being discussed within the supervisory colleges. As
indicated by the BNB, there have been cases in the past where a bank approaches the BNB to discuss
it's planned acquisition of another non-bank company, but the main purpose of the meetings has
been to discuss whether (and how) those entities shall be consolidated in the financial reports, as
well as what will be the effect on the overall corporate structure.

% please refer to the footnote under Principle 7, Essential Criteriaon 3.
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Assessment
of Principle 7

Largely Compliant.

Comments

The following aspects warrant attention:

In the past five years, three major acquisitions have been approved by the BNB. Two acquisitions
concerned a Bulgarian bank acquiring respectively 100 percent of a Bank located in the Republic of
Macedonia and 75.961 percent of a bank established in Russia.

As discussed under EC 1, acquisitions of banks in a non-financial company do not require notification
—even ex post- and thus are not subject to supervisory approval. In that regard, Bulgaria applies the
requirements of Art. 89 of Regulation (EU) No. 575/2013 for qualifying holdings outside the financial
sector.’® However, beyond the regulation, the BNB has not established any particular protocol or
procedure in relation to major acquisition of banks in non-financial companies. As a result, the BNB
seems to lack the systematic ability to (i) assess compliance with the limits, (ii) determine whether an
investment in or a major acquisition of a non-banking company does not pose a risk to the group
and (iii) ascertain that the bank has the ability to manage the risk, especially the risk relative to
regulatory capital.

In the past, the BNB regulation #17 contained some restrictions in terms of acquisition/investments
in certain sectors (e.g., real estate) but the ordinance has been repealed.

The approval for major acquisitions is processed by the Legal Directorate with inputs from the
banking supervision directorate. An opinion is formed as to whether the acquisition meets all criteria
stated in the LCI and the BNB ordinance and whether the project is sound from a financial/prudential
perspective. The final decision to approve or reject the acquisition rests with the Deputy Governor in
charge of banking supervision only, irrespective of the magnitude of the acquisition. The mission was
told that consultation with the Bulgarian Commission on Protection of Competition is established but
no formal protocol has been defined. It is not clear either whether the acquisition that has been
approved by the BNB is subject to follow up review; here again, the mission understood that the
Credit Institution Directorate is responsible for that but no evidence has been given to the mission
about the materiality of this mechanism.

Against the background, it is recommended to:
Subject any major acquisition to a formal follow up mechanism to ascertain that the new activities
acquired do not expose the bank to undue risks.

Subject major acquisitions in non-financial companies to enhanced BNB scrutiny, in particular with
respect to the compliance with limits. BNB also needs to know that (i) the structure will not bring

additional risks and (ii) actions can be taken to mitigate riks.

Explore the possibility to set restrictions for major acquisitions in non-financial sectors deem to pose
particular concern.

Establish an explicit provision by which the supervisor determines, where appropriate, that new

3 the bank may not have qualifying holdings in an entity outside the financial sector, which exceeds the individual
limit of 15 percent of eligible capital and the aggregate limit of 60 percent of eligible capital.
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acquisitions and investments will not hinder effective implementation of corrective measures in the
future.

Principle 8

Supervisory approach. An effective system of banking supervision requires the supervisor to
develop and maintain a forward-looking assessment of the risk profile of individual banks and
banking groups, proportionate to their systemic importance; identify, assess and address risks
emanating from banks and the banking system as a whole; have a framework in place for early
intervention; and have plans in place, in partnership with other relevant authorities, to take action to
resolve banks in an orderly manner if they become non-viable.

Essential

criteria

EC1 The supervisor uses a methodology for determining and assessing on an ongoing basis the nature,
impact and scope of the risks:
(a) which banks or banking groups are exposed to, including risks posed by entities in the wider
group; and
(b) which banks or banking groups present to the safety and soundness of the banking system
The methodology addresses, among other things, the business focus, group structure, risk profile,
internal control environment and the resolvability of banks, and permits relevant comparisons
between banks. The frequency and intensity of supervision of banks and banking groups reflect the
outcome of this analysis.

Description Since 2014, the BNB has been under a legal obligation to undertake supervision to evaluate (1) risks

and findings to which the banks are or might be exposed and (2) risks banks pose to the financial system. In

re EC1 respect of item (2) the BNB must take into consideration the work of the EBA and the ESRB. (Art

79¢(1)LCI).

The methodology used by the BNB to determine and assess the nature, impact and scope of risks to
which banks and the banking system are exposed rests primarily on the Supervisory Review and
Evaluation Process (SREP).

The SREP is part of the overall Pillar 2 process, (Pillar 2 being the Supervisory Review Process of the
Basel capital framework) and is a key tool to relate risk to an appropriate level of capitalization of the
banks. In other words, The SREP is to ensure that institutions have sufficient capital to support all
material risks to which their business exposes them. It should therefore reinforce the link between
risk and capital, so that the institution’s risk management strategy, approaches and systems are
integrated with its capital planning and thus the SREP is not a purely quantitative approach but
requires qualitative assessment of each type of risk and its management, within the overall context of
the institution’s internal governance. The BNB reviews the arrangements, strategies, processes and
mechanisms implemented by the credit institutions and determines whether they ensure sound
management and coverage of their risks.

The Supervisory Review and Evaluation Process (SREP) must take into account the nature, size and
complexity of the bank’s operations, and supervisory measures should be imposed, as required. This
process includes:

assessment of the bank's risk profile based on a review of all significant risks and reflecting the
quality of risk measurement, reporting, and monitoring systems;
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e verification of the adequacy and stability of the bank’s internal control and Internal Capital
Adequacy Assessment Process (ICAAP) systems;
e verification of own funds and internal capital adequacy corresponding to the bank’s risk profile.

The SREP is performed on a consolidated basis, but there is a focus on assessing the individual risk
profiles and management systems of the individual banks belonging to the relevant group, and the
overall SREP takes into account the position of the individual banks within the group.

The key factors that may be taken into consideration by BNB's Banking Supervision Department in
the Supervisory Review and Evaluation Process are:

e level, structure and stability of regulatory capital;

e credit risk, including concentration risk;

e market risk;

e operational risk;

e interest rate risk in the banking book;

e liquidity risk;

e ability to generate profit;

e organisational structure of the bank, including corporate governance and internal control;

e financial measures against money laundering and terrorism, financial crimes and reputational risk;
e level and allocation of internal capital depending on the specific risk profile of the bank.

The BNB must also determine the frequency and intensity of the review and evaluation having regard
to the size, systemic importance, nature, scale and complexity of the activities of the credit institution
concerned and taking into account the principle of proportionality. Nevertheless, the review and
evaluation must be updated at least on an annual basis — as required by the legislation.

The Supervisory Review and Evaluation Process (SREP) is structured with a view to ensuring
consistency of treatment across banks, keeping in mind that institutions differ in risk profile, strategy
and management. The findings or “result” of the SREP is a score or rating obtained by the BNB
comparing the results of RAS (Risk Assessment System) and the assessment of Risk factors (and
including risks and risks controls not covered under RAS) with the outcome of the ICAAP and
analyzing the consistency of these separate processes. This approach facilitates constancy of
treatment across the banking sector.

EC2 The supervisor has processes to understand the risk profile of banks and banking groups and
employs a well defined methodology to establish a forward-looking view of the profile. The nature of
the supervisory work on each bank is based on the results of this analysis.

Description The Risk Assessment System (RAS) is the tool used by the Banking Supervision Department to

and findings organize and perform an assessment of the bank's risk profile. The RAS is structured so as to provide

re EC2 common guidance, applied consistently to all credit institutions as the first phase of SREP. Through

the RAS, the BNB assigns assessment scores to the material risks and controls in the bank and the
quality of their management.

The RAS is part of the Supervisory Review and Evaluation Process and includes an assessment of each
significant risk. The system includes and operates two core methods: CAMELOS (used for the
assessment in on-site inspections) and CAEL (used for the ongoing off-site assessment of the bank).
The CAMELOS is performed annually, based on findings from on-site inspections, although it should
be noted that inspections are not always performed annually, and the CAEL is updated quarterly
though offsite evaluation.

The CAMELOS composite rating is based on detailed quantitative and qualitative analysis of the
overall bank's activity, including its risk profile, financial status and the adequacy of the internal
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control and management mechanisms. The seven basic components used for making this
assessment are:

C - capital adequacy;

A - quality of assets and credit risk;

M - management and internal control;

E - earnings and profitability;

L - liquidity risk and ability to meet liabilities;
O - level and management of operational risk;
S - sensitivity to market risk.

CAEL component ratings are based on quantitative assessment of all bank'’s activities, including: risk
profile, financial situation and adequacy of the internal control and management mechanisms. The
four main components are:

C - capital;

A - asset quality;
E - earnings;

L - liquidity.

Component ratings for both internal assessment systems (CAMELOS and CAEL) vary from 1 to 5. The
composite RAS rating of 1 represents the best performance, very good systems for risk management
and requires minimal supervisory attention. Composite rating 5 is the worst score and shows critical
performance weak or missing systems for risk management and requires maximum attention from
the supervisor. The rating system is also designed to be forward looking, in common with good
practice elsewhere, so the direction of risk is indicated for the ratings.

EC3 The supervisor assesses banks’ and banking groups’ compliance with prudential regulations and
other legal requirements.

Description Under the LCI (Art 79), the BNB is required to supervise banks, including to ensure the observance of

and findings the rules of the Law. The LCI (Arts 89-101) provide that supervision shall also take place on a

re EC3 consolidated basis for the banking groups.

EC4 The supervisor takes the macroeconomic environment into account in its risk assessment of banks
and banking groups. The supervisor also takes into account cross-sectoral developments, for
example in non-bank financial institutions, through frequent contact with their regulators.

Description A Macro-prudential Analysis and Strategy Directorate (MPASD) was established in 2009 within the

and fir?din s Banking Supervision Department with the responsibility for addressing the macro-prudential issues

re ECA 9 and challenges facing the banking system in Bulgaria. The MPASD was responsible for carrying out

stress test simulations, developing and proposing macro-prudential instruments and evaluating the
risks facing the banking system. It actively cooperated with the Financial Stability Directorate, formed
in the beginning of 2010. The main analyses of the two units was presented to the BNB Governing
Council through the Report on the State of the Banking System and the Financial Stability Report.
The MPASD and the Financial Stability Directorate supported the BNB participation in the work of the
ECB (FSC) and the ESRB and the MPASD supported the EBA in its work on studying the risks and
vulnerabilities of the EU banking system.

Following the LCI amendments and the explicit macro-prudential mandate of the BNB for the
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banking system, the Macro-prudential Supervision and Financial Stability Directorate was established
in April 2014. The reorganization was designed to reflect the need to achieve synergies between the
fields of financial stability and prudential supervision and to further strengthen the analysis and skills
base. The changes also responded to the new EU supervisory architecture (European Systemic Risk
Board (ESRB) and the European Supervisory Authorities) and the ESRB recommendation on the
macro-prudential mandate of national authorities.

The new Macro-prudential Supervision and Financial Stability Directorate is responsible for
evaluating and proposing, as necessary, macro-prudential measures and instruments; formulating
recommendations and requirements for to the banking system (via BNB Governing Council
decisions), participating in proposals for revisions of secondary legislation (BNB ordinances) and
other regulations. The directorate carries out a regular review of the macroeconomic environment
and potential macro-related risks for the banking system. This includes, for example, the
indebtedness of households and non-financial corporations, their financial profile and the quality of
their loan portfolios. The directorate seeks to employ forward-looking approaches and its work
examines major factors on the demand-side for credit (households and non-financial corporations) -
eg through collection of data not only on credits that have been granted, but on credits that have
been rejected.

An additional layer of the financial stability analysis is the regular monitoring of the data for non-
bank financial institutions, focusing mostly on pension funds, insurers, leasing and credit companies.
Interconnectedness with the banking system is monitored, as well as the main risks stemming from
their exposures and activities. The analysis is presented in the “Report on the state of the banking
system.” Since the merger of the financial stability unit into the Banking Supervision Department this
material has been augmented to incorporate parts of former financial stability report — focusing on
the macroeconomic risks for the banking and risks stemming from the cross-sectoral developments.

The work of the directorate, and its support for the supervisory analysis also is also based on
cooperation with other divisions of the BNB that focus on the analysis of international financial
markets (re FX reserves management) and the local economy.

In terms of cross sectoral work the BNB regularly communicates with the FSC (the supervisor of the
non-bank financial sector) and exchanges information. The working level relationships are in addition
to the official framework for communication and cooperation between the two supervisory
authorities which were introduced with the establishment of the Financial Stability Advisory Council,
FSAC. The FSAC consists of the Minister of Finance, the Governor of the BNB and the Chairman of the
FSC. The FSAC is chaired by the Minister of Finance, and decisions are taken by consensus. The FSAC
can address proposals and recommendations to its members in connection with regard to the
protection and maintenance of the financial stability, prevention and management of financial crises.
Moreover, with regard to the improvement of macro-prudential policies in the country, the FSAC has
the responsibility for discussing any proposals arising from recommendations or warnings of the
European Systemic Risk Board (ESRB). The Council also has the responsibility for approving a national
action plan in the event of crisis. The FSAC meets quarterly, though can meet more often as needed
and is supported by a standing committee at the expert level.

The BNB also cooperates with the FSC and the Ministry of Finance in the context of international
work connected with the ECB's Financial Stability Committee and the European Systemic Risk Board
(ESRB).

EC5

The supervisor, in conjunction with other relevant authorities, identifies monitors and assesses the
build-up of risks, trends and concentrations within and across the banking system as a whole. This
includes, among other things, banks’ problem assets and sources of liquidity (such as domestic and
foreign currency funding conditions, and costs). The supervisor incorporates this analysis into its
assessment of banks and banking groups and addresses proactively any serious threat to the stability
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of the banking system. The supervisor communicates any significant trends or emerging risks
identified to banks and to other relevant authorities with responsibilities for financial system stability.

Description
and findings
re EC5

The monitoring and assessment of risks, trends and concentrations within and across the banking
system as a whole is carried out by the Macorprudential Supervision and Financial Stability
Directorate, part of the Banking Supervision Department described above. The assessors saw
extensive analysis performed by this directorate. In order to effectively perform its tasks and
objectives the directorate monitors and analyses a range of indicators for the separate banks and the
banking system as a whole. Examples include:

Analysis of asset quality: monitoring of different categories of classified loans, accumulated
impairment and coverage with provisions, including by economic sectors, etc.

Profitability: the department follows the dynamics of indicators such as ROE, ROA, net interest
margin, return on interest-bearing assets, price of interest-bearing liabilities, funding cost, analysis of
income sources, price strategies according to banks and instruments, analysis of core v.s. non-core
activities.

Capital adequacy: analysis naturally covers the total and common equity tier I capital adequacy,
leverage, excess capital, capital composition, tendencies and sources of capital formation and
support, etc.

Liquidity: examples of liquidity monitoring indicators encompass liquidity ratios by maturity brackets,
share of liquid assets to attracted funds, currency composition, matching liquidity flows based on
scenarios, etc.

FX lending (loans in non-euro currencies)/US dollar funding: the BNB has implemented a framework
for continuous monitoring and control of FX positions of all banks ever since the early 1990s.
Reporting requirements have adapted to developments in the banking system and now includes
reporting on the net FX position as a percentage of own funds, liquidity reporting for inflows and
outflow in foreign currency (e.g., according to Ordinance No. 11 by currency. Currently for the
purposes of monitoring FX lending and funding in foreign currencies the BNB Banking Supervision
Department has separate reporting templates on monthly and quarterly basis. In addition to
supervisory reporting, the BSD analyses data from the credit register and monetary statistics, broken
down by currency. A special reporting form encompasses indicators on FX funding, FX swaps,
currency and maturity mismatch for the major foreign currencies. US dollar exposures are also
monitored. This reporting allows the BNB to follow the ESRB recommendation on FX lending
although the reporting requirements pre-date the recommendation.

The directorate further incorporates all the analytical work in “its assessment of banks and
banking groups” by:

. Preparing periodical and ad hoc analyses of the tendencies and major risks facing the banking
system;

. Developing and timely updating the stress-testing methodology, measuring the sensitivity of
banks and the banking system to changing risk factors within their activities;

In order to "address proactively any serious threat to the stability of the banking system,” the MPSFS
directorate also carries out:

. Analysis of the effectiveness of different macroprudential instruments, applied by other
supervisory authorities;
. When necessary the directorate develops macroprudential instruments and proposes

approaches for their introduction with the purpose of minimizing the risks for the banking system
stability in the country;
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The Deputy governor in charge of the BNB Banking Supervision Department, when necessary, issues
letters to specific banks or the system as a whole to address certain risks or vulnerabilities. Legally
binding measures are also applied. For example in 2014, the BNB implemented a capital conservation
buffer of 2.5 percent and a systemic risk buffer of 3 percent effective as of October to be applied to
all banks in the banking system.

As noted in the previous response, in discharging its obligations the BNB regularly communicates
with the FSC (the supervisor of the non-bank financial sector) and exchanges information at an
expert level. The BNB and FSC also cooperate in terms of on-site inspection of banks for whom the
FSC also has regulatory responsibility, such as when the bank is also a custodian bank.

Furthermore, and as noted in EC4, the official framework for communication and cooperation
between the two supervisory authorities is covered by the FSAC.

EC6

Drawing on information provided by the bank and other national supervisors, the supervisor, in
conjunction with the resolution authority, assesses the bank’s resolvability where appropriate, having
regard to the bank's risk profile and systemic importance. When bank-specific barriers to orderly
resolution are identified, the supervisor requires, where necessary, banks to adopt appropriate
measures, such as changes to business strategies, managerial, operational and ownership structures,
and internal procedures. Any such measures take into account their effect on the soundness and
stability of ongoing business.

Description
and findings
re EC6

The BNB is required, under, the LCI (Art 121a) to prepare a plan for orderly resolution of each bank,
licensed in the Republic of Bulgaria, which might be applied if the bank is in financial difficulties.
These resolution plans should be updated regularly and banks are required to provide the BNB with
all the requisite information to prepare such plans. Banks were required to submit their recovery
plans to the BNB by end November 2014. Not all banks met the deadline and the BNB has also
sought information as necessary from the relevant EU home state supervisors — both bilaterally and
through supervisory colleges. The BNB has set internal deadlines to conduct its resolution analysis
and prepare the resolution plans. At the time of the BCP assessment this project had not been
completed.

The deadline for implementing the EU Bank Recovery and Resolution Directive (BRRD, 2014/59/EU) in
Bulgarian law was the end of 2014, but at the time of the assessment the directive had not yet been
transposed. Technically, therefore “resolvability assessment” does not currently exist as a concept in
Bulgarian banking law. It is informally anticipated that the BNB will be the competent authority to be
vested with resolution powers for banks but final confirmation was still awaited and there is no
formal political assurance on this point. It was hoped, at the time of assessment, that the legal
transposition could be made by July 2015, but slippage of the timetable was possible.

Notwithstanding the lack of transposition of the BRRD, the LCI already provides significant powers to
the BNB to address business strategy, managerial, operational, ownership structures and internal
procedures. Hence, where bank-specific barriers to orderly resolution are identified, the BNB may
impose a comprehensive suite of measures provided in the LCI, Article 103 (2).

EC7

The supervisor has a clear framework or process for handling banks in times of stress, such that any
decisions to require or undertake recovery or resolution actions are made in a timely manner.

Description
and findings
re EC7

Although the BRRD has not been implemented yet, the BNB has a number of important powers
should a bank experience stress, including the right to require a bank to submit a rehabilitation plan,
to appoint conservators or to place the bank under special supervision (Art 103(2)(21),(23) and (24)).

In terms of the BNB’s own framework for handing banks at periods of stress, the BNB indicated that
there is a formal written framework for crisis situations. Nevertheless, in the context of a small
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institution and well established working relationships, it is possible to be highly responsive to a crisis
situation without recourse to heavily formalized procedures. Records and documentation of
decisions and follow-up activity are fully maintained. The assessors discussed some concrete
examples with the BNB. It must be noted that the BCP assessment is not a specific assessment or
analysis of the circumstances surrounding the handling of the KTB crisis.

EC8

Where the supervisor becomes aware of bank-like activities being performed fully or partially outside
the regulatory perimeter, the supervisor takes appropriate steps to draw the matter to the attention
of the responsible authority. Where the supervisor becomes aware of banks restructuring their
activities to avoid the regulatory perimeter, the supervisor takes appropriate steps to address this.

Description
and findings
re EC8

The BNB has powers to act should it identify bank like activities outside the regulatory perimeter,
through the LCI (Art 79(9)) and this provision permits the gathering of information and on-site
inspections by the BNB. The BNB has investigated a few cases each year related to unlicensed
banking activity.

It is also worth noting that the LCI (Art 3a) requires an entity to be registered as a financial institution
if it carries out lending activities, granting guarantee or acquisition of bank loan portfolios. Ordinance
26, based on the LCI Article 3a, establishes the financial information and the procedures which must
be regularly presented to the BNB by a registered financial institution. These financial institutions
must also submit data to the Central Credit Register. The financial register therefore provides the
BNB with an additional tool to monitor the potential for bank-like entities to emerge.

While the BNB has never identified banks attempting to re-organise or restructure for purposes of
regulatory arbitrage or avoidance, the LCI again provides strong powers under Article 103 in the
event of an attempt to “bypass” the banking laws.

Assessment
of Principle 8

Largely Compliant

Comments

The BNB employs sound methodologies for the analysis and assessment of individual banks and
banking groups. This work is strongly enriched by the efforts of the macro-prudential and financial
stability directorate which has worked intensively to provide a spectrum of data and analysis to
provide differing perspectives and angles through which to assess the strengths and weaknesses of
the banking system. The assessors saw full sets of reports for a range of banks, including the regular
quarterly analyses, inspection reports and planning tools. More details are discussed in the individual
risk CPs but as a general comment, the methodology and supporting internal guidelines has resulted
in consistently detailed and nuanced reports on individual credit institutions.

The formality, in the sense of advance planning and documentation, of crisis management is
relatively light but this is mitigated by the fact that the banking supervision department of the BNB is
sufficiently small and streamlined not to require an elaborate system to be in place. The experience
of bank stress in June 2014 demonstrated that the BNB was able to identify relevant data, take
decisions, coordinate with other authorities - domestically and internationally - and put effective
measures into place to contain the potential for contagion. Nevertheless, despite quick actions in the
KTB case there may be scope for improvement of forward planning to deal effectively with crisis
scenarios.

Work on resolvability is lagging. The existing laws provide almost complete powers for the BNB to
carry out the necessary assessments and any required remedial action on resolvability, but factors
including the 2014 banking crisis, limited resources and the failure to transpose the BRRD on time,
have led to delay. It is welcome that the banking supervision department has progressed as far as it
has in these specific circumstances but criteria cannot be seen as fully met.
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Principle 9

Supervisory techniques and tools. The supervisor uses an appropriate range of techniques and
tools to implement the supervisory approach and deploys supervisory resources on a proportionate
basis, taking into account the risk profile and systemic importance of banks.

Essential

criteria

EC1 The supervisor employs an appropriate mix of on-site’ and off-site®® supervision to evaluate the
condition of banks and banking groups, their risk profile, internal control environment and the
corrective measures necessary to address supervisory concerns. The specific mix between on-site and
off-site supervision may be determined by the particular conditions and circumstances of the country
and the bank. The supervisor regularly assesses the quality, effectiveness and integration of its on-
site and off-site functions, and amends its approach, as needed.

Description The on-site and off-site supervision functions have been integrated into a single directorate in the

and findings banking supervision department of the BNB — the Credit Institutions Supervision Directorate - since

re EC1 2009.

The supervisory process therefore includes both on and off-site analysis. Off-site analysis is
performed according to a regular quarterly timetable based on quarterly (and monthly) returns,
supplemented with additional analysis as necessary — which may be required when a bank is subject
to enhanced supervision for example.

The duration and type of onsite inspections depend on the size, complexity, systemic importance,
risk profile and any identified problems and weaknesses in the course of the supervisory review of
the credit institutions. In principle the BNB seeks to operate an on-site supervisory inspection cycle of
18 to 24 months, though due to the stress in the banking system, particularly in 2014 and the
demands of implementing regulatory changes driven by the EU, this cycle has not been maintained
for all banks. The credit institution supervision directorate monitors all banks to ensure that priority
risks are taken into consideration and the inspection planning adjusted accordingly.

An inspection team, under its chief, is responsible for both on and off-site examination and analysis.
Each of the five inspection teams (where each team has approximately 5 staff), has the responsibility
for a portfolio of banks. The composition of the inspection teams is not subject to any formal
rotation requirements and can be static for extended periods, but the portfolio of banks is rotated
approximately every 3 years. The onsite examination for one of the larger and more complex banks
will typically be carried out by more than one inspection team. The BNB has policy experts (in the
supervisory policy directorate) who support the inspection teams but other than the team dedicated
to models analysis does not have internal risk specialists.

The duration of an on-site examination reflects the scoping of the particular inspection, whether
focused on a particular dimension of the bank (eg one of the CAMELOS risks) or whether it is full
scope. An examination could take between 3 weeks to a more extended 15 program. It was noted

31 On-site work is used as a tool to provide independent verification that adequate policies, procedures and controls
exist at banks, determine that information reported by banks is reliable, obtain additional information on the bank
and its related companies needed for the assessment of the condition of the bank, monitor the bank's follow-up on
supervisory concerns, etc.

32 Off-site work is used as a tool to regularly review and analyze the financial condition of banks, follow up on
matters requiring further attention, identify and evaluate developing risks and help identify the priorities, scope of
further off-site and on-site work, etc.
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that where the examination takes place over an extended period, the inspection team will interrupt
the examination to return to the BNB to perform the quarterly off-site analyses.

The BNB does not differentiate between domestic from foreign-owned institutions when defining the
frequency or setting the scope of on-site inspections. There are two types of onsite inspections:

» Complete supervisory inspection — the entire CAMELOS risk profile is assessed. The Special
Supervision Directorate also performs on-site inspections including a review of AML risks and
outsourcing activities.

» Targeted supervisory inspection —topics for review may be identified via trend analysis (supported
by the work of the Macro Prudential and Financial Stability Directorate), as a result of off-site analysis
in the supervisory process and may also be identified as a result of information derived from other
sources, such as customer complaints or information from prosecutor’s office. Targeted inspections
can be undertaken by more than one directorate, for example CISD and the Special Supervision
Directorate.

EC2

The supervisor has a coherent process for planning and executing on-site and off-site activities.
There are policies and processes to ensure that such activities are conducted on a thorough and
consistent basis with clear responsibilities, objectives and outputs, and that there is effective
coordination and information sharing between the on-site and off-site functions.

Description
and findings
re EC2

Under Art 80a of the LCI, the BNB is required to prepare, annually, a supervisory examination
program. This program must take into account the supervisory review and evaluation process. The
plan must indicate how the BNB intends to carry out its tasks and allocate its resources, identify the
banks to be examined, as well as the banks subject to enhanced examination. For banks that are
subject to enhanced supervision — the banks which have the weaker ratings - the plan will be likely to
reflect increased numbers of on-site inspection, and enhanced reporting requirements, more
frequent review of the operational, strategic or business plans of the institution and officials of the
BNB may be placed permanently on site.

The off-site organization of activities is supported by the internal supervisory manual and the on-site
examination is guided by the Risk Assessment (RAS) manual. The supervisory manual is largely
procedural but it ensures clarity of roles and responsibilities, particularly with respect to coordination
and cooperation. The RAS manual provides a detailed structure to support analysis of risk.

The assessors were able to view and discuss the supervisory plan with the BNB and were able to
confirm that the intensity of planned supervisory activity reflected the current known risk profile of
the institutions as identified by the BNB in its supervisory processes.

As noted in EC1, the responsibility for both on and off-site activity belongs to the same team for any
given bank. In terms of ensuring effective supervisory follow up and also planning for the year ahead,
the chief inspector of each of the CISD teams submits a memo to the director setting out the
proposed priorities and inspection plans for the following year. It is for the director to review the
memos, make adjustments as necessary and submit the plan to the Deputy Governor for approval.
The plan is not formally sent to the Governing Council by the banking supervision department.

While there is no formal internal process to set and monitor a maximum period of time between on-
site examinations, the annual planning cycle provides the opportunity for an annual check as to
whether the inspection cycle for any bank has become too extended.

EC3

The supervisor uses a variety of information to regularly review and assess the safety and soundness
of banks, the evaluation of material risks, and the identification of necessary corrective actions and
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supervisory actions. This includes information, such as prudential reports, statistical returns,
information on a bank’s related entities, and publicly available information. The supervisor
determines that information provided by banks is reliable®® and obtains, as necessary, additional
information on the banks and their related entities.

Description The main sources of information used during the off-site supervision include:

and findings . . . .

re EC3 9 e Monthly, quarterly and annual financial statements of commercial banks (acc. the requirements

of the Law on Credit Institutions, BNB Ordinances, CRR (Regulation 575/2013);
e Additional supervisory reporting related to ad-hoc data requests which in some cases are
synchronized with the recommendations of EBA, ECB, ESRB, etc.

e BNB Credit Register database (minimum threshold for reporting is 1000 Bulgarian Leva).
e Public financial statements (eg Annual Reports);
e Responses to surveys and questionnaires, including ICAAP policies;
e Information from other supervisory authorities or supervisory colleges;
e The Central Credit Register, Monetary Statistics;
e Rating agency reports;
e Monitoring of the financial press; and
e Dialogue with banks.
When on-site, the BNB examines the banks’ internal documentation, including its rules, procedures
and internal guidelines; strategy and budget; management information packages, bespoke
information that has been requested from the bank and interviews with bank staff — whether CEO or
senior executive, heads of department, heads of internal audit/control.
In addition, the BNB's supervisory function makes use of the research notes of the Macroprudential
Supervision and Financial Stability Directorate. A number of data sources feed into these research
notes, including: indicators of market stress such as the VIX and its sub-indices, the Bloomberg EU
Financial Conditions Index, sovereign and corporate credit default swaps, bond prices and yields. The
process of monitoring and analyzing market sensitive information is primarily through Bloomberg.
Other information sources and databases include those of ECB, Eurostat, Amadeus, Local Trade
Registry, national statistical agencies, etc.

EC4 The supervisor uses a variety of tools to regularly review and assess the safety and soundness of

banks and the banking system, such as:

(@) analysis of financial statements and accounts;

(b) business model analysis;

(c) horizontal peer reviews;

(d) review of the outcome of stress tests undertaken by the bank; and

(e) analysis of corporate governance, including risk management and internal control systems.

The supervisor communicates its findings to the bank as appropriate and requires the bank to take

33 Please refer to Principle 10.
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action to mitigate any particular vulnerabilities that have the potential to affect its safety and
soundness. The supervisor uses its analysis to determine follow-up work required, if any.

Description
and findings
re EC4

The BNB carries out a monthly review of financial statements (prudential returns) through the off-site
assessment and also during the on-site inspection where inspectors analyze the most recent
available balance sheet and P&L statements.

When on-site the inspectors on banking supervision perform business model analysis as part of the
bank's earnings and profitability review, which forms one of the component ratings of the CAMELOS
risk assessment system. The business model analysis includes examination of business line
projections and past performance against previous projections. Overall, the business model of
banking in Bulgaria is relatively homogenous. The financial system is predominantly banking and the
banking system is deposit taking and credit extension. There is limited specialization although
different banks might serve different segments of the population.

Peer group analysis is more typically undertaken in the context of the macro prudential/financial
stability trend analysis. However, there have been occasional horizontal peer reviews, such as on
operational risk.

Stress tests analysis is carried out during on-site inspections and the Pillar 2 processes require banks
to undertake stress tests as part of their ICAAP and under the SREP the BNB reviews the stress tests
and overall process taking into consideration the internal framework, assumptions and results of the
stress test as part of the relevant risk assessment.

The results of the supervisory review and evaluation process are communicated to the banks. Please
see EC8 below for more detail.

EC5

The supervisor, in conjunction with other relevant authorities, seeks to identify, assess and mitigate
any emerging risks across banks and to the banking system as a whole, potentially including
conducting supervisory stress tests (on individual banks or system-wide). The supervisor
communicates its findings as appropriate to either banks or the industry and requires banks to take
action to mitigate any particular vulnerabilities that have the potential to affect the stability of the
banking system, where appropriate. The supervisor uses its analysis to determine follow-up work
required, if any.

Description
and findings
re EC5

The Macro-prudential Supervision and Financial Stability Directorate (MPSFS) employs surveys and
stress tests to investigate and address emerging risks across banks.

Annual surveys have been undertaken since 2008 to gather industry views and sector-wide
information on specific topics. Generally the template has three elements, one part dedicated to the
expected dynamics of main balance sheet positions/structure; one to the credit risk parameters
(PD,LGD) and indicators (the key risk in the Bulgarian banking system), and the third, occasionally, to
seek views on prominent trends or emerging risks. For example, in the past three years topics have
included credit products with fixed interest rates; banks business models; impairment and write-off
policies; mortgage loan portfolios, focusing on defaulted loans and planned steps to handle such
risks; and bank exposures to the Ukraine and Russia. The findings are reported to the Governing
Council and summaries of some surveys are shared with the industry.

The MPSFS conducts stress testing. Top down stress tests have been performed quarterly since 2002
capturing credit risk and some features of market risk. In 2009 an additional credit risk stress test was
introduced, which combines the banks’ credit portfolio quality at the end of the previous year with
the macro-economic forecasts for the coming year (baseline and adverse scenario). For this test, an
IMF methodology is applied on the correlation between the growth of GDP and the adversely
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classified loans.

e Inline with the European-wide stress-tests conducted in 2010 by CEBS, and since then by the
EBA, the Macro-Prudential Analysis and Strategy Directorate has carried out stress tests using the
parameters, modeled by the ECB (PDs, LGDs for Bulgaria by type of credit) to test the banks on
solo basis.

e As aone off stress test in the second half of 2014 MPSFS conducted a stress test using the ECB
and EBA scenarios and combining top-down and bottom up approaches over a three year
horizon. Under the baseline scenario credit and market risk were tested while for the adverse
scenario the sovereign risk and funding risks were added. The emphasis was on credit risk as it is
a key inherent risk for Bulgarian banks' business profile. MPSFS engaged with the banks during
the process and made the results available to the supervisory teams, presenting the full analysis
and results to the Governing Council.

e Liquidity stress testing is also performed, and more frequently since 2011, to enhance analysis of
the deleveraging processes. The MPSFS performs two types of test. First a 5-day shock, and also
a test to measure the sufficiency of liquid assets to cover a substantial outflow of funds in a bank.
The aggregated results feed into the quarterly analyses of the risks and vulnerabilities of the
banking sector which are presented to the Governing Council and the individual bank’s results
are shared with the relevant supervisory team.

Additionally, the BNB has been developing specialized reporting dedicated to macroprudential
monitoring of the banking system. Forms have been in development since 2014 — given that previous
forms had to be amended as a result of the CRR changes - and are steadily coming on stream. To
date three forms have been created. The first, introduced in January 2015 on a monthly reporting
frequency, covers currency and residential status and volumes and types of exposures to parent
banks.

The second and third macroprudential forms will focus on credit activity in the banking sector. The
second will be a quarterly report of- LTV, LTI, PTI, and flow of newly granted/renegotiated loans and
the third will be an annual submission on credit migration between the categories of past-due status.

EC6 The supervisor evaluates the work of the bank’s internal audit function, and determines whether, and
to what extent, it may rely on the internal auditors’ work to identify areas of potential risk.
Description The evaluation of the banks' internal audit functions take place through on-site inspection and assess
and findings whether the bank has met the standards set out in Ordinance 10 of the BNB on internal controls. The
re EC6 inspectors seek to be satisfied that the effective controls and audits are in place and that appropriate

actions are taken in response to deficiencies. The elements that inspectors consider when assessing
the Internal Audit unit are noted below.

However, the BNB uses the findings, conclusions and reports provided by the internal audit unit only
for reference, and does not rely on them for completing its supervisory duties/judgment and cannot
outsource its supervisory responsibility by using the findings, conclusion and reports of the internal
auditors.

Assessment of the Internal Audit unit is expected to establish the following:
e The quality and comprehensiveness of the internal rules governing the Internal Audit unit;
e Degree of independence of the unit (incl. on the level of each individual employee);

e Sufficient staffing —-number of employees and specialized expertise (incl. at least one IT specialist,
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specialist operational risk, market risk, etc.);

e Quality of reports, the reporting hierarchy and procedure for addressing the identified
weaknesses;

e To what extent the audits of the unit are risk-oriented and to what - focused on the daily
activities of the bank;

e Audit plan for the current reporting period and the state of implementation of this plan;

e Annual activity report — audits carried out during the previous reporting period: major findings
(review the follow-up checks in connection with the most important recommendations);

e Major violations — for a period at the discretion of the inspection;
e Whether the requirements of Regulation N2 10 on the frequency of the checks are observed; and

e Whether participation of the Head of the Internal Audit Unit in the operational work of the bank
is permitted and if so to what extent — eg participation in meetings of committees / councils (e.g.,
the risk committee).

EC7

The supervisor maintains sufficiently frequent contacts as appropriate with the bank’s Board, non-
executive Board members and senior and middle management (including heads of individual
business units and control functions) to develop an understanding of and assess matters such as
strategy, group structure, corporate governance, performance, capital adequacy, liquidity, asset
quality, risk management systems and internal controls. Where necessary, the supervisor challenges
the bank’s Board and senior management on the assumptions made in setting strategies and
business models.

Description
and findings
re EC7

The SREP provides the governing structure for the communication between the BNB and the banks.
The BNB indicated that the major findings of the off-site analyses are communicated to the bank’s
management board where there is such a need (e.g., if the management board should take timely
corrective measures). The BNB explained cases in which it had challenged banks and denied the
development of certain business plans.

EC8

The supervisor communicates to the bank the findings of its on- and off-site supervisory analyses in
a timely manner by means of written reports or through discussions or meetings with the bank’s
management. The supervisor meets with the bank’s senior management and the Board to discuss the
results of supervisory examinations and the external audits, as appropriate. The supervisor also meets
separately with the bank’s independent Board members, as necessary.

Description
and findings
re EC8

The BNB explained that re is a constant dialogue between teams of CISD and representatives
throughout hierarchy levels within the banks and the intensity of this dialogue depends on the risk
profile, size and systematic importance of the different credit institutions.

Each bank in the Bulgarian banking system is allocated a primary contact within the BNB banking
supervision department, the supervisory teams and supervisory policy staff are in frequent day to day
contact with the banks. Much communication is driven by the banks, particularly at the period of the
assessment, as there have been many queries related to the introduction of the CRR and other EU
regulatory changes.

At the inspection end an wrap up meeting is held at the bank’s premises with appropriate bank’s
officials for communication the inspections findings, and conclusions and proposed corrective
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actions. The bank is given 7 working days to reply, explain or lodge objections.

The findings and conclusions of the regular on-site inspections performed by the SSD are submitted
in written reports to the banks’ executives in the context of a formal meeting held at the bank's
premises. The main findings, conclusions and recommendations are discussed with the CEOs and
bank personnel from the relevant areas. The bank is given 14 days reply, explain or lodge objections.
For complex cases a separate period is appointed for the bank to present an action plan for the
remedial measures to be undertaken.

The BNB has the legal right to meet with the members of the supervisory board without executive
management being present and does on occasion do so. It is not a systematic practice.

ECO

The supervisor undertakes appropriate and timely follow-up to check that banks have addressed
supervisory concerns or implemented requirements communicated to them. This includes early
escalation to the appropriate level of the supervisory authority and to the bank’s Board if action
points are not addressed in an adequate or timely manner.

Description
and findings
re EC9

Monitoring the follow up of supervisory requirements reflects the priority of the issues in question. If
the bank has to undertake urgent measures the supervisory authority maintains intensive
communication with the responsible representatives. Follow-up checks of the non-major
requirements from on-site inspections are usually conducted at the next on-site inspection.

If action points are not addressed in an adequate or timely manner they are brought to the attention
of the Deputy Governor responsible for Banking Supervision, who is empowered to undertake
compulsory action based on the nature of the particular supervisory requirement.

The assessors were able to review inspection findings and follow up monitoring of banks’ actions as
well as the escalation of issues within the BNB when recommendations had not been followed.

EC10

The supervisor requires banks to notify it in advance of any substantive changes in their activities,
structure and overall condition, or as soon as they become aware of any material adverse
developments, including breach of legal or prudential requirements.

Description
and findings
re EC10

The LCI provides some safeguards that the BNB will be notified in the event of a substantive change
in the condition of a bank, including any material adverse development. However, this criterion is not
met in two respects.

First, the requirements under Article 72 of the LCI for the bank to notify changes regarding for
example, scope and procedures for conducting operations, the capital and internal organization, are
retrospective as opposed to a requirement to be made in advance.

Secondly, although Article 71 of the LCI addresses a number of adverse developments, there is a 10
day notification period and it is not clear that a breach of a prudential norm would automatically
trigger notification. In the case of insolvency, however, Art 12(2) provides that notification should be
“forthwith.”

EC11

The supervisor may make use of independent third parties, such as auditors, provided there is a clear
and detailed mandate for the work. However, the supervisor cannot outsource its prudential
responsibilities to third parties. When using third parties, the supervisor assesses whether the output
can be relied upon to the degree intended and takes into consideration the biases that may influence
third parties.

Description
and findings
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re EC11 The LCI (Art 80(3) and (4)) provides authority for the BNB to appoint external experts if needed. The
expert may be an “independent external expert” (where the law does not specify the purpose or
expertise), or an external auditor to carry out a financial or other type of audit, or independent
experts to evaluate a bank’s assets, and in this instance the BNB can require the bank to reflect the
results of the evaluation in its financial statements or supervisory reports. The BNB has not made use
of this power.

EC12 The supervisor has an adequate information system which facilitates the processing, monitoring and
analysis of prudential information. The system aids the identification of areas requiring follow-up
action.

Description At present the IT system is still undergoing a process to embed regulatory reporting changes.

findi . . .
?gcécllnzdmgs One of the most important automated outputs of the IT system is a comprehensive set of more than

70 predefined indicators focused on the asset quality, provisioning, profitability, capital adequacy
and liquidity. The spreadsheet is available in time-series both on monthly and quarterly basis, for the
individual banks and for the banking system as a whole.

The analyses and conclusions of the banking supervision inspectors including the monthly and
quarterly internal reports as well as the reports from on-site inspections are stored in an internal data
storage drive with strictly defined rules for access authorization.

As noted below not all supervisory information submitted by the banks is integrated within
regulatory reporting. The IT Support Division is responsible for developing database queries and
macros in order to automatically process and organize the information. There is a limited number of
skilled IT staff who are able to create bespoke analytical reports at the request of the supervisory
teams. However, the resources are not dedicated solely to this functions and must meet a range of
other requests and demands from the BNB.

In terms of technical background all reporting information from banks is processed through special
dedicated IT platforms, in particular CIBS and VPN which guarantee the security of information flow.
It is worth noting that it is the BNB Information Systems Directorate (functionally allocated outside
the Banking Supervision Department) that is responsible for the BSD IT systems’ support, budget
allocation, planning and implementation of upgrades. The Banking Supervision Department can
propose upgrades and outline existing deficiencies of the IT systems, but their implementation is
dependent on the available resources (time, budget, etc.) and the initiative of the BNB Information
Systems Directorate.

The core component of the IT infrastructure facilitating the supervisory process at various stages is a
web-based application system called “CIBS.” The system is accessed by the banks, which submit the
required supervisory reports through a virtual private network (VPN). The data is automatically
processed by the information system based on defined templates according to the regulatory
requirements and supervisory needs.

The database is subject to a process of formal data checking. While formal (logical and mathematical)
validations are automatic and performed by IT Support Division, the quality check of the data from
analytical point of view is made by the inspectors of the CISD. The Macroprudential Supervision and
Financial Stability Directorate further completes the process by monitoring of the data on a system-
wide level.

The BNB also uses the VPN as a channel for information-exchange with the credit institutions. This
supports additional reporting requirements (daily or weekly reporting templates), external audit
reports, or other inquiries on bank-specific issues, etc. After receiving the information via VPN, the
latter is being on a common internal drive. In contrast to the CIBS platform, the VPN does not have
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the functionality for formal approval of the received data.

Supervisory information submitted via the secure VPN connection is not integrated within the CIBS.

Additional

criteria

AC1 The supervisor has a framework for periodic independent review, for example by an internal audit
function or third party assessor, of the adequacy and effectiveness of the range of its available
supervisory tools and their use, and makes changes as appropriate.

Description The internal audit unit of the BNB conducts reviews on the directorates of the banking supervision

and findings department. The annual plan of the internal audit function is approved by the Governor of the BNB.

re ACL The Credit Institutions Supervision Directorate has been audited once in the last ten years and the
Supervisory Policy Directorate is due to be audited in 2015. The review aims to enhance the quality
and effectiveness of the supervisory process. The review covers the internal manuals of the CISD as
well as the actual supervisory practices. The report, conclusions and recommendations of the internal
audit unit is presented to the Governing Council of the BNB.
The supervisory processes, tools and their use are also being reviewed by the Bulgarian National
Audit Office which is an independent authority and reports directly to the National Assembly.

Assessment Largely Compliant.

of Principle 9

Comments The current phase of introducing and embedding a significant agenda of EU regulatory and

supervisory reforms is extremely demanding for all supervisory authorities, particularly those who
have limited resources.

The supervisory approach in the BNB relies to a very significant, though not inappropriate, extent on
determinations and verifications performed by the on-site inspections. In this context it is particularly
important that, within the limits of available resources, the BNB maximizes its risk based approach so
that the more intense scrutiny is applied to the more significant risks within the system. As noted
also in CP2, it is important that the BNB takes particular care to ensure that smaller banks, which
taken as a whole are a significant cluster within the market and may have fewer skills and resources,
are kept under sufficient frequency of observation. In the view of the assessors the BNB is not, at
present, able to perform a sufficient frequency and depth of observation to provide assurance that
weaknesses of practice and vulnerabilities may not emerge in some of these smaller entities in
particular. Equally, however, it appears inadvisable for the BNB' to reallocate its inspection resources
away from its existing plans. In other words, the BNB is in the difficult position of needing to choose
between least worst options. The assessors consider that the BNB has based its decisions on a
meaningful and thoughtful risk based assessment of the banking sector, but the potential
consequences arising from the BNB having made a wrong decision may be particularly high.

The planned Asset Quality Review over the next year will provide some additional information for the
BNB in making sure it can deploy its resources most effectively, but in the meanwhile the AQR itself
will divert resources from other supervisory activities. Hence, and as indicated in CP2, additional
resources are warranted to resolve this concern.

The internal coordination and communication practices within the Banking Supervision Department
of the BNB are not as developed as they need to be. Although there is a statement of internal
policies and procedures which is useful, the assessors found that the individual directorates of the
department were too easily able to operate in silos. It was particularly notable that the onsite
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findings of the special supervision department (which deals, inter alia, with Anti Money Laundering
and transparency of products) would not systematically be shared and compared with the directorate
for on and offsite supervision of banks. It would, in theory, be possible for the two directorates to
evolve a very different view of the quality of management and controls in any given institution. It is
also possible and is a concern, as noted below, for silos to exist within a single directorate.

The BNB has certain policies and procedures for quality assurance through review of reports and
memos before they are communicated upwards in the BNB but they are insufficient to ensure the
consistency and quality of on-site inspection work. Given the important role played by the findings of
the onsite inspection teams, including but not limited to considering the reliability of information
submitted by the banks, and on which all the off-site analysis must depend, this is a very important
concern.

The inspection teams, at the time of the assessment, were not subject to frequent change or rotation.
The portfolio of banks might be shuffled but the teams would remain constant. There are no
procedures to ensure that the different inspection teams are using appropriately consistent practices
or working to appropriately high standards. If used well, the details and prescriptions of the RAS
manual ought to ensure that the quality of on-site inspection is thorough and insightful. The
assessors were able to review pre-inspection documentation requests and were impressed by the
scope and depth. Nevertheless, the assessors noted some inconsistency between documentation
requests and more notably there was variability in the quality of some inspection reports. This
variability may be an indication of different standards developing between the different teams. The
experience of 2014 demonstrates that severe weaknesses in practice can exist and this points to the
need for greater attention to be paid to consistency and quality of work across the department.

The consistency and quality of off-site inspection work can be more easily monitored but it is noted
by the inspectors that the quality of quarterly analysis was typically less developed than the on-site
reports and there was more considered analysis supplied by the directorate on macro prudential and
financial stability risks. The assessors noted that it was not good practice to remove an inspection
team from its on-site work in order to perform the regular quarterly analyses. The supervision
department and particularly the MPFSD makes good use of a range of sources of information.

The BNB deploys a range of supervisory tools and the assessors noted that exposure to supervisory
colleges was informing thinking in such areas as business model analysis. One tool that the BNB has
rarely used is the horizontal review. In the context of limited resources and some key issues affecting
the whole market—such as concerns surrounding the identification of related parties—this is a
missed opportunity. As well as gathering a broad perspective of the variation in the market's
practices, such exercises can also support consistency of approach between and development of
staff. It is also a useful technique target emerging risks or thematic concerns that have been
identified and is a key supplement to a successful risk based approach.

The BNB has a policy view that it does not wish to make extensive use of external experts. The
assessors understand this preference and agree that there can be no question of outsourcing
supervisory responsibility. In view of current resource limitations however, there may be scope for
considering if effective—potentially targeted use—could be made of external expertise, not limited
to investigations when in a post-crisis mode.

In terms of quality and frequency of communication with the banks, it was clear that the BNB staff
had a good knowledge of the banks and the banks had a clear understanding of the BNB's
supervisory concerns, priorities and requirements. The substantive quality of communication is good.
However, the BNB does not have a systematic practice of direct contact with the boards of the banks
though there may be some scope for enhancing the focus on key priorities to firms. It is essential
that the gravity of the BNB's supervisory concerns is impressed upon the executive management and
directors of the banks, particularly in view of some persistent weaknesses identified in certain banks
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(please see CP11). Contact with the Supervisory Board is recommended practice and is common in
advanced jurisdictions where authorities consider that this relationship is central not only to
communicating their views effectively, but also ensuring that their messages are understood, and
being able to form a view of the Board's skill and capacity to direct the institution, its business,
strategy, risk appetite and culture. In order to avoid double counting, this issue is not reflected in the
grading of CP9 as it is also relevant to and considered under CP14.

The BNB IT system is currently being updated to deal with the significant changes driven by the EU
regulatory reforms. At the time of the assessment, staff did not have access to all information in the
same formats as in the past, meaning that the system is not automatically generating key ratios,
flagging significant changes or breaches. The system cannot, unlike as in best practice authorities, be
interrogated or manipulated easily by the supervisory staff, although a wide and deep range of
information is available to them and much additional analysis is provided by the MPFSD. This issue is
also commented on (and graded) in CP2.

In the context of the major regulatory changes that are in the process of being implemented and
embedded as well as in view of thin resources it is difficult for the BNB to apply a systematic or even
occasional review of the suitability and quality of its supervisory techniques. However, periodic
review and refreshing of practices is an important discipline.

Recommendations

There needs to be an improved system for information sharing between the BNB banking
supervision directorates, not limited to contact between the directors, but also based on a stock-
take and review of common issues and information needs, so that all relevant information is shared
in a timely manner and can inform the wider supervisory process.

It is recommended that the BNB initiate a more intensive program of communication with the
supervisory and management boards of the banks. One specific element of this communication
should encompass ensuring that the Supervisory Board is fully aware of the priority issues identified
in an inspection. As meetings with the management Board are already a mandatory part of the
inspection process, this should be widened to include a presentation of key findings to the
Supervisory Board. Please see CP14.

The assessors recognize that the BNB is already considering some internal redesign of the banking
supervision on and offsite directorate and encourage this process. It is recommended that any such
redesign ensures that the composition of inspection teams do not remain static over time.
Additional quality assurance procedures are needed to ensure that the underlying practices and
quality of work carried out by the different inspection teams is of sufficiently high standard.

The BNB should consider deploying horizontal reviews on key risks it has identified in the banking
sector.

The BNB should re-consider the current policy of not using external experts to ensure that
opportunities are taken to support supervisory analysis and insight.

It is recommended that the BNB dedicates the resources for a major upgrade to the systems
available to the supervisory staff by having the BNB Information Systems Directorate prioritize its
resource planning in this respect. The ability to interrogate supervisory data more effectively, and to
integrate supervisory data automatically with other supervisory systems. It would be advisable if the
BNB could follow the thinking of some other jurisdictions which have been seeking to develop “next
generation score-carding” to take account of more analytical underpinning, better integration of
macro and micro prudential data, and by integrating the various information sources, assist the
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supervisory teams in adopting more of a “through the cycle” view of an institution and updating and
adapting the supervisory program of activities if emerging information suggests it is warranted.
Because the BNB already takes a “through the cycle” view of banks (ie setting a “supervisory cycle”
only as a backstop check for frequency of supervisory activity) this approach would be consistent
with existing thinking. Please see CP2.

It is recommended that the BNB establish a unit or committee mandated to review of supervisory
processes and practices. It would be particularly beneficial if such an exercise could be carried out in
tandem with an upgrade of the IT/data system. Please see CP2.

BNB should require banks to notify it in advance of any substantive changes in their activities,
structure and overall condition, or as soon as they become aware of any material adverse
developments, including — and not limited to - breach of legal or prudential requirements

Principle 10 Supervisory reporting. The supervisor collects, reviews and analyses prudential reports and
statistical returns® from banks on both a solo and a consolidated basis, and independently verifies
these reports through either on-site examinations or use of external experts.

Essential

criteria

EC1 The supervisor has the power?” to require banks to submit information, on both a solo and a
consolidated basis, on their financial condition, performance, and risks, on demand and at regular
intervals. These reports provide information such as on- and off-balance sheet assets and liabilities,
profit and loss, capital adequacy, liquidity, large exposures, risk concentrations (including by
economic sector, geography and currency), asset quality, loan loss provisioning, related party
transactions, interest rate risk, and market risk.

Description The LCI provides strong information gathering powers to the BNB, in particular under Article 80(1),

and findings (2) and (3).

re EC1

Further, banks and banking groups must submit financial statements to the BNB on both a solo and
consolidated basis (Art 75(2)). Any bank that is a subsidiary in a banking group, a financial holding
company, mixed financial holding company or mixed holding company must submit consolidated
financial statements of the group or the holding company of which they are a part (Art 80 (1)LCI).

Harmonised EU supervisory reporting covers solvency (capital adequacy), financial information, large
exposures, leverage ratio, liquidity, asset encumbrance and supervisory benchmarking (ie use of
benchmark portfolios for institutions approved to use internal models). The final implementing
regulations for some of these areas of reporting have not yet been adopted by the European
Commission and are not therefore all in force, e.g., leverage and LCR.

All banks are obliged to prepare and submit information on their financial position and risk level. The
major reports are financial reports (FINREP) and capital adequacy reports (COREP) under the ITS on
supervisory reporting and Regulation (EU) 575/2013. Those reports provide information on such
matters as capital adequacy, liquidity, Pillar 1 risks, balance sheet and P&L, off-balance sheet items,

** In the context of this Principle, “prudential reports and statistical returns” are distinct from and in addition to
required accounting reports. The former are addressed by this Principle, and the latter are addressed in Principle 27.

3 Please refer to Principle 2.
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large exposures, asset quality, related party transactions, etc.

The data are reported on both a solo and consolidated basis as required in the EU Implementing
Technical Standard (ITS) on reporting.

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0680&from=EN

The BNB requires banks to submit some of the FINREP IFRS templates on a solo level with monthly
frequency (LCL, Article 80 (1)). The requirements for supervisory reporting are consistent across all
banks in applying the reporting thresholds determined in ITS on reporting.

In addition, the BNB requires ad-hoc data on particular issues related to the risk profile of respective
banks as well as to capture trends in the banking system, which might affect the stability of individual
banks or group of banks.

EC2

The supervisor provides reporting instructions that clearly describe the accounting standards to be
used in preparing supervisory reports. Such standards are based on accounting principles and rules
that are widely accepted internationally.

Description
and findings
re EC2

Under the Accountancy Act (Article 22a(2)), all banks in the Republic of Bulgaria prepare and present
their annual financial statements on the basis of IFRS. According to the CRR (Article 99(2)), FINREP
reporting templates for supervisory purposes have to be based on the IFRS. Hence all banks’
regulatory reporting is based on IFRS. Reporting instructions are provided by the ITS for the EU
harmonized reporting and by the BNB for supplementary reporting in support of macro prudential
purposes.

EC3

The supervisor requires banks to have sound governance structures and control processes for
methodologies that produce valuations. The measurement of fair values maximizes the use of
relevant and reliable inputs and is consistently applied for risk management and reporting purposes.
The valuation framework and control procedures are subject to adequate independent validation and
verification, either internally or by an external expert. The supervisor assesses whether the valuation
used for regulatory purposes is reliable and prudent. Where the supervisor determines that
valuations are not sufficiently prudent, the supervisor requires the bank to make adjustments to its
reporting for capital adequacy or regulatory reporting purposes.

Description
and findings
re EC3

The LCI (notably Arts 73 and 76) and the a number of Ordinances, notably 7 on organization and risk
management (based on CRD IV) and 10 on internal controls, provide a sound basis for the BNB to
require sound governance and control of internal methodologies and on valuations. For example:

Under Article 73(1) of LCI the BNB shall make recommendations and prescriptions for improving
corporate governance in accordance with the best internationally recognized practices and monitor
their implementation.

Under Ordinance No7 on organization and risk management (based on CRD 1V) the bank’s managing
body shall be actively involved in and ensure that adequate resources are allocated to the
management of all material risks in the valuation of assets, and the use of external credit ratings and
internal models relating to these risks.

Ordinance 10 (Art7) each bank shall maintain an adequate system of risk control which shall include
monitoring and periodical assessment of consistency between the internal rules for risk
management, market conditions and prudential banking.

Under Article 76(7) of LCI the external auditors shall render an opinion whether the bank’s property
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and financial position, and its financial result have been truly presented. The auditor shall also review
and express an opinion on the reliability of internal control systems. The external auditors express
opinion about validation framework for the purpose of public annual financial reports of the banks.

The measurement of fair values and valuation rules are also determined on the grounds of IFRS
requirements (IAS 39, IFRS 13).

More specifically, should the BNB not be satisfied with an internal model for market risk, it has
powers under the LCI (Art 103(2)(5)) to require a bank to increase the level of its capital should
(under Art 103(1)(11)) there be evidence that an internal model for market risk is not sufficiently
accurate.

The assessment of valuation for prudential purposes is carried out in the context of on-site
inspection. This is an important issue in Bulgaria, as noted elsewhere, there are issues surrounding
legal days, realization of collateral and a lack of an active market.

EC4

The supervisor collects and analyses information from banks at a frequency commensurate with the
nature of the information requested, and the risk profile and systemic importance of the bank.

Description
and findings
re EC4

Collection and analysis of supervisory information is carried out with the same frequency for all
banks in Bulgaria. As noted above much of the supervisory reporting in Bulgaria is now subject to EU
harmonization except for data in response to macro prudential issues.

Frequency of reporting and monitoring can be intensified to reflect a system wide or institution
specific vulnerability. For example, the BNB can and, during the recent period of liquidity stress did,
require additional information such as data collection relating to the European sovereign debt crisis.
At this time subsidiaries of Greek banks in Bulgaria were subject to additional reporting
requirements. Daily liquidity reporting, including intra-day, followed the liquidity stress in the
banking system at the time of the KTB crisis.

EC5

In order to make meaningful comparisons between banks and banking groups, the supervisor
collects data from all banks and all relevant entities covered by consolidated supervision on a
comparable basis and related to the same dates (stock data) and periods (flow data).

Description
and findings
re EC5

Much prudential data is obtained through the use of the standardised FINREP and COREP templates.
The reporting timeframe, the dates and periods do not differ among the banks.

The supervisory reporting can be described as falling into either one of the following two categories:

1) Regulatory reports (ITS, etc...);
2) Statistical information for supervisory purposes (more volatile with respect to scope, details
and period of reporting);

Based on these reports, a number of analytical outputs are available (a set of analytical indicators
with varying scope is used).

EC6

The supervisor has the power to request and receive any relevant information from banks, as well as
any entities in the wider group, irrespective of their activities, where the supervisor believes that it is
material to the condition of the bank or banking group, or to the assessment of the risks of the bank
or banking group or is needed to support resolution planning. This includes internal management
information.

Description
and findings

The BNB has strong information gathering powers, both in relation to a solo institution and to its
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re EC6

wider group.
For example, under the LCI (Art 69) banks must submit reports in the format, content and time limits
established by the BNB.

As noted above, the LCI also provides the right to require banks and when applicable financial
holding companies, mixed financial holding companies and their shareholders or partners to submit
to it all the relevant documents and information on their activities, as well as conferring the right to
conduct on-site inspections (Art 80).

This same article also provides:

(2)“For the consolidated supervision performance, the BNB may require parent companies and banks’
subsidiaries to provide all the relevant documents and information...”

EC7

The supervisor has the power to access™ all bank records for the furtherance of supervisory work.
The supervisor also has similar access to the bank’s Board, management and staff, when required.

Description
and findings
re EC7

Again the LCI (Article 80(3)(1), (2), (6) and (7)) provide a sound basis for information access for the
BNB.

Pursuant to para 1, article 80 from the Law on credit institutions, the BNB has the power to request
from the banks to provide all necessary accounting or other documentation and information on their
activities, as well as to conduct on-site visits by inspectors from the Banking supervision department
or other authorized persons and to collect evidence in order to identify violations of the supervisory
regulations.

Extensive rights of access to information are set out in Art 80(3). Inspectors are entitled to have free
access to the business premises and the information systems of the bank, as well as to require
documentation and collect information as related to the implementation of its supervisory activity
and assignments. In the context of normal supervisory practice those powers are used when the BNB
issues an official letter ahead of an on-site inspection requiring detailed information such as list of
specified documents, MIS data, risk management, internal audit and other reports, internal rules,
policies and procedures, registers, minutes from meetings of competent management bodies and
committees, etc. is being requested. The assessors saw a number of examples of carefully specified
and highly detailed information request letters.

In addition, the provisions of point 6, of Art 80(3) LCI provide the BNB with the authority to attend
the meetings of the management and supervisory bodies within the banks, as well as to express
opinions that are being recorded in the minutes of the meetings.

There are no specific limitations or restrictions in terms of communication with the bank’s Board,
management and staff.

EC8

The supervisor has a means of enforcing compliance with the requirement that the information be
submitted on a timely and accurate basis. The supervisor determines-the appropriate level of the
bank’s senior management is responsible for the accuracy of supervisory returns, imposes sanctions
for misreporting and persistent errors, and requires that inaccurate information be amended.

Description
and findings

When a bank, financial holding company or mixed financial holding company is in violation of the
banking laws, such as the LCI, the CRR, or Regulation (EU) No 1031/2010 (regarding energy

3 Please refer to Principle 1, Essential Criterion 5.
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re EC8

derivatives), the BNB may apply a financial penalty from BGN 50,000 to BGN 200,000, and in case of
repeated violation — from BGN 200,000 to BGN 500,000 (Art. 152, para. 2 LCI). There is no history of
penalties having been applied for non-observance of reporting requirements.

The BNB noted that the time period for reporting had extended from 15 days to 45 days with the
introduction of the EU supervisory reporting regime. Lateness of returns has not been an issue.
Currently, the BNB was still fielding many queries on how to comply with the new instructions but it
is not permissible for the supervisory authority to interpret the ITS. In practice the BNB consults with
the EBA, although this is not an immediate process as the EBA has its own procedures to fulfill before
being able to post a response on its official website. It is possible therefore that there may be some
issues concerning accuracy of reporting stemming from the learning curve presented by the new
regime. The BNB supervisory department responds to all questions lodged by the banks, raised in
relation to the CRR, ITSs and RTSs. In terms of consistency of the answers the BNB has put in place an
internal Q&A platform which is organized by topic and provides cross references to the staff involved
in responding and the contact/institution that lodged the question. The Supervisory Policy
Derectoriate is responsible for maintaining this platform as well as being engaged in the responses.

EC9

The supervisor utilizes policies and procedures to determine the validity and integrity of supervisory
information. This includes a programme for the periodic verification of supervisory returns by means
either of the supervisor's own staff or of external experts.’’

Description
and findings
re EC9

The BNB applies — as it is required to do — a careful validation process on returns that are received to
ensure the consistency and integrity of the data. The on-site examinations inspect the preparation of
the supervisory reporting of the bank, and may also check the internal audit of the bank in this
regard. The on-site process will also sample loan files and reconcile data back to the supervisory
reports. There are additional checks to reconcile financial reporting validated by the external auditors
with supervisory reports.

EC10

The supervisor clearly defines and documents the roles and responsibilities of external experts,®®
including the scope of the work, when they are appointed to conduct supervisory tasks. The
supervisor assesses the suitability of experts for the designated task(s) and the quality of the work
and takes into consideration conflicts of interest that could influence the output/recommendations
by external experts. External experts may be utilized for routine validation or to examine specific
aspects of banks’ operations.

Description
and findings
re EC10

The LCI (Art 80(4, 5)) permits the appointment of external experts by the BNB.

At the time of the assessment, the BNB had not exercised this power although it might do so in the
future.

EC11

The supervisor requires that external experts bring to its attention promptly any material
shortcomings identified during the course of any work undertaken by them for supervisory purposes.

37 Maybe external auditors or other qualified external parties, commissioned with an appropriate mandate, and
subject to appropriate confidentiality restrictions.

38 Maybe external auditors or other qualified external parties, commissioned with an appropriate mandate, and
subject to appropriate confidentiality restrictions. External experts may conduct reviews used by the supervisor, yet it
is ultimately the supervisor that must be satisfied with the results of the reviews conducted by such external experts.
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Description The law requires external auditors to inform the BNB immediately about any circumstances that have
and findings become known to them during the audit and which are breaches of the law, might affect the bank or
re EC11 lead it to be unable to fulfill its obligations (etc.): (Art 77(1) LCI).
The law does not impose a similar obligation on an external expert engaged by the BNB to
undertake a task with a supervisory purpose.
EC12 The supervisor has a process in place to periodically review the information collected to determine
that it satisfies a supervisory need.
Description For the purposes of macroprudential supervision and financial stability (since June 2014) a review of
and findings the adequacy of collected information is carried out regularly with respect to its format, content and
re EC12 frequency. As noted above, the BNB has been engaged in a careful process of assessing its data
needs for its overall supervisory purposes.
Assessment Compliant

re Principle
10

Comments

The requirements associated with supervisory reporting are now predominantly governed by a
harmonized EU regime. In this context, it is noted that the reporting regime is going through a
transitional phase, placing heavy demands on the supervisors and the banks alike.

However, the harmonized reporting reflects the fact that Bulgarian data plays a role in EU wide
analysis. It is also important to recognize the strong — and valid — emphasis that the BNB puts on the
quality and intensity of its analytical work. Therefore, in view of the EU and national significance, it is
essential to ensure that the data that is being reported has integrity and can be relied upon. The
supervisory teams of the BNB are fully aware of this importance, and place emphasis on this issue in
the on-site inspections as well as through the technical validation of data (eg the formal, logical
checks for internal consistency and coherence). However, the experience with the bank failure in
2014, indicates that more resources need to be dedicated to this task. While supervisors cannot be
expected to detect fraud, an increased assurance on the validity of the data being received is
particularly important in the post crisis period.

Although the BNB does not, currently, make use of any external experts for supervisory purposes, it is
important that laws or regulations are amended to ensure that external experts must bring to the
BNB's attention promptly any material shortcomings identified during the course of any work
undertaken by them for supervisory purposes.

Principle 11

Corrective and sanctioning powers of supervisors. The supervisor acts at an early stage to address
unsafe and unsound practices or activities that could pose risks to banks or to the banking system.
The supervisor has at its disposal an adequate range of supervisory tools to bring about timely
corrective actions. This includes the ability to revoke the banking license or to recommend its
revocation.

Essential
criteria

EC1

The supervisor raises supervisory concerns with the bank’s management or, where appropriate, the
bank’s Board, at an early stage, and requires that these concerns be addressed in a timely manner.
Where the supervisor requires the bank to take significant corrective actions, these are addressed in
a written document to the bank’s Board. The supervisor requires the bank to submit regular written
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progress reports and checks that corrective actions are completed satisfactorily. The supervisor
follows through conclusively and in a timely manner on matters that are identified.

Description
and findings
re EC1

There is a constant dialogue between teams of CISD (Credit Institutions Supervision Directorate) and
representatives of the different hierarchy levels of every bank. The intensity of this dialogue depends
on the risk profile, size and systematic importance of the different credit institutions. BNB raises its
supervisory concerns with the Bank’s management at an early stage. This can take place during or at
the end of the on-site visit, as well as in an official letter in the cases when the deficiency is
ascertained during the off-site analysis.

According to the BNB's Banking Supervision Process Manual, a wrap up meeting is held at the bank’s
premises with appropriate bank’s officials to present the on-site inspection findings and proposed
corrective actions. Then the BNB's team prepares a report which contains the main findings, areas of
weaknesses and problems that warrant particular attention. The bank is given a 7 working days
period for reply, objections and explanations, based on the conclusion of the report. These meetings
provide an opportunity to discuss possible remedial measures, even before the inspection is
finalized.

It is noteworthy that BNB inspectors can receive technical support from their colleagues of the BNB
legal department (Legal Services and Administration Directorate-LSA) during their on-site inspection.
On the basis of a request submitted by the CISD Directorate, the LSA director will appoint a lawyer
who will receive all inquiries from the inspection team. If necessary, particularly when the inspectors
have detected possible violations, the lawyer will review any relevant documentation in the inspected
bank before providing general legal opinion.

The time limit for finalizing the inspection report is 10 working days from the date of the final
meeting with the bank’s management. The responsibility for delivering these reports lies with team
leaders. Each report shall be approved by the CISD director. Depending on the severity of findings,
the director of the directorate may decide that the report also needs to be approved by the deputy
governor. Once approved by the latter, the report containing corrective actions shall be handed over
to the Bank’s executive directors. Thereupon, the bank’s management is given a short period of time
to express its opinion and possible objection to the findings.

In cases of serious deficiencies or breaches detected during the on-site visit, the Director of the CISD
will prepare and communicate a Memo to the Deputy Governor, along with a copy of the inspection
report. This Memo will describe the violations, qualify the facts and suggest possible action to be
taken against the bank. Then, the Deputy Governor will make a final determination. In case the DG
decides to pursue, depending on the severity of the deficiency/breach, either an official letter (written
warning) signed by the latter is sent to the management board outlining the facts that led to the
breach, or a written order (an individual administrative act subject to appeal) is issued. In principle, in
both cases the bank may be required to respond to the concerns expressed by the BNB within a
specific timeframe defined by the BNB and undertake a commitment to take the necessary remedial
actions. In case of an official letter, if the deficiency is not addressed, , the BNB may decide to issue a
written order after determining which supervisory instrument, as set out in LCI art.103, para.2 is
appropriate to redress the situation.

In that regard, the BNB has set up a follow up mechanism to ensure bank's performance against
corrective measures. The monitoring of the fulfillment of remedial measures is ensured through
regular written progress reports from the bank. Besides, every quarter, a report will be prepared by
the CISD on each bank subject to scrutiny providing details on the status of measures being taken by
management. These quarterly reports are sent to the DG for information.
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It should be noted that in each inspection report, violations with the regulation even minor, are
systemically discussed.

EC2 The supervisor has available® an appropriate range of supervisory tools for use when, in the
supervisor's judgment, a bank is not complying with laws, regulations or supervisory actions, is
engaged in unsafe or unsound practices or in activities that could pose risks to the bank or the
banking system, or when the interests of depositors are otherwise threatened.

aD:;Cfrilnp;:;);S The Bulgarian e.nforcement regime for banks .is governed by the LCI, art. 103 (1) .and (2).. T.he BNB is

re EC2 empowered to impose measures (discussed right below) when a bank or any of its administrators or

shareholders have committed certain offenses detailed in the law, consisting of, inter alia, violation of
the banking law (the LCI) and other acts including AML law, the EU regulation (575/2013), and BNB
guidelines. The same regime will apply wherever the bank is threatening depositor’s interest,
providing or disclosing incomplete or inaccurate information, ignoring BNB orders or warnings,
engaging in money laundering operations, and carrying out transactions outside the ambit of its
license.

The BNB has available a wide range of supervisory tools to address situations where banks do not
comply with laws and regulations or where banks engage in unsound practices as indicated above.
The relevant provisions can be found in LCI art. 103 (2) and art. 152 — 152 d. The BNB may,
depending on its view of the seriousness and nature of detected shortcomings take one or more of a
broad selection of supervisory measures, as deemed appropriate. These measures are of different
nature and include administrative compulsory measures and administrative penalties.

For example, in situations where the bank did not commit a violation per se or the violation is not
material, but there are however evidences of unsafe and unsound practices, the BNB will issue a
written warning to the bank. In case of serious problems, the BNB will send a written order asking the
bank to cease a particular conduct or undertake “remedial actions.” In more serious scenarios, the
BNB can (i) restrict or suspend any bank’s activity, including lending activities or to prohibit certain
transactions, (ii) impose additional capital, (iii) prohibit payment of dividends and request a reduction
in variable remuneration, (iv) force the bank to change its internal rules and procedures, (iv) instruct
the bank to dismiss one or more members of the board of directors, (v) forbid the conduct of
transactions with related parties, etc. In 2011, the BNB divested of their voting rights five companies
holding shares in a bank.

It is worthwhile noting that the BNB can combine administrative compulsory measures and
administrative penalties where needed.

When a bank displays signs of possible insolvency, the BNB can place the institution under a “Special
Supervision” regime for a period of 6 months. For the purpose of rehabilitating the bank, the BNB

39 please refer to Principle 1.
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will appoint one or several conservators whose power are to be determined by the DG and the
Governor.*® This Special supervision regime has been utilized in 2014 when KTB bank started to
exhibit major problems. Pursuant to a decision made on June 20th by the BNB Governing Council,
KTB and its subsidiary CB Victoria were placed under special supervision for a period of 3 months;
conservators were appointed at both banks, the execution of all banks’ obligations and banks
activities were suspended, members of management and supervisory boards were dismissed from
the office and voting rights of the shareholders holding more than 10 per cent of banks’ shares were
revoked.

Last but not least, in the most extreme scenarios (when the bank is no longer viable), the BNB can
withdraw a bank’s license, as permitted under the LCI via a decision to be made by the governing
council of the BNB based on a joint motion submitted by the Deputy Governor heading the Banking
Supervision Department and the Governor. This was the case for KTB whose license was revoked on
November 2014 prior to launching an insolvency proceeding.**

As indicated above, the BNB has also at its disposal other types of sanctions consisting in
“administrative penalties.” The LCI contains several provision according to which financial institutions
(legal and natural persons) can be subjected to fines ranging from BGN 1000 (approx. 566 $) to BGN
10 million (approx. US 5 millions). The amount of the administrative penalty is determined by the
seriousness of the offense and depends on whether the breach has been committed by a legal
person or an individual. In case of persistent breaches, the fine can be increased. The violations that
carry the highest fines are, inter alia, actions in concert that have not been authorized by the BNB,
undisclosed significant change in bank’s ownerships and provision of false information for licensing
purposes. These fines seem to be deterrent enough.

The vast majority of the corrective measures or sanctions are taken by the Deputy Governor alone
who exercises full discretion in determining the nature, intensity and scope of the prudential
response. In specific circumstances determined in the law (e.g revocation of a license and application
of the special supervision regime), the decision is taken by the Governing council on a motion of the
Governor and the Deputy Governor Heading the Banking Supervision Department (see also BNB law,
art. 16); in all other cases, the decision belongs to the said Deputy Governor or by a BNB official
authorized by him. There is therefore no “collegiality” when it comes to take any type of
administrative compulsory measures and/or administrative penalties.

Over the past years, the Deputies Governor's approach for enforcing compliance has mainly
consisted in issuing orders instructing banks to take corrective actions, even in the case of persistent
offenders and one fine only (US 25K) was applied. Assessors are of the view that the DG in charge of
banking supervision did not always use the full range of powers in situations that would have
warranted more forceful reaction.

“OIn that context and in virtue of LCI art. 116, the BNB may resort to a series of measures that are similar to those
contemplated under art. 103 (2), e.g., :(i) reduce the interest rates on the bank’s obligations down to their average
market rate; (ii) suspend for a set term the full or partial payment of all or some of its obligations; (iii) restrict in part
or in full the bank’s activities; (iv) force an increase of the capital, including by depriving current shareholders from
the right to subscribe in the increase; (v) remove from office the members of the board of directors, and (vi) suspend
temporarily the voting rights of shareholders holding directly or indirectly more than 10 percent of the voting shares,
etc.

L At the time of the mission, the process was still pending.
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Another feature of the Bulgarian regime is that sanctions can be made public. In consonance with the
LCL, art. 152d, the BNB can publish on its official website without undue delay an information on all
administrative penalty acts imposed for infringement of the banking law and other key regulations,
including information on the type and nature of the breach and the identity of the natural or legal
person on whom the penalty was imposed. However, the BNB can exercise some discretion in
publishing only a summary of this information, for example if the publication is found to be
disproportionate (in case of natural person) or could jeopardize the stability of the market.

In the area of AML/CFT, the range of sanctions for infringements of provisions of the LMML that are
available to the Financial Intelligence Unit (FID-SANS) include the power to:

-impose fines applicable for administrative breaches for non-compliance up to a maximum fine of
50,000 BGN (€£25,000);

-compel the undertaking of concrete steps by the obligated persons in case of infringements;
-issue written warnings and recommendations;

-refuse endorsement of the internal rules of the reporting entities.

Although the maximum level of fine does not appear sufficiently dissuasive, the Bulgarian authorities
informed the evaluators that in practice every violation of the LMML or LMFT carries a separate
sanction and that the total level of fines might be much higher in case of multiple breaches, which
would ensure both effectiveness and proportionality. However, as discussed under CP 29,
enforcement of AML/CFT regulations is not deterrent enough.

EC3 The supervisor has the power to act where a bank falls below established regulatory threshold
requirements, including prescribed regulatory ratios or measurements. The supervisor also has the
power to intervene at an early stage to require a bank to take action to prevent it from reaching its
regulatory threshold requirements. The supervisor has a range of options to address such scenarios.

Description

and findings The BNB has a wide range of options to intervene at an early stage to require the bank to take

re EC3 actions allowing it to act even though a bank may fulfill minimum regulatory requirements. As

indicated to the team, this is common practice for BNB to raise its supervisory concerns at an early
stage with management —via on-going dialogue- and to require that these concerns will be
addressed in a timely manner, following the EBA guidelines in Pillar IL.

In case a bank falls below established regulatory threshold requirements, the LCI provides clear
power to the BNB; in particular, as laid out in art. 103 (2)[3,4,5], the BNB can issue a written order
instructing the bank to hold additional capital or to improve banks’ financial position. Written orders
do not emanate solely from the results of on-site examinations. The supervisor may deem them
necessary as a result of the off-site analysis or the results of bottom-up stress tests of the institution,
which would suggest that, for example, a capital inadequacy issue is looming. Over the past years,
the BNB has requested banks to increase their capital in several instances.

Further, when a bank exhibits signs of distress, the BNB can place the bank under special supervision.
This conservatorship regime is endorsed by the Governing Council based on a motion presented by
the Deputy Governor, together with the Governor, after forming the view that there is a risk of
insolvency (e.g., CAR below the minimum threshold, insufficient bank’s liquid assets, etc.). Measures
that can be taken by the conservator appointed in that occasion include, among others, capital
increase, dismissal of members of the board, shareholders’ voting rights suspension, etc. (see EC 3
above).
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EC4

The supervisor has available a broad range of possible measures to address, at an early stage, such
scenarios as described in essential criterion 2 above. These measures include the ability to require a
bank to take timely corrective action or to impose sanctions expeditiously. In practice, the range of
measures is applied in accordance with the gravity of a situation. The supervisor provides clear
prudential objectives or sets out the actions to be taken, which may include restricting the current
activities of the bank, imposing more stringent prudential limits and requirements, withholding
approval of new activities or acquisitions, restricting or suspending payments to shareholders or
share repurchases, restricting asset transfers, barring individuals from the banking sector, replacing
or restricting the powers of managers, Board members or controlling owners, facilitating a takeover
by or merger with a healthier institution, providing for the interim management of the bank, and
revoking or recommending the revocation of the banking license.

Description
and findings
re EC4

The LCI provides the BNB with a broad range of possible measures to address situations where, for
example, (i) a bank or its management or shareholders have breached the banking law or any
normative acts from the BNB, (ii) the conditions for getting a license are no longer met, (iii) the bank
fails to comply with its AML/CFT obligations, (iv) the bank jeopardizes depositors’ interests, (v) the
bank does not comply with its reporting obligations or reports erroneous data on banking prudential
indicators, or (vi) the bank does not conform with remedial measures (e.g written orders).

The LCI prescribes general and specific actions the BNB may take in this regard. Broadly speaking, in
accordance with Art. 103 (2) of the LCI, the BNB is empowered to impose corrective actions on a
bank. Certain specific actions include restrictions or suspension of banking activity, constraining the
volume of certain types of activities, restricting, prohibiting payment of dividends as described under
EC2.

Over the past years, the BNB has employed some of these actions, including raising prudential limits
on several banks, placing two banks under special supervision and withdrawing a bank license. The
BNB also applied pecuniary sanctions in one case (fine of approx. US$ 25K) against a bank which did
not observe BNB instructions to increase its capital.

It is worthwhile mentioning that enforcement of prudential requirements by the BNB has mainly
consisted in issuing written orders. There is almost no case over the past 5 years where the BNB took
sanctions to deter recurrent violations from happening again. The mission analyzed all measures
handed over since 2010 by the BNB and came to the conclusion that the response against persistent
offenders has not been severe enough. The BNB considers more effective to exercise moral suasion
rather than resorting to coercive measures.

While the LCI determines the range of fines for specific violations, the law does not stipulate explicitly
the application of a particular remedial measure for a certain type of violation. Supervisory measures
and administrative sanctions that are deemed necessary by the BNB are determined by the DG on
the basis of the gravity of violations and deficiencies and their recurrence, at the recommendation of
the LSA Directorate and after consultation with the Supervision Directorate. The DG therefore has full
discretion in determining the measures to be applied. Assessors are of the view that this situation
may generate risks of potential arbitrariness in decisions, inconsistent application of supervisory
measures, and unequal treatment.

All supervisory measures taken by the BNB, including type of measure or sanction, short description
of facts and corrective measures are recorded in a Central bank register.
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EC5

The supervisor applies sanctions not only to the bank but, when and if necessary, also to
management and/or the Board, or individuals therein.

Description
and findings
re EC5

According to the LCI, penalties and sanctions can be imposed not only to a bank as a legal entity
(Article 152, paragraph 2 of the LCI), but also to bank's managers and other administrators who have
the power to represent it (Article 152, paragraph 1 of the LCI). In both cases, sanctions are issued by
the Deputy Governor heading the Banking Supervision Department, or by an official authorized by
him. Such sanctions however do not apply to other bank’s staff (e.g., compliance, AML, risk
management officers).

EC6

The supervisor has the power to take corrective actions, including ring-fencing of the bank from the
actions of parent companies, subsidiaries, parallel-owned banking structures and other related
entities in matters that could impair the safety and soundness of the bank or the banking system.

Description
and findings
re EC6

The BNB has the power to ring-fence a bank from the actions of parent companies. Art. 103 (2) par.
18 stipulates that the BNB can forbid the conduct of transactions and operations with persons who
have close links with the bank or who belong to the same consolidation group as that of the bank, or
who are members of the bank’s managing bodies, or who control the bank or have a qualifying
holding or take part in the management of the persons controlling the bank. In one recent occasion,
the BNB asked a parent company (a Greek bank) of a subsidiary located in Bulgaria to stop certain
actions that may have otherwise compromised the stability of the local branch. It was not a ring-
fencing per se as the BNB did not resort to ring-fencing type of measures but issued a
recommendation only; however, the mission was told that the parent company followed BNB
recommendations by putting an end to its deleveraging in its Bulgarian branch.

In the same vein, in light of the economic and political situation in Greece, all Greek banks operating
in Bulgaria have been ring-fenced since the beginning of the crisis. The BNB instructed to banks to a)
maintain highly liquid assets at 30 percent of attracted funds from non-credit and non-financial
institutions, enterprises, and individuals, in addition to minimum reserves of 20 percent with the BNB,
b) not to maintain excessive balances with the parent bank and its group; c) not to invest in securities
of issuers with non-investment grade rating; d) ensure functional independence from the parent
bank; and e) submit daily reports to the BNB.

EC7

The supervisor cooperates and collaborates with relevant authorities in deciding when and how to
effect the orderly resolution of a problem bank situation (which could include closure, or assisting in
restructuring, or merger with a stronger institution).

Description
and findings
re EC7

Currently there is no local legal framework for the recovery and resolution of credit institutions. The
BNB can address problem banks (in case of risk of insolvency) by subjecting the bank to a special
supervision regime. The BNB Governing Council will appoint one or several conservators who will
take, under the authority of the BNB, all measures to redress the bank. If the conservatorship of the
bank proves to be ineffective (e.g the bank exhibits negative own funds), the BNB has legally the
obligation to withdraw the license and petition to the competent court for initiation of bankruptcy
proceedings.

During the collapse of KTB, it has become obvious that the BNB did not have the proper tools to
address the situation including, for example, the bad bank/good bank option. The initial idea of the
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authorities was to separate the assets which had been assessed as good as well as the liabilities of
KTB, except those connected with the major shareholder®, and to transfer them to the balance sheet
of CB Victoria, a solvent subsidiary acquired by KTB. This plan did not materialize due to the lack of
legal basis.

The difficulty to apply an orderly resolution has prompted the authorities to revisit its legal
framework for the recovery and resolution of credit institutions. Such framework will be available
after the implementation of the BRRD (EU Directive 2014/59/EC (Resolution and Recovery of Credit
Institutions and Investment Firms)) in the Bulgarian legislation and the appointment of the resolution
authority. This transposition into the national regime is in progress and it is expected to come in
force by end of 2015.

Additional

criteria

AC1 Laws or regulations guard against the supervisor unduly delaying appropriate corrective actions.

Descriotion Formal and informal measures are imposed by the BNB on a timely manner in case of non-

and firlmodin . compliance with the laws, regulations and BNB guidelines, identified by the on-site or off- site

re AC1 9 inspectors. However, there is no specific law or internal processes that provide time lines under which
a prospective corrective action must be approved by BNB authorities and imposed on a bank.

AC2 When taking formal corrective action in relation to a bank, the supervisor informs the supervisor of
non-bank related financial entities of its actions and, where appropriate, coordinates its actions with
them.

Description . . . -, . .

- According to Article 99, paragraph 1 of LCI, where BNB exercises supervision on consolidated basis of

and findings . . . 2 . S .

re AC2 banks, financial holdings or joint venture holdings, the subsidiaries of which are one or more than
one insurance undertakings or investment intermediaries whose activities are subject to licensing,
BNB cooperates and exchanges information with the competent authorities for supervision of
insurance undertakings and/or investment intermediaries.

Assessment Materially Non-Compliant

re principle
11

Comments

The LCI contains a large range of tools, measures and powers to bring about timely corrective
actions. In that respect, the BNB has been able to act even though the bank fulfills the regulatory
capital requirements. However, the detailed analysis of the inspection outcomes and the prudential
responses adopted the BNB, albeit recently enhanced, lead the assessors to conclude that
enforcement of prudential regulations is not effective enough and should be strengthened going
forward. Some flaws described below have been detected and would merit attention:

42 Currently under criminal investigation in Bulgaria and subject to an arrest warrant issued by Interpol.
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In exercising its power, the Deputy Governor has full discretion to determine the scope, nature and
type of measures to be taken. He is not obliged to apply the measures set out in art. 103 of the LCI in
their consecutive order. He has the discretion to adopt the measures that is most appropriate and
effective to the supervisory findings. As a result, the forcefulness of measures will very much reflect
the personal approach of whoever is exercising the mandate of DG. Assessors are of the opinion that
this regime has important flaws in particular as it does not guarantee a consistent approach.
Bulgarian authorities should consider some mechanism to ensure more collegiality in the decision
making process and provide the Governing Council with more oversight on the way enforcement is
exercised.

Further, there is no internal guideline that could assist the DG in determining the most adequate
response in case of breach or violation. The BNB does not have in-house methods or criteria that
could provide senior management minimum guidance on how to apply criteria for sanctions,
particularly for setting the quantum for fines. The imposition of sanctions and determination of their
amount is judged from the DG in accordance to the weight and seriousness of the violation and the
whole behavior of the bank. The DG may also take into consideration certain criteria (defined in a
written document) such as the desire for cooperation, honesty and commitment of the bank’s
management. However, there is no link between certain violations and certain sanctions and no
remedial action thresholds at which supervisory action is required. Assessors are of the opinion that
the lack of clear guidelines does not ensure proportionate response and equality of treatment
among banks. Besides, it may actually allow decisions on corrective actions to be unduly delayed.
Formal guidelines for supervisory enforcement should therefore be issued, linking supervisory
findings to specific remedial actions and establishing procedures for appropriate exceptions.

In terms of enforcement approach, the BNB has considered so far more effective to exercise moral
suasion, e.g., by offering banks a certain period of time to overcome a problem rather than resorting
to more coercive measures. In that regard, the mission reviewed an exhaustive collection of
supervisory measures taken by the BNB since 2010 and observed that the DG response is not
increased in case of persistent breaches. There are multiples cases of recurrent deficiencies in the
same institution that triggered the same response from the supervisor (e.g., repetitive written orders).
The DG should apply a gradual response and increase the intensity of the sanctions when banks
ignore BNB's recommendations and written orders. This could be achieved through either a
combination of sanctions or through higher pecuniary fines. Yet in July 2014, the DG took formal
action against a persistent offender. The mission welcomes this initiative and encourages the
authorities to increase the intensity of sanctions to address repetitive failures.

The power to appoint a special supervision regime as described under EC 2 is limted as it applies
only to situation where a bank displays signs of possible insolvency. In assessors’ opinion, this power
should be broader. It should be a regime the bank can also recover from, for example in case of
management fraud, major AML problem, etc. Under these circumenances too, it may be necessary to
put the bank under special supervision.

An adequate framework geared towards resolving banks, including the preparation of recovery and
resolution plans is still an important missing element. KTB's collapse in 2014 demonstrated that
Bulgaria's legal framework did not give the authorities adequate resolution tools. As such, timely
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transposition of the EU Bank Recovery and Resolution Directive (BRRD) into national law is critical to
address the gaps in the resolution and crisis management toolkit, and to provide for coordinated and
timely actions® to deal with problematic banks. This process will require the designation of the
resolution authority for banks and investment intermediaries as well as resolution funds and
adequate resolution and recovery planning.

Against this background, the authorities are encouraged to consider the following recommendations:

Set internal guidelines to assist the Deputy Governor in determining the most adequate response in
case of breach or violation

Apply gradual response when a bank is not complying with BNB recommendations
Take more forceful action against persistent offenders

Consider broadening the circumstances uner which a bank can be placed under Special supervision
regime.

Principle 12 Consolidated supervision. An essential element of banking supervision is that the supervisor
supervises the banking group on a consolidated basis, adequately monitoring and, as appropriate,
applying prudential standards to all aspects of the business conducted by the banking group
worldwide.**

Essential

criteria

EC1 The supervisor understands the overall structure of the banking group and is familiar with all the
material activities (including non-banking activities) conducted by entities in the wider group, both
domestic and cross-border. The supervisor understands and assesses how group-wide risks are
managed and takes action when risks arising from the banking group and other entities in the wider
group, in particular contagion and reputation risks, may jeopardize the safety and soundness of the
bank and the banking system.

DESCIjIptI.OH Ten banking groups are operating in Bulgaria which report financial statements on a consolidated

and findings . . 2 . . .

re EC1 basis. Each consists of one banking institution and several types of NBFIs mainly leasing companies

located in Bulgaria. Banks are the principal entity in these financial groups, representing the
preponderance of total assets at present. In addition, there is one holding company with mix activity
but no financial conglomerate in the country. Two Bulgarian banks have branches in the EU (Romania
and Cyprus); two banks have a branch in third countries (Macedonia and Albania) and two banks
have two subsidiaries in Russia and Albania.

3 See also Bulgaria: IMF Concluding Statement of the 2015 Article IV Mission, March 13, 2015.
http://www.imf.org/external/np/ms/2015/031315.htm

* Please refer to footnote 19 under Principle 1.
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Requirements for supervision on a consolidated basis are those prescribed in the CRR and CDRIV.
Relevant provisions can also be found in the LCL. As a general principle, the BNB is responsible for
exercising supervision on a consolidated basis over banks, banking groups, financial holding
companies, mixed financial holding companies and mixed holding companies in accordance with the
terms and procedure of the LCI (art. 89). Alternative investment fund managers and management
companies are also included in the scope of consolidated supervision in the same manner and to the
same extent as financial institutions.

The LCI also empowers the BNB to require detailed information about the ownership structure of all
the companies/organizations that participate in the capital of a bank. Any plan to modify the
structure or the composition of the group must be previously submitted to the BNB which assesses
whether the proposed changes would permit the effective exercise of supervision on a consolidated
basis (see CP5).

According to Article 97 of LCI where a mixed holding company is the parent undertaking of one or
more banks licensed in the Republic of Bulgaria, the BNB may require from the holding company and
its subsidiaries any information that would be relevant for the purposes of the consolidated
supervision of the subsidiary banks.

BNB collects information on the balance sheet, profit and loss and nature of the activities involved on
an annual basis. To that end, the LCI covers a large number of reporting and submission
requirements that allow the supervisor to judge the structure of an organization as a whole at the
group level (LCI, Art.75 and Regulation No 680/2014 on supervisory reporting).

When it comes to cross-border supervision for consolidated purposes, the LCI also contains several
provisions establishing the mechanism of cooperation between the BNB and foreign supervisors
(located in the EU or in a third country) for information sharing including for banking groups. The
practical conditions for such cooperation can be found in the “Multilateral Cooperation and
Coordination Agreements.”

From an off-site perspective, the BNB performs its due diligence using information reported by banks
via prudential reporting (COREP and FINREP). Capital adequacy, liquidity, large exposures limits,
lending limits are analyzed at the group level. The evaluation of the organizational structure of a
banking group and especially the evaluation of activities of each member of the group as well as the
activities within the group (e.g., connected lending) are an essential part of the on-site inspections
conducted by the BNB.

For the purposes of the supervision on consolidated basis the BNB has powers to request from the
mother company and from the bank subsidiaries all the necessary documentation and information as
well as right to perform counter inspections at other bank and non-bank enterprises (e.g leasing
companies). The division responsible for solo supervision of a parent financial undertaking is also
responsible for the consolidated supervision of the group.

EC2 The supervisor imposes prudential standards and collects and analyses financial and other
information on a consolidated basis for the banking group, covering areas such as capital adequacy,
liquidity, large exposures, exposures to related parties, lending limits and group structure.

Description . . . . .

- Financial groups are subject to the same prudential standards as the stand alone bank as set forth in

and findings . . . ) . .

re EC2 the LCL Art. 75 requires banks and banking groups to submit to the BNB financial statements which

reflect their financial position both individually and on a consolidated basis. Moreover, groups are
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subject to regulations regarding capital adequacy, liquidity, large exposures, exposures to related
parties, lending limits and group structure.

Supervisory reports (FINREP and COREP) provide a wide range of information regarding on- and off-
balance sheet assets and liabilities, profit and losses, capital adequacy, liquidity, large exposures, risk
concentration (including by economic sector, geography and currency and towards related parties),
asset quality, loan loss provisioning, interest rate risk, market risk, and also other information on the
organizational structure. Intra-group transactions are also captured in the FINREP and COREP*
reporting (see ITS on supervisory reporting).

For capital adequacy purposes in particular, the BNB manual on ICAAP sets the condition for
application of the ICAAP by banking groups. Each credit institution shall develop and
implement the ICAAP requirements individually. ICAAP also applies on a consolidated basis pursuant
to the CRR/CRD.

BNB Ordinance #14 on the content of the audit report for supervisory purposes stipulates in Art. 2.
(1) that the auditor shall carry out an audit of the annual financial and supervisory reports of the
bank and the reliability of the internal control system and then prepare a report for supervisory
purposes. The report shall include a review of the bank financial position and major indicators of
bank activity on an individual and consolidated basis, as well as the organization of the internal
control system. The review of the financial position of the bank shall be based on the information of
the consolidated FINREP on the basis of Regulation 680/2014 on the supervisory reporting and
individual FINREP on the basis of Article 75, para. 2 of the LCL

Another legal provision relevant to this CP can be found in Art. 89(5) of LCI whereby a bank licensed
by the BNB is part of the banking group, a financial holding company, mixed financial holding
company or mixed-activity holding company, it shall present annually to the BNB information on the
structure to which it belongs, including changes made within 30 business days after the calendar year
end.

EC3

The supervisor reviews whether the oversight of a bank’s foreign operations by management (of the
parent bank or head office and, where relevant, the holding company) is adequate having regard to
their risk profile and systemic importance and there is no hindrance in host countries for the parent
bank to have access to all the material information from their foreign branches and subsidiaries. The
supervisor also determines that banks’ policies and processes require the local management of any
cross-border operations to have the necessary expertise to manage those operations in a safe and
sound manner, and in compliance with supervisory and regulatory requirements. The home
supervisor takes into account the effectiveness of supervision conducted in the host countries in
which its banks have material operations.

Description
and findings
re EC3

According to Article 89(3) of LCI, banking groups which are subject to consolidated supervision by
the BNB shall implement arrangements, processes and mechanisms required by the LCI also in their
subsidiaries, including those which are not subject to the LCI. These arrangements, processes and
mechanisms shall also be consistent and well-integrated into the bank'’s risk management framework
and those subsidiaries above shall also be able to produce any data and information relevant to the

45 Containing a template with information about group solvency.
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purpose of supervision.

If a bank wishes to establish foreign operations in a country outside the EU the BNB will, before the
bank is given permission to start operations, ensure that the bank and the BNB can get access to all
material information. The BNB will also ascertain, according to the law, that the host supervisor
conducts an effective and adequate supervision of the foreign operation.

For foreign operations located in the EU, there is no hindrance for the parent bank to get access to
all material information from the foreign operations. Supervision of the parent bank and its foreign
operations in the EU are discussed in the supervisory colleges. Bulgaria participates in 10 colleges, 9
for subsidiaries and 1 for a significant branch. As indicated under CP 3, BNB is involved in a number
of bilateral MoUs with EU countries including Cyprus, Italy, Slovenia, France, Hungary, Greece,
Germany, Austria, the Netherlands and third countries (Turkey, Macedonia, Albania) for the
information that should be shared in order to facilitate effective consolidated supervision of financial
institutions across national borders.

In addition to supervisory colleges, the effectiveness of the parent company’s oversight on the whole
group (including foreign operations) can be assessed via on-sites visits. After prior notice to the
relevant competent authorities of the Member States, BNB staff is empowered to carry out on-site
inspections in the respective country regarding the foreign activities of banks licensed in Bulgaria
and performing activity on the territory of the Member State through a branch (Art. 87(11) of LCI). In
practice however, this has not been the case over the past years due to limited resources (except in
one occasion —in Cyprus- and with a limited scope on AML/CFT).

EC4

The home supervisor visits the foreign offices periodically, the location and frequency being
determined by the risk profile and systemic importance of the foreign operation. The supervisor
meets the host supervisors during these visits. The supervisor has a policy for assessing whether it
needs to conduct on-site examinations of a bank’s foreign operations, or require additional
reporting, and has the power and resources to take those steps as and when appropriate.

Description
and findings
re EC4

As discussed above, the BNB has the power to initiate and carry out on-site visits in EU countries
where banks licensed on the territory of the Republic of Bulgaria are operating through a branch (LCI,
Art. 87(11)). The BNB can also request the competent authorities of the host Member State to
perform an on-site inspection of the activities of a branch of a bank licensed in the Republic of
Bulgaria, which carries out activities on the territory of this host Member State.

The BNB under his capacity of home supervisor has not visited the foreign offices of Bulgarian banks
due to limited resources and because banks’ foreign operations are not material.

On-site visits in Bulgaria from home supervisors have been done in a rare occasions, the last one was
in 2007 by Austria.

EC5

The supervisor reviews the main activities of parent companies, and of companies affiliated with the
parent companies, that have a material impact on the safety and soundness of the bank and the
banking group, and takes appropriate supervisory action.

Description
and findings
re EC5

According to Article 97 of LCI where a mixed holding company is the parent undertaking of one or
more banks licensed in the Republic of Bulgaria, the BNB may require from the holding company and
its subsidiaries any information that would be relevant for the purposes of the consolidated
supervision of the subsidiary banks. In practice, BNB's oversight of the organization covers risk
management framework and adequacy of internal audit functions, the organizational structure,

INTERNATIONAL MONETARY FUND 99




BULGARIA

strategic and operational risks, adequacy of management information systems, and implementation
of internal processes.

The BNB operates a "Special supervision” department which is competent in AML/CFT issues and in
performing inspections in nonbanking business entities connected to credit institutions or the
respective groups that they belong to. Indeed, for leasing and factoring companies and consumer
finance companies, this constitutes a useful complements to BSD's own inspection team. That said,
there is a lack of proper consolidated supervision at Bulgarian level over these entities due to the
legal structure of most of such entities (in general belonging to the bank’s parent company or
another specialized group company abroad).

The supervisor limits the range of activities the consolidated group may conduct and the locations in

EC6 . o . . . ) . s .
which activities can be conducted (including the closing of foreign offices) if it determines that:
the safety and soundness of the bank and banking group is compromised because the activities
expose the bank or banking group to excessive risk and/or are not properly managed;
the supervision by other supervisors is not adequate relative to the risks the activities present; and/or
the exercise of effective supervision on a consolidated basis is hindered

aD:;Cfrilnp;Iizns According to Article 103 of LCI, the BNB may impose against a bank, including when a bank is a part

re EC6 9 of a banking group, measures such as: limitation on the bank's activity; restriction in terms of volume
of certain types of activities; imposition of additional requirements for the bank in connection with its
activity; prohibition of transactions and operations with persons who have close links with the bank
or who belong to the same consolidation group as that of the bank or who are members of the
bank's managing bodies or who control the bank or have a qualified holding or take part in the
management of the persons controlling the bank.

EC7 In addition to supervising on a consolidated basis, the responsible supervisor supervises individual
banks in the group. The responsible supervisor supervises each bank on a stand-alone basis and
understands its relationship with other members of the group.*

Description . . . . . I

and findings In consonance with the LCI, each bank is supervised on a solo and consolidated basis, which includes

re EC7 the operations at foreign locations. In other words, the BNB supervises—on an individual basis—all
banks and financial intermediaries, regardless of the fact that they may be part of a banking group.
The division responsible for solo supervision of a parent financial undertaking is also responsible for
the consolidated supervision of the group.

Additional

criteria

AC1 For countries which allow corporate ownership of banks, the supervisor has the power to establish
and enforce fit and proper standards for owners and senior management of parent companies.

Description There are provisions of the LCI that give the BNB substantial capacity to review owners and senior

and findings management of companies, seeking to acquire a bank or FHC. However, no authority exists to do fit

“6 please refer to Principle 16, Additional Criterion 2.
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re AC1 and proper reviews on an ongoing basis of owners and senior management of non-financial holding
companies.
Assessment Largely Compliant

of Principle
12

Comments

The regime for consolidated supervision was found globally adequate. Yet, three improvements must
be made:

-Perform more frequent visits in branches and subsidiaries of Bulgarian banks located in and outside
the EU

-Capture leasing, factoring companies and consumer finance companies into the perimeter of
consolidation in case of mix holding companies

-Identify the authority to do fit and proper reviews on an ongoing basis of owners and senior
management of non-financial holding companies.

Principle 13

Home-host relationships. Home and host supervisors of cross-border banking groups share
information and cooperate for effective supervision of the group and group entities, and effective
handling of crisis situations. Supervisors require the local operations of foreign banks to be
conducted to the same standards as those required of domestic banks.

Essential
criteria

EC1

The home supervisor establishes bank-specific supervisory colleges for banking groups with material
cross-border operations to enhance its effective oversight, taking into account the risk profile and
systemic importance of the banking group and the corresponding needs of its supervisors. In its
broadest sense, the host supervisor who has a relevant subsidiary or a significant branch in its
jurisdiction and who, therefore, has a shared interest in the effective supervisory oversight of the
banking group, is included in the college. The structure of the college reflects the nature of the
banking group and the needs of its supervisors.

Description
and findings
re EC1

The BNB is predominantly a host country supervisor. As noted in CP12, three Bulgarian banks have
branches in the EU (Romania and Cyprus) and two banks have subsidiaries in third countries (Russia,
Albania and Macedonia) In the context of these banking structures it has not been necessary to
establish a bank-specific supervisory college for which the BNB is the home country supervisory
authority.

Currently the BNB is a host supervisor of 9 subsidiaries and 1 significant EU branch of EU cross-
border banking groups and as a result participates in 10 supervisory colleges.

EC2

Home and host supervisors share appropriate information on a timely basis in line with their
respective roles and responsibilities, both bilaterally and through colleges. This includes information
both on the material risks and risk management practices of the banking group”” and on the
supervisors' assessments of the safety and soundness of the relevant entity under their jurisdiction.

7 See Illustrative example of information exchange in colleges of the October 2010 BCBS Good practice principles on
supervisory colleges for further information on the extent of information sharing expected.
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Informal or formal arrangements (such as memoranda of understanding) are in place to enable the
exchange of confidential information.

Description
and findings
re EC2

All the colleges in which the BNB participates in are established in the EU, which has extensive
legislation governing the creation of colleges and expectations for information gathering and joint
activity and decision making for banks established in the EU. In all the colleges the BNB participates
in, memoranda of understanding have been established between the supervisors.

When supervisory colleges are established the BNB is required under the LCI (Art 92e(4) and Art94)
to sign written coordination and cooperation arrangements with the competent supervisory
authorities of the respective Member States. Again, this is the national transposition of the EU
framework as set out in CRDIV. Within the EU supervisory colleges all members exchange
information on the assessment of the main elements of the Supervisory review and evaluation
process as required by the EU legislative framework (CRDIV) and as referred to in Article 79¢ of the
LCL

In general, in performing its supervisory functions, the BNB may conclude agreements with other
central banks or supervisory authorities of third countries on cooperation and information exchange
on a reciprocal basis, making the commitment to keep bank and professional secrecy. (Art 88 LCI)

Information is exchanged both multilaterally and bilaterally with fellow college members.

The BNB has signed 10 multilateral agreements, based on the EBA template, within the EU colleges
where it participates and is also involved in bilateral MoUs with other EU member states, including
Cyprus, Italy, Slovenia, France, Hungary, Greece, Austria, the Netherlands. In addition the BNB has
signed MoUs with non-EU member states (“third countries”): Turkey, the FYROM, Albania. Where no
formal agreements have been signed, the BNB has maintained a policy of cooperation with
supervisory authorities through e-mails or letters on a best effort basis.

Types of information which is customarily shared between supervisors include:

» Material from the bank, e.g., capital plans, risk reports;

* Proposed supervisory measures regarding the bank, provided they have been fully vetted internally;
« Inspection reports; and

« Internal models, assessment and documentation.

The BNB has a public Policy statement that sets out its position on international supervisory home-
host cooperation and this includes examples of essential information which can be exchanged
between the consolidating and the host supervisory authorities.

The EU framework, transposed into the LCI, provides an underpinning for the creation of colleges
and exchange of information noted above. As reflected in the LCIL, home state competent authorities
shall provide information to the host supervisors for the banking group. Of course, as the BNB is not
at present consolidating supervisor it does not, currently, need to have regard to this part of the law
(EG Art 89a LCI). However, where the BNB needs information for supervising a bank controlled by an
European Union parent credit institution licensed in another Member State, the EU framework (again
transposed into the LCI) provides that the BNB shall contact the competent authority responsible for
supervision on a consolidated basis in the respective Member State where the relevant information
may already be available to that competent authority. (Art 95 (4) and (5) LCI).

The BNB's legal framework set out in the LCI, and which reflects the EU legislation, also provides that
it shall cooperate and exchange information with the relevant competent authorities of the Member
States where a bank licensed in the Republic of Bulgaria carries out activities through a branch in
another Member State or where a bank from another Member State carries out activities through a
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branch in the Republic of Bulgaria. (Article 87 (1) and (2) of the LCI).

EC3

Home and host supervisors coordinate and plan supervisory activities or undertake collaborative
work if common areas of interest are identified in order to improve the effectiveness and efficiency of
supervision of cross-border banking groups.

Description
and findings
re EC3

As a host authority, the BNB has regularly participated and contributed to the planning of
supervisory activities, the discussions and the information exchange, for the purpose of more
effective and complete risk assessments. To date the BNB has been involved in an onsite inspection
with the home supervisor of one of the EU subsidiaries based in Bulgaria — and it should be noted
that the subsidiaries in Bulgaria are typically regarded as peripheral to the banking groups in
question .

The consolidating supervisor and the members of the college, including the BNB, participate in the
joint risk assessment and joint decision process on capital and liquidity, exchange all quantitative and
qualitative information, on a solo and consolidated basis, necessary for developing the joint risk
assessment and for reaching joint decisions. Such quantitative and qualitative information covers the
following elements, taking into account the size, structure, internal organisation, nature, scope and
complexity of the group and each entity, as well as their activities:

) Business model analysis, including the assessment of the viability of current business model
and sustainability of institution’s forward-looking business strategy;

) Internal governance arrangements and institution-wide controls, including ICAAP and ILAAP
frameworks;

o Individual risks to bank’s capital, covering the following elements:

- assessment of inherent individual risks;

- assessment of risks management and controls;

- SREP capital assessment;

- Advanced Measurement Approach Assessment — AMA

- Internal Ratings Based Approach Assessment - IRB

) Risks to bank’s liquidity and funding, covering the following elements:

- assessment of liquidity risk and funding risk;

- assessment of liquidity and funding risk management;

- SREP liquidity assessment;

o SREP results of the supervisory stress tests performed pursuant to Article 80b of the LCI;

o Findings from on-site inspections and off-site monitoring that are relevant for the assessment
of the risk profile of the group or any of its entities.

The supervisory colleges facilitate a common and aligned work programme and coordinated
supervisory decisions. Within the colleges, supervisory authorities are able to agree on voluntary
entrustment of tasks and voluntary delegation of responsibility, and determine supervisory
examination programmes, based on the group risk assessment report and the outcome of the capital
and liquidity joint decision. (Article 92e (2) LCI).

As noted in EC2, the legal basis for cooperating and coordinating supervisory activities is found in
the LCI, reflecting the EU framework.

EC4

The home supervisor develops an agreed communication strategy with the relevant host supervisors.
The scope and nature of the strategy reflects the risk profile and systemic importance of the cross-
border operations of the bank or banking group. Home and host supervisors also agree on the
communication of views and outcomes of joint activities and college meetings to banks, where
appropriate, to ensure consistency of messages on group-wide issues.
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Description
and findings
re EC4

Where the BNB is part of a supervisory college, MoUs are in place which provide for the exchange of
information and an agreed communications strategy. The practical means of information exchanges
are decided on the basis of a flexible framework and on a case-by-case basis.

Where the BNB is the home supervisor, it has an obligation under the LCI (Art92(1)) to develop a
communication strategy and coordinate the gathering and dissemination of relevant and essential
information in going concern and in emergency situations.

In relation to the non-EU/EEA subsidiaries, the BNB has not yet established a formal communication
strategy but has funcational relationships with the respective supervisors that were discussed with
the assessors.

EC5

Where appropriate, due to the bank'’s risk profile and systemic importance, the home supervisor,
working with its national resolution authorities, develops a framework for cross-border crisis
cooperation and coordination among the relevant home and host authorities. The relevant
authorities share information on crisis preparations from an early stage in a way that does not
materially compromise the prospect of a successful resolution and subject to the application of rules
on confidentiality.

Description
and findings
re EC5

A framework for cross-border crisis cooperation and coordination is contained in MOUs between the
relevant supervisory authorities.

As with ECs above, the LCI provides that in the event that the BNB is the consolidating home state
supervisor (EU or non-EU), it has obligations to coordinate the gathering and dissemination of
relevant and essential information in going concern and in emergency situations; plan and
coordinate supervisory activities in cooperation with the competent authorities involved, and where
necessary, with central banks in the preparation for and during emergency situations, including
adverse developments in banks or in financial markets using, where possible, existing defined
channels of communication for facilitating crisis management. This also includes the preparation of
joint assessments, the implementation of contingency plans and communication to the public. (Art
92(1) and (2) LCI)

The Directive 2014/59/EU establishing a framework for the recovery and resolution of credit
institutions (BRRD) had not been implemented at the time of the assessment. Some arrangements or
analysis may need to be updated once the directive has been implemented.

EC6

Where appropriate, due to the bank’s risk profile and systemic importance, the home supervisor,
working with its national resolution authorities and relevant host authorities, develops a group
resolution plan. The relevant authorities share any information necessary for the development and
maintenance of a credible resolution plan. Supervisors also alert and consult relevant authorities and
supervisors (both home and host) promptly when taking any recovery and resolution measures.

Description
and findings
re EC6

As indicated in EC5, these issues are dealt with in MoUs.

In accordance with Article 121a of the LCI the BNB shall prepare a plan for orderly resolution of each
bank, licensed in the Republic of Bulgaria, which might be applied if the bank is in financial
difficulties.

In most colleges group recovery and recovery plans have been shared and discussed by the
members and relevant information has been exchanged.

The BRRD (Directive 2014/59/EU) establishing a framework for the recovery and resolution of credit
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institutions had not been implemented at the time of the assessment. Some arrangements or
analysis may need to be updated once the directive has been implemented. For example, until the
BNB is confirmed as the relevant resolution authority it will not be able to participate in resolution
colleges, nor “coordinate” with the national resolution authority although approaches have already
been made to it from other EU jurisdictions. To date, the BNB has shared information to the extent
feasible.

EC7

The host supervisor's national laws or regulations require that the cross-border operations of foreign
banks are subject to prudential, inspection and regulatory reporting requirements similar to those for
domestic banks.

Description
and findings
re EC7

Subsidiaries of foreign banks with banking licenses in Bulgaria must comply with the same regulatory
and reporting requirements as local banks. Branches, as well as subsidiaries, must comply with the
same requirements as local banks.

The BNB policy is that all banks are subject to the same prudential standards.

Banks licensed in a Member State, which operate on the territory of the Republic of Bulgaria through
a branch, shall be supervised by the competent supervisory authorities of the home Member State
who have responsibility for prudential, inspection and regulatory reporting requirements. The BNB
retains several competencies, inter alia, regarding liquidity, reporting requirements, rights of access
to data, and the power to carry out on-site inspection of the activities carried out by a branch. (Art 81
LCI)

In regulating the activities and in exercising its supervisory powers, the BNB may not set
requirements or restrictions which lead to a preferential treatment of the branches of credit
institutions with seats in a third country over the branches of banks licensed in a Member State. (Art
86 LCI).

EC8

The home supervisor is given on-site access to local offices and subsidiaries of a banking group in
order to facilitate their assessment of the group’s safety and soundness and compliance with
customer due diligence requirements. The home supervisor informs host supervisors of intended
visits to local offices and subsidiaries of banking groups.

Description
and findings
re EC8

The competent supervisory authorities of a Member State responsible for the supervision of banks
with branches in Bulgaria, may carry out an on-site inspection subject to prior notification to the
BNB.

At the request of a competent supervisory authority of a Member State, the BNB shall verify
particular information on a credit institution, financial holding company, mixed financial holding
company, financial institution, ancillary services undertaking, mixed holding company or their
subsidiaries, which carry out activities on the territory of the Republic of Bulgaria. The verification
may be carried out by the BNB on its own, by the competent authority that requested the
verification, with its participation or by an external auditor or expert. (Art 100 LCI)

The BNB has experienced good cooperation with the home supervisors of EU banks with branches
and subsidiaries in Bulgaria. To date inspections have been carried out with Greek and Austrian
supervisors in respect of the AML/CFT compliance of banks whose parent banks are based in Greece
and Austria. The process includes notification from the home authority, providing information to the
home authority through questionnaires, on-site inspections through joint teams when requested by
the home supervisor, drafting conclusions.

There are requirements for the BNB, acting as home supervisor, to inform the host supervisor of
intended visits to local branches of banks licensed on the territory of the Republic of Bulgaria but
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these only apply in relation to banks in Member States. (Art 87 LCI).

In practice the BNB indicated that it would show the same courtesy to a non-EU host jurisdiction but
given the — currently — small entities that are in non-EU countries it is not an issue that has yet arisen.

EC9 The host supervisor supervises booking offices in a manner consistent with internationally agreed
standards. The supervisor does not permit shell banks or the continued operation of shell banks.

Description The Bulgarian legislation do not allow the establishment of booking offices and/or shell branches in

and findings Bulgaria. Likewise Bulgarian banks are not allowed to set up shell branches abroad.

re EC9

EC10 A supervisor that takes consequential action on the basis of information received from another
supervisor consults with that supervisor, to the extent possible, before taking such action.

Description The BNB has no practical experience of a foreign regulator passing on information that would require

and findings consequential action but believes that it would take such action. Where MOUs exist, a provision to

re EC10 this effect is usually included.
In principle and under the law (Art 95 LCI, reflecting the CRDIV) the BNB would consult with another
EU/EEA Member State competent authority before taking any supervisory action. Such supervisory
action would include, for example, imposition of additional capital requirements or restrictions on
the use of operational or credit risk internal models for the calculation of the own funds
requirements for supervisory purposes.
However, in cases of urgency or where consultation may hinder or jeopardise the effectiveness of the
BNB’s supervisory action, the BNB is not obliged to notify in advance, but instead must notify without
delay after the action is taken. (Art 95 LCI)
Parallel obligations to notify the relevant EU home state supervisor, and exemptions in the case of
urgency apply to the treatment of EU branches established in Bulgaria (Arts 82 and 83 LCI).

Assessment Compliant

of Principle

13

Comments Due to the structure of the banking sector in Bulgaria, the BNB's role is primarily that of a host state

supervisory authority within the EU. This responsibility is taken very seriously and the BNB attends all
colleges and participates in the joint decision making processes that are required under the EU
framework. It was notable to the assessors that the BNB staff had established good relationships and
networks of colleagues and contacts throughout the EU. While such relationships are, by definition,
separate from the home-host working relationship, they are indicative of the ability to build trust and
establish important connections, which is an essential foundation of supervisory colleges. The
assessors, on numerous occasions, heard positive endorsement on the smoothness of supervisory
coordination and decision making from counterparties who were external to the BNB.

The assessors discussed the instances where the BNB is the home supervisor of a bank with small
non-domestic presences and noted that contact and cooperation, including in instances where stress
had emerged in the non-EU jurisdiction, had been close. It was also noted that equivalence of third
country jurisdictions (with EU standards) has not been confirmed by the EU institutions for all
relevant jurisdictions. Information exchange will be further facilitated when all equivalence
assessments have been completed.

It is noted that some arrangements, specifically coordination with the resolution authority of Bulgaria
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(not yet formally legislated but expected to be the BNB) may lead to revisions in terms of cross
border crisis and resolution planning. This principle is marked as compliant for two reasons. Partly to
avoid double counting with CP8, where deficiencies related to the late transposition of the BRRD
were reflected, and also because the BNB has not, in practice impeded resolution planning but has
been able to provide information and assistance to home state supervisors in the context of cross
border resolution planning.

B. Prudenti

al Regulations and Requirements

Principle 14 Corporate governance. The supervisor determines that banks and banking groups have robust
corporate governance policies and processes covering, for example, strategic direction, group and
organizational structure, control environment, responsibilities of the banks’ Boards and senior
management,*® and compensation. These policies and processes are commensurate with the risk
profile and systemic importance of the bank.

Essential

criteria

EC1 . . . I , .

Laws, regulations or the supervisor establish the responsibilities of a bank’s Board and senior
management with respect to corporate governance to ensure there is effective control over the
bank’s entire business. The supervisor provides guidance to banks and banking groups on
expectations for sound corporate governance.

aD:scfrilrwpc;[:z;s The Ie.gal framework is derived from Fhe LCL the Commercial Law, the Ordinance on Organisatipn

re EC1 and Risk Management of Banks (Ordinance 7), the Ordinance on Internal control in Banks (Ordinance

10) and the Ordinance on the Issuance of Approvals to the Members of the Management Board
(Board of Directors) and Supervisory Board of a Credit Institution and Requirements for Performing
their Duties set up the corporate arrangements in banks (Ordinance 20). This legal framework covers
the requirements for internal governance introduced by the CRDIV (Directive 2013/36/EU). In
addition the BNB requires from the banks to follow the Guidelines on Internal Governance (published
on the website) which are translated from the EBA (formerly CEBS) Guidelines on internal governance
from 27 September 2011 and the Guidelines on the assessment of the suitability of members of the
management body and key function holders available on the EBA website (Article 4 (2) Ordinance
20). These guidelines are notified to the banks by letters setting out the BNB expectation that the
banks must comply with the standards.

The basic provision for sound corporate governance is set in the LCI, Article 73 (1), which states that
the competent managing body of each bank shall adopt and regularly review in accordance with the
best internationally recognised practices for corporate governance of banks the whole elements of
the governance framework.

The requirements for sound corporate governance are expected to comply with the following
principles:

1) approve and oversee the implementation of the institution's strategic objectives, risk strategy
and internal governance; see Management oversight — Article 5, 6, 8 from the Ordinance N210

2) the management body t0 ensure the integrity of the accounting and financial reporting
systems - Risk control - Article 5, 6, 7, 8, 13, 14 from the Ordinance N210

“8 please refer to footnote 27 under Principle 5.
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3) the management body to oversee the process of disclosure and communications - Article 8
from the Ordinance N210 and Article 3 (5) of Ordinance N27

4) the management body to be responsible for providing effective oversight of senior
management — Article 241, 242, 243, 244 of the Commercial Law

5) the chairman of the management body in its supervisory function of an institution must not
exercise simultaneously the functions of a chief executive officer within the same institution, unless
justified by the institution and authorised by competent authorities — Article 241, 244 of the
Commercial Law

6) establishment of nomination committee and certain requirement according to Article 73c of
the Law on credit institution and Article 12 Ordinance 20

The BNB explained that it considers the corporate governance topic as a key issue in particular
following Basel II and the Corporate Governance Guidelines issued by the Basel Committee. Banking
Supervision Department has published the Basel Committee recommendations in Corporate
Governance on its official website and has recommended its application by the banks. Taking into
consideration the World Bank recommendations for improving training for senior management, the
banking supervision department has periodically organized high-level seminars for banks’ senior
management, although the last was nearly three years ago in May 2012.

The amendments to the LCI - namely Article 73 (1) were introduced in the light of the World Bank
Report on Corporate Governance Policy Practice in Bulgaria. As a result of the amendment, banks
have been obliged to adopt and regularly review and update their organizational structure, strategy
and action plan, rules for monitoring and mitigating the risks, rules on preparing and presenting
information to the management etc. In 2012 the European Bank for Reconstruction and
Development (EBRD) conducted a comparative assessment of the corporate governance of banks in
Bulgaria. The BNB indicated that the key weaknesses outlined in the report were addressed in the
context of on-site inspections. The CRD has introduced further amendments.

EC2

The supervisor regularly assesses a bank’s corporate governance policies and practices, and their
implementation, and determines that the bank has robust corporate governance policies and
processes commensurate with its risk profile and systemic importance. The supervisor requires banks
and banking groups to correct deficiencies in a timely manner.

Description
and findings
re EC2

The BNB reviews the availability and quality of the internal governance policies and practices during
on-site inspections as part of the overall assessment of the management and corporate governance
(which represents one of the component ratings of the CAMELOS risk assessment system).

The corporate governance assessment reflects the opinion of the inspection team for the quality of
management in the context of the mission, the overall risk profile and performance of the bank, as
well as the plans for its development in the long run.

The SREP process, which forms the backbone structure for most of the supervisory approach,
identifies corporate governance specifically as a risk to be assessed and evaluated by the supervisor.

The internal SREP Manual states, “Every institution must have adequate corporate governance and
risk management procedures, including a strategy and processes aiming to achieve and sustain a
capital level that is adequate to the nature of the institution’s business activities and risks.”

EC3

The supervisor determines that governance structures and processes for nominating and appointing
Board members are appropriate for the bank and across the banking group. Board membership
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includes experienced non-executive members, where appropriate. Commensurate with the risk
profile and systemic importance, Board structures include audit, risk oversight and remuneration
committees with experienced non-executive members

Description
and findings
re EC3

The LCI and Ordinances establish requirements and expectations in respect of governance structures
and in the need for experienced Board members.

The LCI (Arts 11 and 10(4)) set out the criteria the members of Management board (Board of
directors) of the bank - whether executive or non-executive - must meet in order to be appointed.
These criteria are further elaborated in Ordinance 20 on the issuance of approvals of Board members.
These criteria include experience, education and suitability for the post. EBA Guidelines also cover the
assessment of the suitability of members of the management body and key function holders.

Part of the documentation needed for the BNB to issue the approval of a Board member is a
completed questionnaire for fitness and propriety which is an annex to the Ordinance. The Deputy
Governor heading the Banking Supervision Department or persons authorised by him/her may
interview the applicant or require additional documents (including letters of recommendation),
where it is deemed that the submitted documents do not contain sufficient information regarding
qualifications and professional experience in banking or the fitness and propriety of the person.
Where the BNB makes fitness and propriety assessments, it must also consult the EBA database of
administrative penalties.

In terms of the governance structure of a bank, the LCI includes a number of important requirements.

. A nomination committee (Art 73c LCI) must be established and composed only of non-
executive board Members. Ordinance 20 (Art 12) sets out the range of requirements, including that
the nominations committee must be composed of at least two individuals and meet at least annually.
. An audit committee must be established in compliance with the Law on Independent
Financial Audit (Art 40f). Executive management and Board members are prohibited from sitting on
the audit committee but independent Supervisory Board members may — indeed should.

. A risk committee, commensurate with the bank’s scale and complexity, is required under the
terms of Ordinance 7 (Art 6(1) and (3)) and again this committee must be composed of non-
executive members who possess appropriate skills in order to understand and monitor the risk
strategy and the risk appetite of the bank.

. A remuneration committee is required under Ordinance 4 (Art 6(1)).

The BNB indicated that when the law was amended to introduce the requirement for banks to have a
non-executive independent member on the nominations, risk, audit and remuneration committees
the banks — particularly locally owned entities - had not found the adjustment to be straightforward.
In the view of the BNB not all necessary changes have yet been achieved but progress has been
made. The BNB provided a key note address at a seminar with the association of internal auditors to
help re-enforce the message.
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EC4

Board members are suitably qualified, effective and exercise their “"duty of care” and “duty of
loyalty."*

Description
and findings
re EC4

Article 11 of the LCI (11(2)LCI) requires that Board members shall possess the knowledge, skills,
experience, reliability and suitability for the position.

The “duty of care” is addressed by the requirements for the Board Members that are articulated in
Ordinance 20 (Art 13) and state that “Members of the management board (board of directors) and
supervisory board shall act with honesty, integrity and independence of mind to effectively assess
and challenge the decisions of the senior management, where necessary, and to effectively oversee
and monitor management decision-making.” Also, “Members of the management board (board of
directors) and supervisory board shall commit sufficient time to perform their duties in the bank.”

The “duty of loyalty” is not clearly set out in the banking laws but Article 11(1)(9) requires that there
should be no conflicts of interest for a Board member.

As noted above, in EC3, the BNB carries out fitness and propriety assessments for all Board members,
based on the declaration (filled by the relative nominee) which is based on the questionnaire under
Ordinance 20 which relates to the criteria set out in Article 11 of the LCI. Further, the BNB may - and
it is common practice to do so - also interview the applicant or require additional documents
(including letters of recommendation), where it is deemed that the submitted documents do not
contain sufficient information regarding qualifications and professional experience in banking or the
fitness and propriety of the person.

EC5

The supervisor determines that the bank’s Board approves and oversees implementation of the
bank’s strategic direction, risk appetite®® and strategy, and related policies, establishes and
communicates corporate culture and values (e.g., through a code of conduct), and establishes
conflicts of interest policies and a strong control environment.

Description
and findings
re EC5

Strategy, risk appetite and control are addressed under the LCI (Art 73) and Ordinance 7 on risk
management. Under Article 73 the Board shall adopt and regularly review in accordance with the
best internationally recognised practices for corporate governance of banks:

1. the bank’s organisation structure;
2. the procedure for defining and delegating the administrators’ powers and responsibilities;
3. the bank’s strategy and action plan;

4. the strategies and policies for taking up, managing, monitoring and mitigating the risks the bank is

* The OECD (OECD glossary of corporate governance-related terms in “Experiences from the Regional Corporate
Governance Roundtables,” 2003, www.oecd.org/dataoecd/19/26/23742340.pdf.) defines “duty of care” as “The duty
of a board member to act on an informed and prudent basis in decisions with respect to the company. Often
interpreted as requiring the board member to approach the affairs of the company in the same way that a 'prudent
man’ would approach their own affairs. Liability under the duty of care is frequently mitigated by the business
judgment rule.” The OECD defines “duty of loyalty” as “The duty of the board member to act in the interest of the
company and shareholders. The duty of loyalty should prevent individual board members from acting in their own
interest, or the interest of another individual or group, at the expense of the company and all shareholders.”

>0 Risk appetite” reflects the level of aggregate risk that the bank’s Board is willing to assume and manage in the
pursuit of the bank’s business objectives. Risk appetite may include both quantitative and qualitative elements, as
appropriate, and encompass a range of measures. For the purposes of this document, the terms “risk appetite” and
“risk tolerance” are treated synonymously.
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or might be exposed to, including those posed by the macroeconomic environment in which it
operates in relation to the status of the business cycle;

5. the procedure for generating and the scope of the management information;

6. the operational control organisation, including rules and procedures for approving, carrying out
and reporting transactions;

7. the internal rules and procedures for risk management and control systems efficiency and for
reporting the established weaknesses in the organisation and work of structural units;

8. systems for prevention against the risk of money laundering.

Ordinance 10 on internal controls addresses conflicts of interest. For example, the Board (competent
management body) must segregate duties in any cases where a conflict of interests may occur and
also requires that no individual holds more than one function related to the authorization,
performance and reporting of an activity. (Art 6).

The review of these requirements is done during the on-site inspections as part of the overall
management and corporate governance assessment. Banking supervision inspectors follow the
internal RAS Manual which guides them to review the internal documents of the bank related to its
strategy, risk appetite and related documents, to discuss deficiencies (if any) with the relevant Board
representatives and to stay informed about any changes approved by the Governing Council.

EC6

The supervisor determines that the bank’s Board, except where required otherwise by laws or
regulations, has established fit and proper standards in selecting senior management, maintains
plans for succession, and actively and critically oversees senior management's execution of Board
strategies, including monitoring senior management's performance against standards established for
them.

Description
and findings
re EC6

The Managements and Corporate Governance review by on-site inspections includes a variety of
tools and techniques (outlined in the internal RAS Manual) for evaluation of the internal policies,
rules and procedures related to the performance of senior management. When on-site, inspectors
review all internal documentation related to the monitoring of senior management performance,
hold meetings with responsible representatives of the Bank and assess the degree of compliance
with the internally set standards. This topic is part of the overall assessment of the Management and
Corporate Governance, which comprises one of CAMELOS composite ratings.

Under the LCI (Art 73(3)), the BNB is required to make recommendations and prescriptions for
improving corporate governance in accordance with the best internationally recognised practices
and monitor their implementation.

The BNB indicated that contact with the boards of the bank was typically driven by the risk profile of
the institution and any relevant on-site findings. The on-site team responsible for the bank meets the
members of the management board and sometimes the members of the supervisory board also at
least twice in each on-site visit — at the beginning and at the end. The team must report its inspection
findings to the executive directors of the bank. It is also common practice to meet executive
members during the course of an inspection.

Staff members the assessors met with also indicated that contact with the Board was most normally
at the level of the Deputy Governor.

EC7

The supervisor determines that the bank’s Board actively oversees the design and operation of the
bank’s and banking group’s compensation system, and that it has appropriate incentives, which are
aligned with prudent risk taking. The compensation system, and related performance standards, are
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consistent with long-term objectives and financial soundness of the bank and is rectified if there are
deficiencies.

Description
and findings
re EC7

The compensation system of the Bank is subject to supervisory review during on-site inspections as
part of the Management and Corporate Governance review. The inspectors assess whether the Board
has implemented the provisions of Ordinance 4 on the Requirements for Remunerations in Banks.
Inspectors also apply the CEBS (now EBA) Guidelines on good banking practices.

The RAS Manual guides banking supervision inspectors in their duties related to the evaluation of
remuneration policies, including whether it there is a transparent, publicly disclosed, comprehensive
policy, addressing all levels of the bank’s structure and which does not encourage risk-taking that
exceeds the defined risk tolerance of the bank.

The RAS Manual also includes a questionnaire to be used the inspectors during on-site inspections,
which aims to clarify all aspects of the Bank's compensation system and to establish whether the
provisions of Ordinance 4 of BNB, EBA's guidelines and good banking practices are followed by the
Board.

Although the BNB may not directly restrict remuneration, the banks are under an obligation to
explain all remuneration decisions. The BNB may enforce the provisions of Ordinance 4 (through
Article 103 of the LCI) and this may have the effect of restricting remuneration, but it is not a direct
power to restrict. The institution must have a methodology and supporting documentation to explain
which categories of employees are entitled to which remuneration packages.

The main provisions are established by the Law on credit institutions, Article 73b which states that
banks shall adopt and implement a policy for the remuneration of their employees. The
remuneration policy shall promote sound risk management and shall not be conducive to risk taking
that goes beyond the risk profile of bank. Policies shall be consistent with the business strategy and
long-term objectives of the bank in relation to administrators and other persons, whose rights and
obligations have a significant influence on the risk profile.

Aside from that, remuneration policy must be built on principles ensuring compliance with the size,
internal organisation of the bank and the nature, scope and complexity of activities carried out by the
bank.

Ordinance 4 (Art 8) requires that variable remuneration shall be related to performance through a
combination of the assessments of the performance of the individual and of the business unit
concerned and of the overall results of the bank. When assessing individual performance, financial
and non-financial criteria shall be taken into account. This assessments must be set in a multi-year
framework in order to ensure that the assessment process is based on long-term performance and
that the actual payment of performance-based components of remuneration is spread over a period
which takes account of the business cycle and risks taken by the bank. The measurement of
performance used to calculate variable remuneration components or pools of variable remuneration
components shall include an adjustment for all types of current and future risks and take into
account the cost of capital and the liquidity required.

EC8

The supervisor determines that the bank’s Board and senior management know and understand the
bank’s and banking group’s operational structure and its risks, including those arising from the use of
structures that impede transparency (e.g., special-purpose or related structures). The supervisor
determines that risks are effectively managed and mitigated, where appropriate.

Description
and findings
re EC8

The legal framework in respect of establishing Board and executive management responsibly for the
banks operational structure and risks is comprehensive. For example:
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The banks are required to establish risk committees which should be composed by non-executive
members. They shall have appropriate knowledge, skills and expertise to fully understand and
monitor the risk strategy and the risk appetite of the bank. (Art 6(3), Ordinance 7)

The management board (board of directors) are required to devote sufficient time to consider risk-
related issues. Members of the board shall be actively involved in and ensure that adequate
resources are allocated to the management of all material risks addressed in this Ordinance and in
the EU CRR, including in the valuation of assets, and the use of external credit ratings and internal
models relating to these risks (Art 3 (1), Ordinance 7).

Where an institution operates through special-purpose or related structures or in jurisdictions that
impede transparency or do not meet international banking standards, the management body shall
understand their purpose and structure and the particular risks associated with them. The
management body shall only accept these activities when it has satisfied itself the risks will be
appropriately managed - Paragraph 7 Non-standard or non-transparent activities, point 1 of the
Guidelines on Internal Governance.

The Board is required to approve and periodically review the strategies and policies, adopted under
the LCI (Art 73(1)(3)) for taking up, managing, monitoring and mitigating the risks to which the bank
is or might be exposed, including those posed by the macroeconomic environment in which it
operates in relation to the status of the business cycle. (Art 2, Ordinance 7)

The bank must adopt and maintain rules and procedures for reporting to the management board
(board of directors) that cover all material risks and risk management policies and changes thereof.

The supervisory board or the members of the board of directors who do not perform any executive
function, as well as the risk committee shall determine the nature, the amount, the format, and the
frequency of the information on the bank’s risk profile which it is to receive.

The supervisory board or the members of the board of directors who do not perform any executive
function and the risk committee shall have adequate access to information on the risk situation of
the institution and, where necessary and appropriate, to the risk management function and to
external expert advice.

The management board (board of directors) and the supervisory board shall oversee the entire
disclosure and communication process. (Art 3, Ordinance 7)

EC9 The supervisor has the power to require changes in the composition of the bank’s Board if it believes
that any individuals are not fulfilling their duties related to the satisfaction of these criteria.

De;cfrlp;{on When there has been a direct violation of the LCI, the CRR or other acts and including BNB

?: Ecg Ings guidelines, under Art 103(1) the BNB has the power, under the LCI (Art 103(2)) to require the

dismissal of one or more individuals authorized to manage and represent the bank, as well as
members of the management board, board of directors or supervisory board. BNB guidelines include
the guidelines on internal governance (Ordinance 10) and the guidelines on the assessment of the
suitability of members of the management body and key function holders (Ordinance 20). The
internet links to those guidelines and the letter for their application as part of supervisory review and
evaluation process were sent to the banks — Guidelines on internal governance with letter ref.
number 91TBT-0006/30.07.2012 and Guidelines on the assessment of the suitability of members of
the management body and key function holders with letter ref. number 91TB5-0060/28.05.2013.

However, the terms of Article 103(1) do not clearly encompass the weak performance of a Board
member, or a failure to meet the suite of corporate governance standards as encompassed in this
principle.
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Additional

criteria

AC1 . . . . .
Laws, regulations or the supervisor require banks to notify the supervisor as soon as they become
aware of any material and bona fide information that may negatively affect the fitness and propriety
of a bank’s Board member or a member of the senior management.

DESCIjIptI.OH The management of the internal audit office shall forthwith inform the BNB of “any violations found

and findings . | . . .

re AC1 out in the bank’s governance, which have resulted or may result in substantial damages for the
bank.” (Art 74 (2))
The head of the internal audit unit shall immediately notify the BNB of violations or malpractices in
the bank’s management that have led or may lead to material damages. (Art 28(1), Ordinance 10). As
with EC9, the provisions of the LCI do not directly address the need for a bank to notify the BNB of a
material concern which may affect the fitness and propriety of a Board member or member of senior
management.

Asses.sm'ent Materially Non Compliant

of Principle

14

Comments The BNB staff demonstrate a strong awareness and familiarity with the policies and principles of

corporate governance and recent developments in this field — including the work by the Basel
Committee on revising its principles for corporate governance in banks. Equally, however, the
assessors were made very aware, in their meetings with banks and representatives of the professional
services that support the banking sector, that corporate governance remains a work in progress in
the Bulgarian market. As might be expected, the best practices are considered to be found in the
local subsidiaries of major international banks.

The BNB uses its inspection process for the determination of the status and effectiveness of
corporate governance in the banking sector and for the oversight of Boards in individual risk areas.
Therefore it is important to note that not only CP14 but individual ECs throughout the individual risk
principles are affected.

Necessarily, the on-site inspection timetable, due to resource constraints, is not able to maintain a
fresh perspective on all of the banks and this creates a vulnerability in the field of corporate
governance assessment. Moreover, and as noted in CP9, although the BNB has established
relationships with the Supervisory Boards of the banks, the contact is not systematic and is not close.

The assessors had the impression that senior level contact between the BNB and the Supervisory
Boards might take place from time to time without the supervisory teams being aware, or having the
opportunity to brief on particular issues that might need to be drawn to the attention of the
Supervisory Boards.

The inspection reports and off-site analysis that the assessors were able to review presented little
evidence that inspectors had been able to make these determinations or had deeply pressed their
investigations. It was clear from the reports, and banks confirmed, that the inspectors routinely
review committee minutes and decisions and a summary assessment was routinely made for the
management component of the CAMELOS rating.
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The on-site practices may reflect the fact that the RAS manual, which is a key tool for the inspectors,
is not as developed in respect of corporate governance issues as it is in other areas. Unsurprisingly,
the related areas of corporate governance, risk management, and internal controls are treated
together in the RAS manual and are most well developed for internal controls and seemingly least
well developed for techniques to assess corporate governance. In this sense the manual reflects the
fact that supervisory standards and expectations have the longest history — internationally — in the
field of internal controls and are the most recent in respect of corporate governance. The BNB is not
necessarily strongly out of step with peers, but the oversight of corporate governance standards in
banks requires more attention

Additionally, and despite the provisions of Article 103 which permits the dismissal of a Board
member, it is unclear that the BNB has adequate powers to require the change to the composition of
a Board in respect of a member who in the belief of the BNB are not fulfilling their duties
satisfactorily in relation to the discharge of corporate governance as set out in this principle.
Obtaining clarity on this point is important so that there is no risk of the BNB being inhibited to act
in relation to corporate governance issues.

It is similarly unclear that banks are required — and individuals granted any appropriate legal
protections — to notify the BNB should there be material issues that would affect the fitness and
propriety of the Board member or member of senior management.

Recommendations

Ensure the BNB has the requisite powers to require changes to the composition of a Board where an
individual or individuals have failed to discharge their corporate governance responsibilities
effectively.

Ensure banks are required to notify the BNB and that — as necessary — legal protections are in place
to protect individuals who notify the BNB if there are material issues that would affect the fitness
and propriety of the Board member or member of senior management.

Refresh Ordinance 10 to elaborate more clearly on the BNB's requirements and expectations in the
field of corporate governance.

Institute systematic senior level contact between the BNB and the Boards of the banks, to reinforce
priority messages, deepen the overall assessment of the Boards' qualities and capacities and as
necessary to challenge the banks. This contact should make Boards aware that the primary
responsibility for the safety and soundness of the institution rests with them.

Greater frequency of assessment of corporate governance is needed. In view of overarching
resource constraints, this may be an appropriate topic for a horizontal review.

Deepen the RAS Manual to provide greater guidance to inspectors in testing the quality of
corporate governance within firms and in how to reflect their findings in the overall analysis, ratings
and supervisory actions.
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Principle 15

Risk management process. The supervisor determines that banks®' have a comprehensive risk
management process (including effective Board and senior management oversight) to identify,
measure, evaluate, monitor, report and control or mitigate®” all material risks on a timely basis and to
assess the adequacy of their capital and liquidity in relation to their risk profile and market and
macroeconomic conditions. This extends to development and review of contingency arrangements
(including robust and credible recovery plans where warranted) that take into account the specific
circumstances of the bank. The risk management process is commensurate with the risk profile and
systemic importance of the bank.”

Essential

criteria

EC1 . . . . .
The supervisor determines that banks have appropriate risk management strategies that have been
approved by the banks' Boards and that the Boards set a suitable risk appetite to define the level of
risk the banks are willing to assume or tolerate. The supervisor also determines that the Board
ensures that:
(a) a sound risk management culture is established throughout the bank;
(b) policies and processes are developed for risk-taking, that are consistent with the risk
management strategy and the established risk appetite;
(0 uncertainties attached to risk measurement are recognized;
(d) appropriate limits are established that are consistent with the bank’s risk appetite, risk profile
and capital strength, and that are understood by, and regularly communicated to, relevant staff; and
(e) senior management takes the steps necessary to monitor and control all material risks
consistent with the approved strategies and risk appetite.

aDrfjcfrilnp;:(:ns Key obligations are placed on the Board of a bank with regard to risk management in Article 73 of

re EC1 9 the LCL In particular, Article 73(1) sets requirements for the Board to adopt and review, in accordance

with internationally recognized practices, the bank’s strategies and policies for taking up, managing,
monitoring and mitigating the risks of the bank. Further the Board must establish the rules and
procedures for risk management and reporting.

Under the terms of Art 73(5) of the LCI, the Board is also required to apply, in its risk management
practices, the technical criteria that are set out in Ordinance 7. Article 2 of the Ordinance reinforces
the Board obligation to approve and periodically review the strategies and policies for risk
management.

Articles 79(1) and 79c¢ of the LCI impose obligations on the BNB to supervise banks' to ensure the

>! For the purposes of assessing risk management by banks in the context of Principles 15 to 25, a bank’s risk
management framework should take an integrated “bank-wide” perspective of the bank’s risk exposure,
encompassing the bank’s individual business lines and business units. Where a bank is a member of a group of
companies, the risk management framework should in addition cover the risk exposure across and within the
“banking group” (see footnote 19 under Principle 1) and should also take account of risks posed to the bank or
members of the banking group through other entities in the wider group.

>? To some extent the precise requirements may vary from risk type to risk type (Principles 15 to 25) as reflected by
the underlying reference documents.

>3t should be noted that while, in this and other Principles, the supervisor is required to determine that banks' risk
management policies and processes are being adhered to, the responsibility for ensuring adherence remains with a
bank's Board and senior management.
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safe and sound management of banks and the risks they are exposed to as well as reviewing the
strategies and processes by which banks comply with requirements on risk management. The BNB is
required to come to a determination of whether the arrangements — including their implementation
— are adequate to ensure sound management and coverage of risks.

In terms of the active supervision and assessments carried out, the BNB's practices follow the RAS
Manual. The RAS draws on EBA recommendations on risk management, and provides that:
Depending on the size, complexity and risk profile, institutions must build a consistent culture and
strong risk management, supported by appropriate policy announcement. Risk management (incl.
responsibilities, risk tolerance and risk appetite) should be documented and updated (if needed), and
the framework for risk management should be subject to independent review. Bank staff must be
made aware of risk management requirements in a timely manner. In the context of risk appetite and
risk tolerance, particular attention is paid to the establishment of appropriate risk limits and; risk
management models, incl. recognition of uncertainties with regard to quantitative and qualitative risk
models.

During on-site inspections the supervisory team is required to verify the quality of risk management
strategies, internal rules and has to insure that they are adequate to the nature, size and complexity
of the bank business and its risk profile. All of these bank-internal documents are required to be
available upon starting the inspection (as set in the official Letter of Required Documents, handed in
advance over to the bank'’s executives) and are subject to examination. Expectations for the role of
the bank’s Chief Risk Officer are also set out (noting that for banks of more limited scale and
complexity, this role can be combined with that of another senior person within the bank, provided
there is no conflict of interest).

The BNB indicated that obtaining the full package of Board documents was part of the on-site
inspection process and that minutes are checked to ensure that decisions are actively taken by the
Board on risk management strategy. The assessors reviewed BNB reports and was able to identify
that the supervisory teams had paid attention to the confirmation by the Board of the risk
management appetite of the bank. In some cases banks were criticized for failures in this regard and
expected to remediate the situation.

EC2

The supervisor requires banks to have comprehensive risk management policies and processes to
identify, measure, evaluate, monitor, report and control or mitigate all material risks. The supervisor
determines that these processes are adequate:

(a) to provide a comprehensive “bank-wide” view of risk across all material risk types;
(b) for the risk profile and systemic importance of the bank; and

(o) to assess risks arising from the macroeconomic environment affecting the markets in which
the bank operates and to incorporate such assessments into the bank’s risk management process.

Description
and findings
re EC2

The key obligation for banks to have comprehensive risk management policies and processes is
established in Article 73(1)(4) of the LC, (see also EC1). A supplementary requirement, related to
adequacy of capital for these risks is set out in Article 73a(1). Further, Article 73a (2) requires that
these strategies and processes shall be subject to regular internal review to ensure that they remain
comprehensive and proportional to the nature, scale and complexity of the activities of the banks.

The obligation for the BNB to conduct a supervisory review is found in Article 79¢(1) and (2) in
particular. The RAS points to the need for the adequacy of information systems and the risk
management model to provide a bank wide view of risks. The level of risk management expertise is
expected to be commensurate with the scale and complexity of the institution. The RAS states, for
example, that banks should identify and manage all risks — in all business lines; on both portfolio and
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group base, regardless of the exposure type (balance-sheet and off-balance sheet).

The BNB noted that banks are differentiated in the capacity and sophistication between those that
are part of an EU group and those that are locally owned, in particular smaller banks with the latter
being more limited and constrained, not necessarily having a separate full risk management function.
However, even the EU subsidiaries had experienced a high turnover of staff related to risk
management. There is a local skills shortage in this field.

EC3

The supervisor determines that risk management strategies, policies, processes and limits are:
(@) properly documented;

(b) regularly reviewed and appropriately adjusted to reflect changing risk appetites, risk profiles
and market and macroeconomic conditions; and

(c) communicated within the bank

The supervisor determines that exceptions to established policies, processes and limits receive the
prompt attention of, and authorization by, the appropriate level of management and the bank’s
Board where necessary.

Description
and findings
re EC3

Article 72 of the LCI requires that: (1) A bank shall submit to the BNB copies of its Statute, regula-
tions, instructions, and other documents containing provisions regarding the scope and procedures
for conducting operations, the capital and the internal organization of the bank, within 10 days
following their adoption, or after amending or supplementing them.

The expectations for the documentation and review of risk management in banks is also set out in
the RAS which the supervisory teams use for the on-site inspection process and includes, among
other elements the requirement, that “Risk management (including responsibilities, risk tolerance and
appetite) should be documented and updated (where necessary) and the risk management
framework should be subject to independent review. Depending on their place in the hierarchy, the
bank’s employees must be informed on a timely basis of injunctions in relation to risk management.”
The RAS further requires inspectors to check that strategy and policy information is communicated to
the relevant staff within the bank (by means of written guidelines, manuals, etc.).

The BNB commented that a particular issue the inspection teams needed to take into account was
whether the parent entities of subsidiaries were obtaining good quality information and whether the
subsidiary was abiding by group risk management standards as well as whether local specification of
group standards might be needed.

EC4

The supervisor determines that the bank’s Board and senior management obtain sufficient
information on, and understand, the nature and level of risk being taken by the bank and how this
risk relates to adequate levels of capital and liquidity. The supervisor also determines that the Board
and senior management regularly review and understand the implications and limitations (including
the risk measurement uncertainties) of the risk management information that they receive.

Description
and findings
re EC4

The process of relating risk to capital and liquidity falls under Pillar 2. The BNB has addressed an
ICAAP Manual to banks, which “aims at clarifying the statutory requirements and expectations with
regard to the development and implementation of ICAAP by credit institutions, and at solving a
number of recurrent problems that arise in the banking sector in the course of the process. The
manual aims at setting specific requirements for certain parts of the ICAAP, where possible.”

According to the ICAAP Manual, banks shall define which risks need to be assessed and covered with
internal capital (see ICAAP Manual, item 3.2).
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The ICAAP Manual also sets particular requirement for reporting to the management and to the
supervisor. The management of the bank is required not only to approve, and sign, the ICAAP report
but also keep track of any developments which should provoke strategic decisions. To be able to do
this the management should receive regular reports on any changes in the risk profile, capital limits
utilization etc. (Item 3.6).

The BNB expects that all banks to undertake a thorough analysis of the types of risks to which they
are exposed (other than the Pillar 1 risks) in the context of their ICAAP. This analysis should be
comprehensive and robust enough to convince the regulator that the bank’s own assessment of its
risk profile is accurate. Each institution defines for itself which risk types are relevant to its business
and the way it should control and assess them. Furthermore, banks must consider whether the
regulatory capital requirements under Pillar I reflect the true risk profile of the bank. If Pillar I
calculations are not risk-sensitive enough, the bank is expected to identify a better approach or at
least define a capital buffer above the Pillar 1 requirements in order to better capture the impact of
these risk types on its income. All credit institutions should determine if there is a need to hold
additional capital for Pillar 2 purposes against risks, which are not completely covered by Pillar 1.

Given that Pillar 2 is required to provide a holistic view of risks, the BNB uses its on- and off-site SREP
processes to evaluate and test the banks' ICAAP/ILAAP processes and documentation to determine
whether the Board and senior management receive adequate and appropriate information. The
quality of the ICAAP can be assessed both in targeted ICAAP inspections and in the context of
standard inspections. The approach to liquidity assessment — ie review of the adequacy of the ILAAP
—is still under development.

The supervisory teams are directed by the RAS Manual, to assess the bank’s management process
and its effectiveness, by evaluating, among other key components, the Management Information
System (MIS) - i.e. evaluation of the overall MIS and how it provides the Board of Directors/Managing
Board, the Supervisory Board and the administrators of the bank with the information necessary for
monitoring, evaluation and control of the business situation and the risks to which the bank is
exposed.

The assessors were able to review a number of ICAAP submissions and assessments. While it is
standard practice to review information that is submitted to the Board, and any subsequent decisions
and actions, it is not always standard practice to meet the Board and test the full understanding of
the capital and liquidity needs. It was noted in discussion with the BNB that a particular area of
sensitivity is to test whether the local subsidiaries of wider banking groups necessarily have enough
information or understanding of how they fit into the group ICAAP and whether the internal group
capital allocation is appropriate.

ECS The supervisor determines that banks have an appropriate internal process for assessing their overall
capital and liquidity adequacy in relation to their risk appetite and risk profile. The supervisor reviews
and evaluates banks’ internal capital and liquidity adequacy assessments and strategies.

Descrlpt{on As noted under EC2, Article 73a(1) and (2) impose obligations on banks to have in place the

and findings . . . . .

re EC5 strategies and processes to assess the adequacy of capital for the risks to which they are or might be

exposed and that these strategies and processes should be subject to regular internal review to
ensure they remain comprehensive and proportional.

The BNB's assessment of the bank’s compliance with this requirement, is carried out in the context of
the Pillar 2 assessment (ie the SREP). For the SREP to be carried out the bank must undertake its own
Internal Capital Adequacy Assessment Process (ICAAP) and the newly introduced Internal Liquidity
Adequacy Assessment Process (ILAAP). The SREP is performed through on-and off-site activity. The
SREP must be performed at least annually.
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In addition, the actual establishment of the internal process of overall capital and liquidity adequacy
assessment with regard to bank’s risk appetite and risk profile receives particular attention during
on-site inspection. The assessors were able to review ICAAP assessments that made reference to the
on-site processes.

E . . .
c6 Where banks use models to measure components of risk, the supervisor determines that:

(a) banks comply with supervisory standards on their use;
(b) the banks’ Boards and senior management understand the limitations and uncertainties
relating to the output of the models and the risk inherent in their use; and
(c) banks perform regular and independent validation and testing of the models
The supervisor assesses whether the model outputs appear reasonable as a reflection of the risks
assumed.

Description (a) Supervisory standards

and findings P y

re EC6 Prior approval from the BNB is required, under the terms of the CRR, for any bank wishing to use

internal models to measure components of credit, market and/or operational risks, official approval
by the BNB should be obtained in order to use the models for capital requirements reporting
purposes. The criteria for authorisation to use Internal Rating Based Approach (IRB) for credit risk and
for the AMA for Operational risk, including robust risk management systems are contained in the
CRR (Part Three, Title One, Chapter Three, Section I and Part Three, Title Four, Chapter Five, Sections I
toV).

The BNB has developed Guidelines for the IRB approach and AMA approval process, for which
approval by the Governing Council is pending.

At the time of the assessment two approvals had been granted for IRB and one application for AMA
was being assessed.

(b) Management understanding

The obligation for the management board shall devote sufficient time to consider risk-related issues
is set out in Ordinance 7 on organisation and risk management of banks (Art3 (1)). Members of the
board are required to be actively involved in and ensure that adequate resources are allocated to the
management of all material risks addressed in both the Ordinance and in the CRR.

(c) Regular validation

The CRR (Art174(d)) imposes requirements concerning the cycle of model validation — which should
be regular and should includes monitoring of model performance and stability; review of model
specification; and testing of model outputs against outcomes. Additionally, the CRR (Art 177(2))
requires institutions to undertake regular stress testing of credit risk to test the adequacy of their
capital requirements for credit risk. Prior to the coming into force of the CRR, the requirements for
periodic validation and testing were set in the now repealed Ordinance 8 (Art 88(4)).

Ordinance 7 also provides for annual reporting of calculation and explanation of methodologies used
in respect to exposures in benchmark portfolios and these results are submitted to the EBA by the
BNB to facilitate supervisory benchmarking of internal approaches within the EU. Further, the
Ordinance places an obligation on the BNB (Article 22(1)) to investigate when a particular bank
diverges significantly from the majority of other banks using internal approaches or where there is
little commonality in an approach leading to a wide variance of results. Corrective actions are to be
applied when the bank’s approach has led to an under-estimation of capital requirements that is not
attributable to the underlying risks.
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Additionally, Article 18 stipulates that particularly significant banks in terms of size, internal
organisation and nature, scale and complexity of their activities shall provide the necessary
prerequisites for internal credit risk assessment capacity and internal specific risk assessment capacity
and for the use of the internal ratings based approach /internal models for specific risk/ where their
exposures are material in absolute terms and where they have at the same time a large number of
material counterparties /material positions in debt instruments of different issuer.

Following the granting of approval by the BNB, the models are subject to regular supervisory
assessment as to determine whether they continue to comply with the standards and conditions for
their use. This review shall be at least every three years for approaches that require approval under
the CRR (Art 80c of the LCI).

Moreover, the validation tests, and the senior management’s understanding of the particularities and
limitations of the modes and the risks associated with them as a whole, are subject to supervisory
review under specific IRB-inspections and dedicated meetings.

Supervisory methods to assess the validation process, (whole or in part) may include off-site analysis
and/or spot checks. The main focus is the evaluation of the nature of the calculations used by banks
in determining the necessary capital (Pillar I) and capital adequacy, as well as the quality of risk
management.

On-site inspections focus on assessing to what extent the models are part of everyday work and risk
management in the bank (“use test”), what internal controls are in place with this regard and whether
appropriate measures are taken so as to mitigate the risks relating to the use of internal rating
systems and models. Nevertheless, the ICAAP Manual which provides guidance to inspectors when
considering the technical criteria for the adequacy of ICAAP but does not include a direct
requirement for inspectors to test management’s capacity or understanding of the processes
involved.

The BNB has established a special supervisory team which main task is internal model approval (IRB
and AMA) upon submitted requests by banks with intent that models will be used for regulatory
capital purposes. The team also assesses whether the model outputs appear reasonable after an
approval is granted, whether the bank continues to comply with the supervisory standards, and
whether annual validations and model tests are properly performed. At the time of the BCP
assessment, the models team had recently lost a key quantitative expert whose replacement was
urgently required. The BNB were proactive in identifying a possible successor, but as in other
markets, this area suffers a skills shortage.

EC7 The supervisor determines that banks have information systems that are adequate (both under
normal circumstances and in periods of stress) for measuring, assessing and reporting on the size,
composition and quality of exposures on a bank-wide basis across all risk types, products and
counterparties. The supervisor also determines that these reports reflect the bank’s risk profile and
capital and liquidity needs, and are provided on a timely basis to the bank’s Board and senior
management in a form suitable for their use.

Descrilptl.on Article 67 of the LCI sets out general information obligations for banks. Its focus is on an information

and findings . X . . . .

re EC7 system that provides accounting data and ensuring the effects of transactions on the banks financial

position is adequately captured. The provision includes a wider clause which states that the bank’s
information system must also capture other information as required by the Law and acts adopted by
the BNB.

Under Ordinance 7 (Article 3(2)), the bank shall adopt and maintain rules and procedures for
reporting to the management board (board of directors) that cover all material risks and risk
management policies and changes thereof. Responsibility for the nature, amount, format and
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frequency of information on the bank’s risk profile rests with the Board and Risk Committee (Art
3(3)). Article 3 further provides that the Board and Risk Committee shall have adequate access to
information on the risk situation of the institution and, where necessary and appropriate, to the risk
management function and to external expert advice. The Board is also responsible for oversight of
the disclosure and communication process.

The determination made by the BNB is in the context of the SREP process — in particular through on-
site risk-based inspections the information systems of a bank. The inspections are required to assess
the bank’s information systems in terms of effectiveness and scope of risk coverage commensurate
with the size, structure and activities performed by the institution. In doing such evaluation, the BNB
observes whether all material risks, and in particular different types of exposures and their
distribution according to various indications (products, segments, clients, grades, collaterization, etc.)
are subject to regular monitoring, analysis (qualitative and quantitative), and reporting to the
managing body of the bank. The assessment of the operational risk of the bank includes evaluation
of the information system, the level of its security and adequacy in periods of stress. A judgment on
the assessment of the bank’s management assessment, as part of the SREP, is taken on whether the
reports to the Management body reflect the bank’s risk profile and capital and liquidity needs so as
to be proper base of decision making. The RAS Manual sets out specific requirements for the
assessments.

Should the BNB not be satisfied with the information systems and reports, the BNB may impose
additional requirements in order to improve the bank’s risk management, or pose additional liquidity
and capital requirements if risks are not addressed adequately.

The BNB seeks to determine whether the information flow would remain adequate in periods of
stress during on-site inspections by considering the business continuity plan of the bank;
protocols/reports on the tests carried out in relation to the action plan, their results and follow-up;
and the contingency plan.

EC8

1

The supervisor determines that banks have adequate policies and processes to ensure that the banks
Boards and senior management understand the risks inherent in new products,”* material
modifications to existing products, and major management initiatives (such as changes in systems,
processes, business model and major acquisitions). The supervisor determines that the Boards and
senior management are able to monitor and manage these risks on an ongoing basis. The supervisor
also determines that the bank’s policies and processes require the undertaking of any major activities
of this nature to be approved by their Board or a specific committee of the Board.

Description
and findings
re EC8

New products and changes to existing products are topics addressed by the BNB Guidelines on
Internal Governance in Banks which are based on the CEBS (now EBA) Guidelines. The BNB Guidelines
have not yet been formally translated into English. However, the requirements include the need for a
well documented policy for approval by the Board (management body). This policy must cover all
factors to be taken into account prior to entering new markets, to work with new products, to offer a
new service or to make significant changes to existing products or services. This policy also defines
the main issues to be discussed before a decision is taken. These issues should include compliance
with the regulatory requirements, pricing models, impact on the risk profile, capital adequacy and
profitability, availability of sufficient resources for the bank's departments and adequate internal
tools and experience to identify and monitor risks. When a decision is taken to start a new business
the policy should require that the structural unit and individuals responsible for the new business are

> New products include those developed by the bank or by a third party and purchased or distributed by the bank.
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clearly identified.

The overriding theme is that banks should undertake new activities only if there are sufficient
resources available to establish and manage the corresponding risks. Hence the risk control function
should also be involved in the process of approving new products or making significant changes to
existing products as a comprehensive and objective assessment of the risks associated with new
activities in various scenarios — as well as identifying whether there may be vulnerabilities in the bank
in terms of effectively managing these new risks. The risk control unit should also have the power to
require changes to existing products to undergo a formal approval of new products.

Under Pillar 2 SREP guidelines, the compliance function also has the role of verifying that new
products and new procedures are in compliance with the current legal environment and any known
amendments to the legislation that has not yet entered into force.

The EBA is currently working on updating and implementing guidelines for “Product oversight and
governance” of bank products. At the time of assessment, these guidelines had been issued for
public consultation and once adopted by the EBA, the BNB and will require banks to comply with
them.

The RAS Manual - in its risk management section — sets out the requirements for the supervisory
review related to new products and services, but this is a relatively infrequent event in the local
banking market at present.

EC9

The supervisor determines that banks have risk management functions covering all material risks
with sufficient resources, independence, authority and access to the banks’ Boards to perform their
duties effectively. The supervisor determines that their duties are clearly segregated from risk-taking
functions in the bank and that they report on risk exposures directly to the Board and senior
management. The supervisor also determines that the risk management function is subject to regular
review by the internal audit function.

Description
and findings
re EC9

The keystone requirements for the risk management function in banks are set out in Article 5 of
Ordinance 7. The risk management function should, according to the principle of proportionality,
establish and maintain a risk management function independent from the operational units and
which has sufficient authority, statute, resources and adequate access to the supervisory board or the
board of directors.

Under the SREP guidelines issued to banks, there are set of additional requirements for segregation
between risk control and risk taking functions.

Periodic review is covered by Article 14 of Ordinance 10 on the Internal Control in Banks which
provides that the internal audit function must periodically review the risk management systems, risk
and capital adequacy assessment.

All these requirements are subject to supervisory review and assessment, as detailed in the
“Management and corporate governance. Internal control” section of the RAS Manual. The assessors
reviewed a number of inspection reports and identified comments on the evolution and quality and
recommendations for further improvement in relation to risk management. More broadly the BNB
indicated that not all banks are sufficiently developed to have a separate risk management function,
but the work of internal audit is routinely checked. BNB inspectors did not identify segregation of
controls as a particular concern for the banking sector.

EC10

The supervisor requires larger and more complex banks to have a dedicated risk management unit
overseen by a Chief Risk Officer (CRO) or equivalent function. If the CRO of a bank is removed from
his/her position for any reason, this should be done with the prior approval of the Board and
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generally should be disclosed publicly. The bank should also discuss the reasons for such removal
with its supervisor.

Description
and findings
re EC10

As noted above, under Ordinance 7 (Article 5(4) and (6)) the bank shall appoint a head of the risk
management function who shall be an independent senior manager with clear responsibilities. Under
the principle of proportionality, however, where the nature, scale and complexity of the activities of
the bank do not justify a specially appointed person, another senior person within the bank may
fulfill that function, provided there is no conflict of interest. As also noted above, some of the smaller
banks do not have a dedicated unit.

The head of the risk management function may not be removed without prior approval of the
supervisory board or members of the boards of directors who do not perform any executive function.
There are no explicit provisions for public disclosure of the removal of the CRO, or that the bank
should seek to contact the BNB to discuss such a decision.

The RAS manual sets out the supervisory expectations for the role and function of the CRO. The
Manual does not comment on the appropriate methods for removing a CRO but does confirm that
the CRO should be given sufficient autonomy and powers in the decision making and risk control
process, including the possibility for veto. The CRO is to be given a direct report to the executive
management or, at the discretion of the CRO, to the Board and Audit Committee. The RAS also
establishes that the inspectors should determine actual or expected changes in the managerial staff
of the bank and consider issues of continuity.

EC11

The supervisor issues standards related to, in particular, credit risk, market risk, liquidity risk, interest
rate risk in the banking book and operational risk.

Description
and findings
re EC11

Requirements and criteria concerning the treatment of different risk categories are set out in
Ordinance 7, Chapter Three: Section I - Credit and Counterparty Risk; Section II - Interest Risk Arising
from Non-trading Book Activities, Concentration Risk, Securitisation Risk and Residual Risk; Section III
- Market Risk; Section IV - Operational Risk; Section V - Risk of Excessive Leverage.

Other relevant criteria are comprised in Ordinance 8 on Bank’s Capital Buffers and Ordinance 11 on
Bank Liquidity Management and Supervision.

The EBA (formerly CEBS) standards and guidelines are also applied to banks as well as a number of
guidelines issued by the BNB, including: Guidelines on the Application of the Supervisory Review
Process; Guidelines for Internal Governance in Banks; Guidelines on the Management of Interest Rate
Risk in the Banking Book; Guidelines on Stress-testing under the Supervisory Review Process;
Guidelines on the Management of Concentration Risk under the Supervisory Review Process;
Guidelines on the Management of Operational Risks in Market-related Activities.

EC12

The supervisor requires banks to have appropriate contingency arrangements, as an integral part of
their risk management process, to address risks that may materialize and actions to be taken in stress
conditions (including those that will pose a serious risk to their viability). If warranted by its risk
profile and systemic importance, the contingency arrangements include robust and credible recovery
plans that take into account the specific circumstances of the bank. The supervisor, working with
resolution authorities as appropriate, assesses the adequacy of banks’ contingency arrangements in
the light of their risk profile and systemic importance (including reviewing any recovery plans) and
their likely feasibility during periods of stress. The supervisor seeks improvements if deficiencies are
identified.

Description
and findings

Under the LCI (Article 73d), banks are required to put in place a recovery plan containing actions and
measures it may take for the restoration of its financial situation in the event of financial difficulties.
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re EC12

The plan must be submitted to the BNB, which may issue recommended changes, supported by
justifications.

The LCI mandates that the BNB issue an Ordinance setting out requirements for the recovery plans.
Chapter Six of Ordinance 7 elaborates on these requirements. Article 25 is the critical provision. The
recovery plan must analyse the impact of adverse events strongly affecting the financial performance
of the bank, including crises which affect the entire financial market or the bank, the banking group
and/or corporate structure to which it belongs. The plan must be approved by the Board and
submitted to the BNB which may require changes to the plan if there are deficiencies or significant
obstacles to its implementation. These changes may include reducing exposures to particular risks,
increasing capital, changing the funding policy or governance structure. The plan must be reviewed
and if necessary updated annually and the BNB may require an “extraordinary” update of the plan.

In accordance with the requirements on recovery plans set in the LCI and Ordinance 7, as well as the
EBA’s guidelines and assessment module (relevant to the BRRD), in mid 2014 the BNB requested
from banks to submit their recovery plans by the end of 2014 for supervisory assessment. At the time
of the BCP assessment the BNB was in the process of assessing the recovery plans.

EC13

The supervisor requires banks to have forward-looking stress testing programs, commensurate with
their risk profile and systemic importance, as an integral part of their risk management process. The
supervisor regularly assesses a bank's stress testing program and determines that it captures material
sources of risk and adopts plausible adverse scenarios. The supervisor also determines that the bank
integrates the results into its decision-making, risk management processes (including contingency
arrangements) and the assessment of its capital and liquidity levels. Where appropriate, the scope of
the supervisor's assessment includes the extent to which the stress testing program:

@) promotes risk identification and control, on a bank-wide basis

(b) adopts suitably severe assumptions and seeks to address feedback effects and system-wide
interaction between risks;

(o) benefits from the active involvement of the Board and senior management; and
(d) is appropriately documented and regularly maintained and updated.

The supervisor requires corrective action if material deficiencies are identified in a bank'’s stress
testing program or if the results of stress tests are not adequately taken into consideration in the
bank’s decision-making process

Description
and findings
re EC13

The CRR (Article 177) establishes stress testing requirements for the assessment of capital adequacy.
Among other conditions, the stress testing processes shall be used in the bank’s assessment of its
capital adequacy and shall be performed on a regular basis.

Further, the LCI (Article 79c¢ (1) and (2)) requires the BNB to evaluate among other issues risks
revealed by stress testing taking into account the nature, scale and complexity of a bank’s activities.
On the basis of the supervisory review and evaluation, the BNB shall determine whether the
arrangements, strategies, processes and mechanisms implemented by banks, the manner of their
implementation as well as own funds and liquidity held by them ensure a sound management and
coverage of their risks. The inclusion of banks' stress tests in the supervisory review and evaluation
carried out by the BNB is also set out in Ordinance 7, Article 23.

While the RAS Manual does not include a specific section dedicated to stress testing, the topic is
included throughout the Manual in each risk type as well as in the overall risk management
assessment.

Stress tests are an integral part of the ICAAP. The evaluation of the stress-testing framework in a
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bank is also a main part of the ICAAP and its supervisory review, as provided also in the ICAAP
Practical Guidelines (item 4.3 Stress-tests).

In the Stress-testing guidelines (“Guidelines on performing stress tests within the SREP") it is
envisaged that the management body has the responsibility for the entire process of conducting
stress tests of the bank and must be able to assess the impact of various adverse events on the
overall risk profile of the bank. The framework for conducting stress tests is required to be an integral
part of the risk management framework of the bank and must be supported by efficient
infrastructure. The ICAAP stress test results must be submitted to the management authority and
senior management to fully understand the essential risks to which the bank is exposed. The
framework for conducting stress tests should allow for taking actions depending on the results,
providing the information necessary for decision making by the appropriate management level in the
bank.

The process of performing stress tests is expected to include: analysis of all the risks incurred by
business structures and individual components of portfolios, risk types and business activities; take
account of the relationship between different types of risk; various stress tests, based on a "top-
down" and a "bottom up" approach, including back-tests; flexible platform that allows current
modeling of various stress tests to the various business lines and risk types; using extensive data; and
adjusting the assumptions appropriately.

The BNB reviews the framework for conducting stress tests of banks on a discretionary basis. The
reviews examine the set of scenarios, methodologies and infrastructure surrounding the
implementation of the stress tests. The BNB reviews the results of stress tests to assess the
sustainability of the bank under adverse economic conditions and its ability to maintain sufficient
capital and liquidity. The BNB takes into account the data of changes in equity, capital requirements,
liquidity and liquidity needs arising from the adverse conditions.

The BNB indicated that it has, where appropriate, questioned the scope, degree of conservatism,
assumptions and risk reducing actions set out by the bank. The assessors noted that the stress
testing carried out by banks is considered in the annual assessment of the ICAAP. These reports
indicated that the BNB had identified weaknesses in the process, methodology, risk coverage and
usage of stress testing within some banks.

EC14 The supervisor assesses whether banks appropriately account for risks (including liquidity impacts) in
their internal pricing, performance measurement and new product approval process for all significant
business activities.

aD:jcfrilnp(;“i?ns Under Ordinance 7, Article 6(6) where prices do not properly reflect risks in accordance with the

e EC14 9 business model and risk strategy, the risk committee shall present a remedy plan to the supervisory

board or the management board (board of directors).

During on-site inspections the supervisors are expected to check the bank's policy on pricing of
products by in order to determine how the bank is positioned with respect to imbalances of interest
periods, as prescribed in the RAS Manual. The assessors noted reports submitted to banks from the
inspectors which criticized pricing and performance measurement.

The internal pricing process in banks usually is not part of the main focus during on-site inspections
and the overall SREP. Nevertheless, the adequacy of risk inclusion in the internal pricing is assessed
as integral part of components under review (business segment/product of the assets/liabilities
structure) with regard to its contribution to the bank’s profit/earnings capacity. In regard to the
liquidity management in particular and funds transfer process in banks, the BNB has issued
Guidelines for the allocation of costs and benefits related with liquidity. The BNB's guidelines aim at
promoting adequate and comprehensive pricing mechanism at banks, which includes all material
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costs, benefits and risks associated with liquidity; and establishment of appropriate incentives for
prudent management of liquidity risk.

Significant business activities of banks are subject to supervisory review during risk-based on-site
inspections, including ICAAP and recently ILAAP, and to test whether the banks appropriately
account for risks, evidenced by performance measurement reports, as well as in the new product
approval process (documented in the internal rules and procedures).

Additional
criteria

ACl

The supervisor requires banks to have appropriate policies and processes for assessing other material
risks not directly addressed in the subsequent Principles, such as reputational and strategic risks.

Description
and findings
re AC1

All banks must comply with the Pillar 2 principles for the risk management organization and the Pillar
2 framework requires banks to assess and address other material risks including reputational and
strategic risks.

Additionally, under LCI Article 73a. (1) Banks shall have in place sound, effective and complete strate-
gies and processes on an ongoing basis to assess and maintain the amount, types and distribution of
internal capital that they consider adequate to cover the nature and level of all risks to which they are
or might be exposed.

Under the ICAAP Manual (item 4.2.10 Other risks):
- Banks should identify all other risks they are exposed to.
- Banks should at least consider but are not limited to the following types of risks:

Strategic risk. Banks should consider the strategic risk with regard to the potential losses arising from
incorrect management decisions, inappropriate implementation of decisions, or insufficient
responsiveness to changes in the business environment.

Macroeconomic risk. Banks should consider their exposure to the risk arising from the possible
adverse changes in the macro business environment that would impact its earnings and capital
adequacy. That shall not be mistaken by the impact of external factors normally covered by credit
risk, market risk, concentration risk and strategic risk.

Reputational risk. Banks should also assess reputation risk from the point of view of a negative public
opinion of its business practices and/or its business ties with specific clients that can be reflected in a
loss of confidence in the bank’s moral integrity.

Banks should assess internal capital coverage for the other risks listed above, but only if they
consider that they are exposed to them.

The BNB indicated that some banks attempted to analyze and allocate capital directly to reputational
risk in the ICAAP process and reputational risk was a regular discussion. The assessors noted that
reputational risk was included in the BNB ICAAP reviews. Also, the BNB indicated that it had, when
necessary taken other actions such as directing an institution to reduce its range of products to
address business/strategic risks.

Assessment
of Principle
15

Largely Compliant
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Comments

The knowledge of the adequacy of risk management in the banking system, as with a number of
other aspects of supervision, such as internal controls, rests significantly on the on-site inspection
process. This practice, of course, mirrors the approach for many risks, including corporate
governance as discussed in the previous principle.

In common with the findings for CP14, it is the case that under the risk based approach and
limitations of resources, the less systemic institutions will receive less frequent on site examination
whilst being the very institutions who will find it hardest to attract good quality risk management
professionals in a thin market place. These are also the institutions less likely to be able to establish a
separate risk management unit.

Another feature of the inspection process, and again echoing the findings in CP14, is that while
reports and recommendations - the assessors had access to a range of the supervisory reports -
comment on and address the quality of risk management including, for example, the quality of stress
testing in the ICAAP process, the depth of analysis and attention paid to this dimension appears to
be notably less than is paid to some individual risk areas. Consequently there is a risk that the overall
risk governance culture and practice of an institution is does not receive sufficient focus from the
supervisor — or potentially from the banks.

Although the BNB forms a view on the quality of risk management, it was not clear to the assessors
that the BNB was able to form a well founded view on the understanding and role of management
and the supervisory board in the risk management and culture of the banks. In other words, although
the assessors could observe that inspectors pay attention whether risk management structures are
put in place and whether risk appetite, tolerance and limits are approved, the assessors did not see
clear evidence that the inspectors were testing whether the substance as opposed to the form of risk
management architecture and practices had been put into place.

The BNB has made strides in terms of pushing banks towards developing recovery plans but at the
time of the assessment, it has not yet been possible to assess the plans submitted by the banks and
for the BNB to complete its analysis, building on its existing knowledge, to determine whether
contingency planning is sufficient.

Recommendations

It is recommended that the BNB consider the proportion of resource dedicated to risk management
—and internal control — in their on-site programs.

Again, as recommended in CP9 and CP14, horizontal reviews across the system are likely to be
helpful, but in any case systematically greater attention on risk management is important,
particularly given the developing state of the banking industry at present. The horizontal approach
may assist both the banks and the inspectors to understand and benefit from the better practices
and disseminate advice and requirements to banks as necessary.

As with CP14, and recognizing the relationship between the issues, Revise Ordinance 10 to confirm
and enhance supervisory requirements in risk management.

As with CP14, and recognizing that these topics are considered together in the RAS Manual, review
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and refresh the Manual to provide greater guidance to inspectors in testing the quality of risk
management within firms and in how to reflect their findings in the overall analysis, ratings and
supervisory actions.

Principle 16

Capital adequacy.> The supervisor sets prudent and appropriate capital adequacy requirements for
banks that reflect the risks undertaken by, and presented by, a bank in the context of the markets
and macroeconomic conditions in which it operates. The supervisor defines the components of
capital, bearing in mind their ability to absorb losses. At least for internationally active banks, capital
requirements are not less than the applicable Basel standards.

Essential

criteria

EC1 . . . . .
Laws, regulations or the supervisor require banks to calculate and consistently observe prescribed
capital requirements, including thresholds by reference to which a bank might be subject to
supervisory action. Laws, regulations or the supervisor define the qualifying components of capital,
ensuring that emphasis is given to those elements of capital permanently available to absorb losses
on a going concern basis.

Description

and findings Bulgaria is subject to the legislative framework implementing Basel IIl in the EU, which was adopted

re EC1 in June 2013. The package contains the Capital Requirements Regulation (CRR-regulation (EU) No

575/2013 of the European parliament and of the Council of 26 June 2013 on prudential requirements
for credit institutions and investment firms), which is directly applicable to member countries, as well
as the Capital Requirements Directive—CRD 1V, which has been transposed into the national
legislation in March 2014 and entered into force on March 25, 2014.

The main domestic legal and regulatory provisions governing capital and risk management and other
rules on the methods of calculation can be found in the LCI and other BNB regulations and
ordinances. Banks are required to calculate and maintain at all times minimum own funds which
cover: credit risk, trading book risk and operational risk, foreign-exchange risk, additional capital
requirements as necessary in accordance with the LCI (qualifying participations) and requirements
due to exceed of large exposure limits.

Banks are obliged to have in place sound, effective and complete strategies and processes on an
ongoing basis to assess and maintain the amount, types and distribution of internal capital that they
consider adequate to cover the nature and level of all risks to which they are or might be exposed.
(LCI, art. 73a). In addition, those strategies and processes need to be subject to regular internal
review to ensure that they remain comprehensive and proportionate to the nature, scale and
complexity of the activities of the institution.

The norms are applicable to all banks and banking groups. Requirements on calculation of capital are
set out in Article 93 section of the CRR, where general own funds shall be met at all times as follows:
(a) CET1 4.5 percent;

(b) Tier 1 capital ratio of 6.0 percent; and

>> The Core Principles do not require a jurisdiction to comply with the capital adequacy regimes of Basel I, Basel II
and/or Basel IlI. The Committee does not consider implementation of the Basel-based framework a prerequisite for
compliance with the Core Principles, and compliance with one of the regimes is only required of those jurisdictions
that have declared that they have voluntarily implemented it.
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(c) Total capital ratio of 8 percent.

Since Bulgaria is subject to the CRR, the qualifying components of capital can be found in the later.
Article 26 defines the Common Equity Tier 1 items. The items are only recognized as Common Equity
Tier 1 if they are available to the credit institution for unrestricted and immediate use to cover risks
or losses as soon as these occur. Additional Tier 1 items are defined in article 51 of the same CRR.
The items shall meet specific requirements laid down in article 52. Tier 2 items are defined in article
62. On average, the percentage of subordinated debt in capital in the banking system is 8.69 percent.
It is noteworthy that capital instruments that were issued before end of 2011 and disqualified as
capital instruments according to CRR can under certain conditions be grandfathered according to
CRR. The approach chosen by of the BNB (and by other EU jurisdictions) is to apply the full
grandfathering period available under the CRR (until 2022).

It is also important to recall that the Basel Committee RCAP process on the implementation of the
Basel II and III framework in the EU was found to be Largely Compliant for definition of capital,
standardized approach for credit risk, securitization framework, standardized approach for market
risk; Materially Non Compliant for the IRB approach for credit risk and Non Compliant for the
counterparty credit risk framework.

Article 103 (2), point 5 of the LCI provides BNB the ability to impose a specific Pillar 2 capital charge
based on Bank's risk profile and rating. The Pillar 2 process occurs at least annually and uses a
number of inputs, including: results from supervisory activities throughout the year; ICAAP; annual
accounts; report from the external auditor; results of the BNB's stress testing; and analysis of
supervisory reporting. In the context of the SREP, BNB will assess all of the inputs and will place a
degree of reliance upon the ICAAP and the bank'’s calculation of required capital. The bank shall
monitor the levels of internal capital allocations by type of risk, and if their volume exceeds the
approved limits, it is imperative to implement a clear action plan to restore the risk levels to
acceptable values.

In effect, in case of non-compliance with the own funds requirements, BNB is empowered to impose
supervisory measures (LCI, art. 103 (1)) and apply sanctions, e.g., restricting distributions of dividends
(art. 103 (2), point 12)), limiting certain activities (art. 103 (2), points 9 and 10)) as well as imposing
capital increase (Article 103 (2), point 11). In practice, breaches of the regulatory minimum or
situations warranting increase of capital have led the BNB to take supervisory actions as explained in
CP11.

In addition to subjecting banks to minimum capital requirements as defined by the EU Regulation
abovementioned, Bulgaria has transposed into its regulatory regime (Ordinance No. 8 of 24 April
2014 on Banks' Capital Buffers) the CRD IV which is intended to implement the Basel IIl agreement.
As a result, the Bulgarian capital regime entails, at least in theory, a Capital conservation buffer
(Section 1 of Ordinance No.8), a Countercyclical capital buffer (Section 2), a G-SIFI-buffer (Chapter 3
of Ordinance No.8) and a Systemic risk buffer (Chapter 4). As of today, only two capital buffers apply.
The capital conservation buffer on the one hand which is the same for all credit institutions (2.5
percent total risk exposure amount out of Common Equity Tier 1 capital®®), and, on the other, a
systemic risk buffer on 3 percent (of total risk weighted exposures located within the country out of
Common Equity Tier 1 capital). This systemic buffer is not a Basel IIl requirement but it is the only
way EU countries can require capital above the Basel minima across all banks (as opposed to, on a

> The Common Equity Tier 1 capital cannot be used for meeting the own funds requirement under Article 92 of
Regulation (EU) No. 575/2013.
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case by case basis, under pillar II).

Unlike other EU countries, the implementation of the conservation buffer has not been phased in
gradually but applied in full without regard for proposed transitional measures. The systemic risk
buffer entered into force in October 2014, pursuant to the Decision N261 of the BNB Governing
Council of 24 May 2014. Banks should regularly calculate the levels of these two buffers in conformity
with art. 3, 12 and 13 of Regulation N28 of BNB on banks' capital buffers. These buffers are applied
on an individual and consolidated basis, are to be maintained in addition to meeting the main capital
requirements under the EU Reg. 575/2013 and should be calculated and presented by banks in the
quarterly COREP reporting.

Since none of the Bulgarian financial groups are identified as global SIFI, the G-SIFI capital buffer is
not relevant for the time being.

In conclusion, Banks are subject to a CAR of 13.5 percent (8 percent minimum + 2.5 percent capital
conservation buffer + 3 percent for systemic risk buffer). In practice, the total capital ratio for the
whole banking system was 22.16 percent on September 30, 2014 with some banks exhibiting very
high level (the lowest ratio was 14.57 percent). Also, the actual risk-adjusted capital ratio for the
whole banking system today (latest data available) is 19.47 percent for the CET1, 19.91 percent for
the T1 ratio and 22.16 percent for the total capital ratio.

It is worth noting that due to the necessity to implement the newly adopted EU Capital Requirements
Directive and Capital Requirements Regulation serious changes in the LCI as well as in the relevant
regulatory framework have been made. An example for such fundamental change is the dropping of
Ordinance N99 that regulates the specific provisions for credit risk.

EC2 At least for internationally active banks,” the definition of capital, the risk coverage, the method of
calculation and thresholds for the prescribed requirements are not lower than those established in
the applicable Basel standards.

Description

and findings CRR/CRD rules apply to all banks and do not distinguish between internationally active banks and

re EC2 non-internationally active banks. Definitions of capital, risk coverage, method of calculation and
thresholds for the prescribed requirements are all defined in the CRR/CRD framework and banks are
subject to the same definition of own funds, the same method of calculation and the same required
ratio. There is only one financial conglomerate in Bulgaria but it is placed under the surveillance of
the Financial Supevision Commission.. There is no methodology available for unregulated member of
a group.

EC3

The supervisor has the power to impose a specific capital charge and/or limits on all material risk
exposures, if warranted, including in respect of risks that the supervisor considers not to have been
adequately transferred or mitigated through transactions (e.g., securitization transactions)’® entered

>’ The Basel Capital Accord was designed to apply to internationally active banks, which must calculate and apply
capital adequacy ratios on a consolidated basis, including subsidiaries undertaking banking and financial business.
Jurisdictions adopting the Basel Il and Basel III capital adequacy frameworks would apply such ratios on a fully
consolidated basis to all internationally active banks and their holding companies; in addition, supervisors must test
that banks are adequately capitalized on a stand-alone basis.

*8 Reference documents: Enhancements to the Basel II framework, July 2009 and: International convergence of capital
measurement and capital standards: a revised framework, comprehensive version, June 2006.
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into by the bank. Both on-balance sheet and off-balance sheet risks are included in the calculation of
prescribed capital requirements.

Description
and findings
re EC3

Art. 103 (2), point 5 of the LCI empowers the BNB to impose a specific Pillar 2 capital charge. The
Pillar 2 process is well established in the BNB Supervisory Review and Evaluation Process Manual that
provides further details on how to apply the LCI provisions. Typically the SREP is performed annually
and a key input into the process is the ICAAP. Pursuant to art. 73a of the LCI, credit institutions have
to perform an internal capital adequacy assessment process in order to ensure that the bank has
adequate capital and has internal procedures to measure and manage the risks and on an ongoing
basis assess and keep sufficient own funds to cover their risks.

The BNB evaluates the ICAAPs of all credit institutions on an annual basis (art. 73c of the LCI). In
addition, the ICAAP will be discussed in the course of onsite inspections. During the risk assessment
process each main risk area is under consideration and the result of the credit institution's ICAAP is
an integrated part of these risk assessments. The review covers the credit institution's material risk
areas, risk management processes and systems of internal control. Stress-testing is part of the review
process as well and is related to the credit institution's assessment of adequate capital (see EC 6
below).

As stipulated in the ICAAP practical manual, BNB expects all banks, in their ICAAPs, to examine
whether the regulatory capital requirements calculated under Pillar 1 reflect the true risk profile of
the bank. If it turns out that calculations under Pillar 1 are insufficiently risk-sensitive, the bank shall
define a better approach or at least determine a capital buffer in addition to the calculations under
Pillar 1, in order to be able to better capture the impact of these risks on its earnings. Further, all
credit institutions shall determine whether they need to set aside additional capital for Pillar 2 to
cover risks not fully covered by Pillar 1 (e.g., residual risk due to the use of credit risk mitigation
(CRM) techniques, securitisation risk).

As indicated in the LCI art 79 (2), the BNB is responsible for determining whether banks’ own funds
and liquidity ensure a sound management and coverage of their risks. In that context, if the SREP
shows weaknesses in capital adequacy or risk management, the BNB has the legal power to take
appropriate action.

The BNB can (i) impose a capital charge that is higher than the general own funds requirements, via a
written order. In imposing the additional capital requirement, BNB staff will take into consideration
several aspects, including a) the quantitative and qualitative aspects of the bank’s assessment
process, b) the current adequacy of the bank’s internal rules and procedures for management and
control, c) the outcome of the supervisory review. The capital “surcharge” can be imposed on a single
credit institution or on a group of institutions with a similar risk profile, in order to cover a specific
category of risks (LCI, article 79c¢ (7)). (i) The BNB can also require the credit institution to apply a
specific provisioning policy or treatment of assets in terms of own funds requirements, (iii) limit
particular activities, (iv) require the credit institution to improve its internal control and risk
management frameworks, and oblige the bank to take appropriate actions to reduce its inherent
risks, including revising their internal and risk management frameworks. In practice, the BNB has
resorted to such actions several times over the past years.

In the most extreme scenario, the BNB can withdraw a license under certain circumstances specified
in the LCT including where the amount of bank’s own funds is negative (LCI, Article 36 (2)).

Both on-balance sheet and off-balance sheet risks are included in the calculation of prescribed
capital requirements as prescribed by the CDR.
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EC4

The prescribed capital requirements reflect the risk profile and systemic importance of banks™ in the
context of the markets and macroeconomic conditions in which they operate and constrain the
build-up of leverage in banks and the banking sector. Laws and regulations in a particular jurisdiction
may set higher overall capital adequacy standards than the applicable Basel requirements.

Description
and findings
re EC4

According to LCI, banks must have in place effective plans and procedures in order to determine on a
regular basis the amount, the composition and the distribution of capital necessary for the
quantitative and qualitative coverage of all material risks from banking transactions and banking
operations and to hold capital in the amount necessary. These plans and procedures must be based
on the nature, scope and complexity of the banking transactions conducted. It is noteworthy that, in
the EU context, the law cannot set higher overall adequacy ratio, except for the systemic risk buffers.
A a result, while the BNB used to apply a minimum capital adequacy ratio of 12 percent, this
requirement is now capped at 8 percent under the Capital Requirements Regulation.

EC5

The use of banks’ internal assessments of risk as inputs to the calculation of regulatory capital is
approved by the supervisor. If the supervisor approves such use:

(a) such assessments adhere to rigorous qualifying standards;

(b) any cessation of such use, or any material modification of the bank’s processes and models for
producing such internal assessments, are subject to the approval of the supervisor;

(c) the supervisor has the capacity to evaluate a bank'’s internal assessment process in order to
determine that the relevant qualifying standards are met and that the bank'’s internal assessments
can be relied upon as a reasonable reflection of the risks undertaken;

(d) the supervisor has the power to impose conditions on its approvals if the supervisor considers it
prudent to do so; and

(e) if a bank does not continue to meet the qualifying standards or the conditions imposed by the
supervisor on an ongoing basis, the supervisor has the power to revoke its approval.

Description
and findings
re EC5

According to the BNB manual for ICAAP, banks can choose between different methods for
computing the economic capital for each significant risk. As stated in the LCI, the BNB has to review
on a regular basis, and at least every 3 years, banks’ compliance with the requirements regarding
approaches —subject to BNB approval- for the calculation of own funds requirements, with particular
focus on changes in a bank's business and implementation of those approaches to new products. In
particular, the BNB will review and assess whether the bank uses well developed and up-to-date
techniques and practices for using internal approaches.

If a bank has received permission to apply internal approach but is no longer capable of meeting the
requirements for applying that approach, the BNB is empowered to request the bank to: (i)
demonstrate to the satisfaction of the BNB that the effect of non-compliance is immaterial; or (i) to

**In assessing the adequacy of a bank's capital levels in light of its risk profile, the supervisor critically focuses,
among other things, on (a) the potential loss absorbency of the instruments included in the bank’s capital base, (b)
the appropriateness of risk weights as a proxy for the risk profile of its exposures, (c) the adequacy of provisions and
reserves to cover loss expected on its exposures and (d) the quality of its risk management and controls.
Consequently, capital requirements may vary from bank to bank to ensure that each bank is operating with the
appropriate level of capital to support the risks it is running and the risks it poses.
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present a corrective plan along with a deadline for its implementation. The BNB can also require
changes to that plan if it is unlikely to result in full compliance or if the deadline is inappropriate. If
the bank is unlikely to be able to restore compliance with the requirements, the permission to use
the internal approach can be revoked or limited to certain areas.

During the interviews, the BNB indicated that BSD staff performs periodic desk review and on-site
visits to assess that the bank conforms with the conditions for using internal models. There is one
team within the CISD responsible for evaluating, approving and overseeing internal models. The
team composed of 4 economists (a statistician just left) uses its own methods for the assessing the
nature of the calculations performed by the banks in the computation of the required Pillar I capital
and the capital adequacy.

In Bulgaria, one bank was given BNB authorization in 2014 to use an advanced approach (AIRB) for
measuring capital needs for credit risk, and another has been using the FIRB since 2010 (the bank is
also waiting for getting the approval for AIRB). Two banks received the authorization (in 2011 and
2014) to use AMA for operational risk purposes. A third bank’s request to apply AMA for OR is being
reviewed. None of the banks are using internal model approach for the calculation of market risk
capital requirements.

EC6

The supervisor has the power to require banks to adopt a forward-looking approach to capital
management (including the conduct of appropriate stress testing).®” The supervisor has the power to
require banks:

to set capital levels and manage available capital in anticipation of possible events or changes in
market conditions that could have an adverse effect; and

(b) to have in place feasible contingency arrangements to maintain or strengthen capital
positions in times of stress, as appropriate in the light of the risk profile and systemic importance of
the bank.

Description
and findings
re EC6

With regard to the application and review of ICAAP for institutions and supervisors, Bulgaria has
followed the principles issued by the CEBS (predecessor of EBA) in the “Guidelines on the Application
of the Supervisory Review Process under Pillar 2,” published on 25 January 2006 and also applies the
most recent EBA/GL/2014/13 Guidelines on common procedures and methodologies for the
supervisory review and evaluation process (SREP). These guidelines explain the approach to be
adopted by institutions with regard to the introduction of ICAAP and identify the main components
of the supervisory review process. In that context, the so-called BNB practical manual for ICAAP
provides further details to banks on how to implement the ICAAP, particularly in light of specific
issues applicable at local level. According to the BNB manual, (and in light of the EBA guidance
abovementioned), the ICAAP should be forward looking. Bank’s ICAAP should take into account the
institution’s strategic plans, for example the expected growth in lending, the dividend policy, future
sources and utilisation of funds, etc. The same manual stipulates that the bank’s capital adequacy
assessment process shall go hand in hand with its capital plan in terms of determining capital limits,
drawing up plans to deal with differences and unexpected events (e.g., restrictions on business,
looking for sources of additional capital, application of risk mitigation techniques, etc.). Stress tests
are also part of the principle of the ICAAP being forward-looking. As part of the ICAAP, institutions

60 u

Stress testing” comprises a range of activities from simple sensitivity analysis to more complex

scenario analyses and reverses stress testing.
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shall comply with the BNB requirements for stress tests.

As indicated in the BNB manual, capital planning plays an important role in the ICAAP as institutions
shall have the capital required to cover risks not only at a certain point in time, but also in the near
future. The stress-test results shall be taken into account when determining the future capital needs,
and planned capital levels shall be sufficient to cope with recession. As a second step, after a review
of the stress tests and the capital plan, within the supervisory review and evaluation process the
institution may be required to set aside additional capital if in its ICAAP it has not taken into account
the capital needs identified by stress tests and/or the capital plan, or if these procedures do not meet
BNB’s expectations. The additional capital requirement shall be calculated on the basis of the results
of the stress tests and the capital planning.

In practice, the CISD verifies at least annually through on-site visits the quality of banks’ stress-
testing.

Aci For non-internationally active banks, capital requirements, including the definition of capital, the risk
coverage, the method of calculation, the scope of application and the capital required, are broadly
consistent with the principles of the applicable Basel standards relevant to internationally active
banks.

Description The BNB applies the capital rules consistently across all banks according to the CRR/CRD rules. The

and findings Regulation (EU) N2 575/2013 does not distinguish between internationally and non-internationally

re AC1 active banks.

AC2 . . e . e o .

The supervisor requires adequate distribution of capital within different entities of a banking group
according to the allocation of risks.”*

Description The consolidation rules are those prescribed in the CRR.

and findings For financial groups, capital requirements apply at the consolidated and sub-consolidated level and

re AC2 at single entity level (Articles 7 and 11 of Regulation (EU) N2 575/2013). This ensures that capital is
distributed to important subsidiaries such as banks within the group to meet their regulatory
minimum at solo-basis.

Assessment .

.. Compliant

of Principle

16

Comments Bulgaria applies the capital requirements as set forth in the EU CRR and has transposed the EU

Directive (CRDIV) into its domestic regime through the LCI and Ordinance No. 8 of the BNB on Banks’
Capital Buffers. The assessors note that the Basel Committee RCAP process on the implementation of
the Basel II and III framework in the EU was found to be materially non compliant. The assessors also
note, however, that the elements which contributed most significantly to the RCAP findings are not
strongly pertinent in the context of the Bulgarian market.

On the other hand, Bulgarian banks exhibit high capital levels. It is worthwhile noting that the recent

®! please refer to Principle 12, Essential Criterion 7.
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changes to the EU framework have, however, removed some flexibility from the supervisory
authority. Previously the BNB applied a minimum capital adequacy ratio of 12 percent, but this
requirement is now capped at 8 percent under the Capital Requirements Regulation. In response,
and at a period of heightened systemic stress, the BNB has “frontloaded” capital buffers so that the
capital conservation buffer and the systemic risk buffer are both currently in force.

Yet there has been a case where despite multiple orders from the BNB, an institution has failed to
comply with the Central Bank instructions to address capital problems. In 2004, the BNB warned that
despite the capital base increase, the capital adequacy of the said bank would fall below the
regulatory minimum level “under an adequate credit risk assesement” and that again, the institution
needs to increase its capital. In light of this example, assessors are of the view that the BNB needs to
take more forceful measures and be more persistent to ensure that the capital is increased at
appropriate level.. In that particular case, moral suasion has not been proven effective (see discussion
under CP 11).

The mission also discussed with the authorities the irregularities found by an external comprehensive
audit (commissioned by the BNB in June 2014) in the KTB's capital adequacy in the wake of the
bank's collapse. The audit revealed, among other things, that a significant portion of the capital
increase between October 2011 and March 2014 was financed through loans originating from KTB
itself. The BNB pointed out that KTB management lied to the supervisor. While the national
regulation in force until end-2013 did not forbid this practice, the BNB requested all banks to sign a
letter confirming that the capital was not stemming from depositors money. The BNB expressed
confidence about the absence of such practice elsewhere in the industry.

Principle 17

Credit risk.%” The supervisor determines that banks have an adequate credit risk management
process that takes into account their risk appetite, risk profile and market and macroeconomic
conditions. This includes prudent policies and processes to identify measure, evaluate, monitor,
report and control or mitigate credit risk® (including counterparty credit risk)** on a timely basis. The
full credit lifecycle is covered including credit underwriting, credit evaluation, and the ongoing
management of the bank’s loan and investment portfolios.

Essential

criteria

EC1 . . . . _
Laws, regulations or the supervisor require banks to have appropriate credit risk management
processes that provide a comprehensive bank-wide view of credit risk exposures. The supervisor
determines that the processes are consistent with the risk appetite, risk profile, systemic importance
and capital strength of the bank, take into account market and macroeconomic conditions and result
in prudent standards of credit underwriting, evaluation, administration and monitoring.

Description . o . . oo

and findings The general framework regarding the management of credit risks (including counterparty credit risk)

is laid down in Ordinance 7 of the BNB and more specifically in Chapter 3, Article 7. Banks are

62 Principle 17 covers the evaluation of assets in greater detail; Principle 18 covers the management of problem

assets.

% Credit risk may result from the following: on-balance sheet and off-balance sheet exposures, including loans and
advances, investments, inter-bank lending, derivative transactions, securities financing transactions and trading

activities.

&4 Counterparty credit risk includes credit risk exposures arising from OTC derivative and other financial instruments.
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re EC1

required to have appropriate procedures for monitoring credit risks and procedures for risk
management in the field of credit risk. More specifically, credit-granting by the bank must be based
on sound and well-defined criteria as the process for approving, amending, renewing, and re-
financing credits is clearly established. Moreover, the bank must have internal methodologies that
enable it to assess the credit risk of:

1. exposures to individual obligors;
2. securities positions;

3. securitisation exposures; and

4. credit risk at the portfolio level.

Banks are also required to use effective systems for ongoing administration and monitoring of the
various credit risk-bearing portfolios and exposures, including for identifying and managing problem
credits and for making adequate value adjustments. For each exposure, the bank must maintain
documentation which contains all material conditions and circumstances of the transaction, as well as
information on the evaluation and establishment of the credit risk adjustment. Internal
methodologies for credit risk assessment shall not rely solely or mechanically on external credit
ratings.

In addition, the main requirements for the risk management and governance of the banks are set in
the LCI in Article 73. (1)(4-7), and detailed requirements regarding credit origination set in Art 73(4).

The requirements, applying to all risk areas of a bank in Art 73(1) of LCI requires the competent
managing body of each bank to adopt and regularly review “in accordance with the best
internationally recognized practices for corporate governance of banks” and include the following
elements: the organizational structure, procedures for defining and delegating powers and
responsibilities, the strategies and policies for taking up, managing, monitoring and mitigating the
risks the bank is or might be exposed to, including those posed by the macroeconomic environment
in which it operates in relation to the status of the business cycle; the procedure for generating and
the scope of the management information; the operational control organisation, including rules and
procedures for approving, carrying out and reporting transactions; the internal rules and procedures
for risk management and control systems efficiency and for reporting the established weaknesses in
the organization and work of structural units. The BNB refers to the Basel Principles of Corporate
Governance Principles for Banks and also OECD principles in terms of establishing best practice.

Under LCI Art 73 (4) Banks must have internal rules and procedures governing credit risk which
includes, at a minimum:

1. information required from the credit applicant;

2. method of assessing the creditworthiness of the applicant (and his guarantors);

3. method of evaluating the offered collateral;

. method of evaluating the efficiency of the project offered to be funded with the credit;
. the decision making methodology for extension of a credit, in accordance with its type;

. intended use and repayment of the credit;

~N oo o b~

. how the bank will control the use of the credit according to the purpose for granting it, the current
financial position of the borrower and any guarantors, and the adequacy of the collateral;

8. the various types of credit granted as well as sanctions and the procedure for imposing them.

Technical criteria that must comply with the policy of the banks for risk management and risk control
and the requirements for the managing and organizational structure of the bank are determined in
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an ordinance issued by the BNB.

On the supervisor's side, the core of onsite credit risk inspections is a review of extensive samples of
the bank’s credit files — at the time of the assessment the BNB indicated that approximately 20 to 25
percent of the loan portfolio would be reviewed. The assessors saw pre-inspection letters requiring
banks to provide extensive reports and data on the credit portfolio. Banks are required to provide
additional information, including specific loan files during the course of the inspection. In the course
of the inspection, the supervisors seek to assess whether the bank is compliant with the regulations
and rules noted above. Samples are extensive and focused on potential problem areas for a
particular bank. At onsite credit inspections the supervisors receive the bank’s credit policy, selected
credit procedures, such as procedures for individual and collective impairment, procedures for
valuation of collateral values, procedures for handling of weak exposes, procedures for risk
classification etc. In connection with the review of the samples of credit files the supervisors examine
the bank’s compliance with the bank’s credit policy and the procedures regarding credit risk.

At onsite inspections supervisors also have meetings with the board of management, the
management of the credit department, and in major banks, employees working on IRB matters
(where relevant — only two banks have an IRB authorization). The bank’s risk appetite, credit
procedures, changes in the credit organization is discussed at these meetings.

Additionally, the internal RAS Manual provides clear guidance to the inspectors in terms of their
objectives and procedures in assessing the banks’ risk management systems, internal controls and
assessing the banks’ consistency with its own stated business objectives and procedures. As a part of
the credit risk analysis and to assess the quality of control over the credit risk, inspectors are
expected to focus on the strategy of the bank, the internal controls, approved competencies and
limits, as well as management's ability to identify and manage risks within the bank in a timely
fashion. Supervisors’ analysis should be based on a comprehensive assessment of the trends,
changes and growth rates in all aspects of lending, effectiveness of the internal policies, procedures
and internal control mechanisms, methods to identify potential and existing problems, inside self-
assessment of credit institutions, applied provisioning policy and others.

As a part of the credit risk analysis and depending on the approach applied (ie on-site or off-site)
inspectors should assess both the level of risk taken, and the quality of internal controls and
management systems. The off-site analysis aims to identify in quantitative way credit risk (growth
rates, trends, changes in the internal structure of assets and loan portfolio, etc.). The assessment
should be supplemented by analysis of the reasons leading to significant changes. The aim of on-site
inspections is to provide a qualitative assessment of the credit risk based on the development
strategy, established internal controls and management's ability to identify and manage risk in a
timely and effective manner.

EC2

The supervisor determines that a bank’s Board approves, and regularly reviews, the credit risk
management strategy and significant policies and processes for assuming,® identifying, measuring,
evaluating, monitoring, reporting and controlling or mitigating credit risk (including counterparty
credit risk and associated potential future exposure) and that these are consistent with the risk
appetite set by the Board. The supervisor also determines that senior management implements the
credit risk strategy approved by the Board and develops the aforementioned policies and processes.

Description
and findings

Ordinance 7 (Art 2), requires the Board to approve and periodically review the strategies and policies,

65 4

Assuming” includes the assumption of all types of risk that give rise to credit risk, including credit risk or

counterparty risk associated with various financial instruments.
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re EC2

referred to under Art 73(1) of the LCI in respect of taking up, managing, monitoring and mitigating
the risks to which the bank is or might be exposed, including those posed by the macroeconomic
environment in which it operates in relation to the status of the business cycle.

The BNB is supported in its ability to gather information as the LCI (Art 72(1)) prescribes that: A bank
shall submit to the BNB copies of its Statute, regulations, instructions, and other documents
containing provisions regarding the scope and procedures for conducting operations, the capital and
the internal organisation of the bank, within 10 days following their adoption, or after amending or
supplementing them.

The adequacy of the credit risk policy and processes are verified through the on-site inspection
process. The inspection reports comment heavily on the role of management in ensuring effective
credit risk management and control. The assessors identified criticism of the management and
supervisory boards within inspection reports in relation to this criterion.

EC3

The supervisor requires, and regularly determines, that such policies and processes establish an
appropriate and properly controlled credit risk environment, including:

(a) a well documented and effectively implemented strategy and sound policies and processes
for assuming credit risk, without undue reliance on external credit assessments;

(b) well defined criteria and policies and processes for approving new exposures (including
prudent underwriting standards) as well as for renewing and refinancing existing exposures, and
identifying the appropriate approval authority for the size and complexity of the exposures;

(©) effective credit administration policies and processes, including continued analysis of a
borrower’s ability and willingness to repay under the terms of the debt (including review of the
performance of underlying assets in the case of securitization exposures); monitoring of
documentation, legal covenants, contractual requirements, collateral and other forms of credit risk
mitigation; and an appropriate asset grading or classification system;

(d) effective information systems for accurate and timely identification, aggregation and
reporting of credit risk exposures to the bank’s Board and senior management on an ongoing basis;

(e) prudent and appropriate credit limits, consistent with the bank’s risk appetite, risk profile and
capital strength, which are understood by, and regularly communicated to, relevant staff;

0] exception tracking and reporting processes that ensure prompt action at the appropriate level
of the bank’s senior management or Board where necessary; and

(9) effective controls (including in respect of the quality, reliability and relevancy of data and in
respect of validation procedures) around the use of models to identify and measure credit risk and
set limits.

Description
and findings
re EC3

The law and ordinances provide a sound framework for the approach to credit risk environment, with
some potential gaps. The key legal references which are the basis for the requirements are noted
below:

Ordinance 7, Art7

(1) Credit-granting of the bank shall be based on sound and well defined criteria as the process for
approving, amending, renewing, and re-financing credits is clearly established.

(2) The bank shall have internal methodologies that enable it to assess the credit risk of:
1. exposures to individual obligors;

2. securities positions;
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3. securitisation exposures; and
4. credit risk at the portfolio level.

(3) The bank shall use effective systems for ongoing administration and monitoring of the various
credit risk-bearing portfolios and exposures, including for identifying and managing problem credits
and for making adequate value adjustments.

(4) For each exposure, the bank shall maintain an exhaustive documentation which contains all
material conditions and circumstances of the transaction, as well as information for the evaluation
and establishment of the credit risk adjustment.

(5) Internal methodologies for credit risk assessment shall not rely solely or mechanically on external
credit ratings.

(6) Where capital requirements are based on a rating by an external credit assessment institution
(ECAI) or based on the fact that an exposure is unrated, this shall not exempt the bank from
additionally considering other relevant information for assessing its allocation of internal capital.

(7) Diversification of credit portfolios is adequate given the bank’s target markets and overall credit
strategy.

LCI Art 73(1)

4. the strategies and policies for taking up, managing, monitoring and mitigating the risks the bank is
or might be exposed tol...];

5. the procedure for generating and the scope of the management information;

6. the operational control organization, including rules and procedures for approving, carrying out
and reporting transactions;

7. the internal rules and procedures for risk management and control systems [...]

LCI Art 73(4)

Banks shall adopt rules for their credit activities, which shall contain at least:

1. the information required from the credit applicant;

2. the way of assessing the creditworthiness of the applicant (and his guarantors);

3. the way of evaluating the offered collateral;

4. the way of evaluating the efficiency of the project offered to be funded with the credit;

5. the procedure for making a decision on the extension of a credit, in accordance with its type;
LCI Art 68

A bank shall create and keep credit files of any customer credit, containing data about the customer,
the grounds for, the terms and conditions and the amount of the credit and its collateral, the
decision of the competent authority for the extension of the credit and any other information in
relation to the conclusion of the contract and the performance thereof.

The assessors were able to review a number of inspection files, including the initial reports, and the
detailed letters and submissions following the inspection to the banks. The assessors noted
references, discussions and recommendations made, in these reports, to all the elements of this
criterion.
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EC4

The supervisor determines that banks have policies and processes to monitor the total indebtedness
of entities to which they extend credit and any risk factors that may result in default including
significant unhedged foreign exchange risk.

Description
and findings
re EC4

The LCI supports banks in tracking the overall indebtedness of their clients as, under Article 56, the
BNB maintains a database of customers’ financial obligations to:

1. banks
2. persons
3. payment institutions and electronic money institutions

Banks have right of access to this database. As noted in earlier CPs, the threshold for reporting a
credit to the register is as low as 1000 Bulgarian leva. There are over 4 million exposures registered,
providing significant coverage of the overall credit exposure in the system and the BNB checks to
identify the usage of the register by the banks.

Additionally the internal RAS Manual prescribes a number of questions to be posed during an on-site
inspection (page 45). These questions specifically address the extent to which the bank has written
detailed and updated information on the total indebtedness of the borrower; whether the credit
officers familiar with the structure and repayment schedules of these obligations; whether the bank
monitors the cash outflows of the borrower and his liquidity position; and whether the bank uses
specific ratios to measure and limit credit risk, such as credit debt / equity of the borrower.

FX risk is minimal in the Bulgarian system — primarily driven by supporting commercial import-export
activity - and is addressed through risk weighting of the net open position.

EC5

The supervisor requires that banks make credit decisions free of conflicts of interest and on an arm’s
length basis.

Description
and findings
re EC5

The LCI devotes a chapter to the issue of conflict of interest (Chapter Six). The articles in this chapter
(Arts 51-54) provide that relationships and business interests (widely defined) must be disclosed to
the bank, that persons with potential conflict of interest should be excluded from negotiations, and
banks are under the obligation to ensure that the interests of the customer will take precedent over
the interests of the individual with a potential conflict of interest (should this arise). Transactions
which do not respect these requirements can be declared null and void. Finally, an individual who
acted in violation of the law can be dismissed by the BNB, and the bank must adopt rules to establish
a procedure for disclosing conflicts of interest.

Also, related party lending, which is examined under CP 20, is governed by Article 45 of the LCI.

The internal RAS Manual provides detail on how inspectors should examine conflicts of interest
within a given bank, to assess whether the terms of Articles 51-54 of the LCI are met.

In terms of checking the practice of the institution the supervisor has to make a written report,
including a short comment on all cases where limits for internal or large exposures have been
broken. All credit risk concentrations to customers where there are indications of informal
connections have to be noted and analyzed. The BNB indicated that takes any indications of informal
connections and prohibited concentrations to shareholders of the bank particularly seriously and
should such practices be identified the rating for management is decreased. The BNB noted that one
practice undertaken is to verify the list of administrators (a defined term under the LCI, which
includes all members of the management and supervisory boards) and members of the relevant risk
and management committees to look for connections.
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EC6 The supervisor requires that the credit policy prescribes that major credit risk exposures exceeding a
certain amount or percentage of the bank’s capital are to be decided by the bank’s Board or senior
management. The same applies to credit risk exposures that are especially risky or otherwise not in
line with the mainstream of the bank’s activities.

Description . . g

findinas Where a credit exceeds 10 percent of.capltal, the threshold set by thg CRR (Art 392 "definition of a

f:(;CG 9 large exposure"), the LCI (Art 44) requires that approval must be obtained from the Board. In cases
where the exposure exceeds 15 percent of the capital base, this approval must be unanimous. The
restrictions on exposures to related parties set out in Art 45 of the LCI also mean that any potential
for such exposures must be considered by the Board.
The BNB indicated that banks will typically have both absolute and relative limits for the size of credit
exposure that must be decided by the board or senior management. The hierarchy of approval limits
are normally set out in the credit policies. Conformity with these policies is checked during the on-
site inspections. The assessors saw indications of this in the inspection files.

EC7 . . L . . .

The supervisor has full access to information in the credit and investment portfolios and to the bank
officers involved in assuming, managing, controlling and reporting on credit risk.

aD:jcfrilnp(;“ii;s The LCI provides extensive information gathering powers to the.BNB, w.hich has full access to

re ECT information, relevant staff and the premises of the bank. LCI Article 80, is noted below.

The BNB shall have the right to require banks and, when applicable financial holding companies,
mixed financial holding companies and their shareholders or partners to submit to it all the relevant
accounting and other documents, and any information on their activities, and to conduct on-site
inspections through the employees and other persons authorised by it, and to investigate possible
breaches of those requirements.

For the consolidated supervision performance, the BNB may require parent companies and banks'’
subsidiaries to provide all the relevant documents and information, as well as right for free access

The BNB shall have the right to:

1. free access to the office premises and information systems of the persons conducting banking
activity;

2. demand documents and collect information in relation to the performance of the task assigned;
3. appoint external independent experts (at the expense of the bank);

4. appoint an external auditor for a bank, who will carry out a financial or other type of audit (at the
expense of the bank);

5. conduct counter examinations in other bank and non-bank undertakings;

6. attend the meetings of the managing and controlling bodies of banks and express opinions that
are to be written down in the minutes of the meeting;

7. demand copies of documents verified by the persons under Article 10, paragraph 1 or a person
authorised by them and determine the term of their submission.

8. require explanations from banks and persons referred to in paragraph 6 as well as of their agents
or employees;

9. ask questions of any other person who consents to, in order to gather information related to the
subject of the inspection.
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EC8

The supervisor requires banks to include their credit risk exposures into their stress testing programs
for risk management purposes.

Description
and findings
re EC8

The CRR (Art 177) requires all banks to have sound stress testing processes for use in the assessment
of capital adequacy. According to this provision, testing must involve identifying possible events or
future changes in economic conditions that could have unfavourable effects on an institution's credit
exposures and assessment of the institution's ability to withstand such changes. Moreover each
institution must regularly perform a credit risk stress test to assess the effect of certain specific
conditions on its total capital requirements for credit risk. The test is chosen by the institution, and is
subject to supervisory review. The test is required to be meaningful and consider the effects of
severe, but plausible, recession scenarios. An institution must assess migration in its ratings under the
stress test scenarios. Stressed portfolios must contain the vast majority of an institution's total
exposure.

The BNB can, and, based on the assessors’ review of inspection reports, has required banks to be
more stringent in their assessment of credit risk, when calculating potential losses stemming from
credit exposures , for example by issuing letters on behalf of the Deputy Governor in charge of the
Banking Supervision Department. Such requirements are based on the comparison between the top-
down and the bottom-up outcome of the regular stress-test exercises of the banking system.

The BNB has also issued Guidelines on Stress Testing, based on GL32 issued by CEBS. According to
both documents stress testing programmes should encompass all the material risks (both on and
off-balance sheet) relevant for the banking group. To be effective, stress testing should consist of a
multi-layered approach to capture risks at various levels in an institution. In this regard, according to
the proportionality principle, the scope of stress testing could vary from simple portfolio level
sensitivity analyses to comprehensive firm-wide scenario stress testing referring to the broadest
perimeter. Furthermore stress scenarios should address all the material risk types of an institution
(e.g., credit risk, market risk, operational risk, interest rate risk and liquidity risk). No material risk type
should be left unconsidered.

The various stress tests on credit risk performed by the banks are subject of on-site and off-site
checks.

As a broader point, and noted in CP 9, the BNB applies macro prudential stress tests to examine
vulnerabilities in the credit system in Bulgarian banks.

Assessment
of Principle
17

Compliant

Comment

It is important to bear in mind that an assessment of the principle on Credit Risk is not an assessment
of the quality of credit in a jurisdiction, but rather of the quality of the supervisory oversight of credit
risk. It is also important to be aware that there are particular vulnerabilities and potential weaknesses
to consider, despite the compliant grade. These weaknesses are, however, addressed under the
relevant Core Principles and the grades are reflected in these related CPs.

Credit risk is the most significant risk factor in the Bulgarian banking sector. The framework of laws
and requirements are comprehensive and the inspection teams have a very close focus on the entire
credit risk function within the banks. The assessors heard frequent praise from market participants for
the experience, quality and assiduousness of the BNB inspectors in their on site work assessing credit
risk. The assessors were able to review inspection reports and observe the high attention to detail.
The inspectors were able routinely to identify anomalies and breaches of banks’ internal policies and
procedures as well as regulatory violations.
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The vulnerabilities relate to the quality of board engagement and oversight of the credit risk activity,
the presence and potential impact of related party lending (whether connected to the bank or
between the clients of the banks), and of concentrations and breaches of limits. These issues are
considered under corporate governance (CP14), related parties (CP20) and concentration risk (CP19).
Additionally, there is a concern that although the BNB is clearly capable of a very high standard of
credit risk oversight, its practices may not be consistent across all inspection teams due to the
manner in which the inspection teams are organized. This point is considered under supervisory
techniques (CP9).

Principle 18 Problem assets, provisions and reserves.® The supervisor determines that banks have adequate
policies and processes for the early identification and management of problem assets, and the
maintenance of adequate provisions and reserves.®’

Essential

criteria

EC1 . . . L . .
Laws, regulations or the supervisor require banks to formulate policies and processes for identifying
and managing problem assets. In addition, laws, regulations or the supervisor require regular review
by banks of their problem assets (at an individual level or at a portfolio level for assets with
homogenous characteristics) and asset classification, provisioning and write-offs.

aD:;cfrin;Ii(;;s Banks in Bulgaria are required to use effective systems for ongoing administration and monitoring of

re EC1 the various credit risk-bearing portfolios and exposures, including for identifying and managing
problem credits and for making adequate value adjustments (Ordinance 7 on organisation and risk
management of banks, Art 7 (3)).

The requirements for loan loss provisioning are based on the IAS/IFRS framework, which is applied
on a mandatory basis for all banks under the Law on Accountancy. The BNB considers problem
assets in the context of the SREP and the BNB has the power to require additional capital under Pillar
2. The legal basis for this approach is through the LCI (Article 103 (2), point 20).

In assessing problem loans, the BNB also uses the criteria for non-performing exposures, stipulated
in the Implementing Technical Standard (ITS) on Supervisory Reporting (Forbearance and non-
performing exposures).

EC2 . . . . .

The supervisor determines the adequacy of a bank’s policies and processes for grading and
classifying its assets and establishing appropriate and robust provisioning levels. The reviews
supporting the supervisor's opinion may be conducted by external experts, with the supervisor
reviewing the work of the external experts to determine the adequacy of the bank’s policies and
processes

aD:jcfrilnp(;“ii;s Examin?ng whether banks possess and implemgnt adequ.ate. policigs .and proceglures for grading and

re EC2 classifying assets, as well as applying conservative provisioning policies are designed to be key

elements of both on-site and off-site activities of the BNB.

In the process of preparing on-site inspections, standardized letters with the preliminary information

66 Principle 17 covers the evaluation of assets in greater detail; Principle 18 covers the management of problem

assets.

%7 Reserves for the purposes of this Principle are "below the line” non-distributable appropriations of profit required
by a supervisor in addition to provisions (“above the line” charges to profit).
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that is required are sent to the examined banks. The submission banks are required to make ahead of
the inspection may include:

Copy of the provisioning policy. Also a description of the procedures applied for the calculation of
impairment according IAS 39 as well as collateral types and discounting rates of the collateral values
used in the calculation of projected cash flows.

. Information about exposures where forbearance has been exercised.

The assessors were able to review a number of the data request letters and noted that a range of
information on the type and quality (including migration in quality) of exposures was requested. It
was not possible to determine clearly that specific information was required on exposures where
forbearance had been exercised by the bank, though this may have reflected the introduction of the
monthly FINREP template 19, on exposures subject to forbearance measures, which had previously
been reported under the terms of Ordinance 9.

The RAS Manual of the BNB requires inspectors to assess the adequacy of commercial banks’ credit
processes. This includes:

Asset quality and loan portfolio. Share of NPL (overdue more than 90 days), conformity with the
rating system of the assessed bank, degree of impairment of NPL (coverage ratio). Internal systems
for timely identification and collection of problem assets.

Loan portfolio distribution according to the internal rating system, migration matrix, share of loans
with good ratings including whether the bank maintain satisfactory levels of provisioning
(impairment) for these loans.

The supervisory analysis is expected to be based on a comprehensive assessment of the trends,
growth rates, changes in all possible aspects of lending and asset quality, effectiveness of the internal
policies, procedures and internal control mechanisms, methods to identify potential and existing
problems, self-assessment, applied provisioning policy and others.

During an on-site inspection the inspector must provide an opinion on the main aspects of the credit
activity of the bank, including problem assets. Documentation to support this assessment includes:
distribution of the loan portfolio by rating classes, portfolio quality - default rate, policy and
methodology for impairment and provisioning, migration matrix, etc. The Manual also prescribes
mandatory review of the minutes of the meetings of the Credit Committee, Provisioning Committee,
Risk Committee etc. If necessary, minutes of other units whose activity is related to the credit risk
management (eg. ALCO.) can be reviewed.

The onsite inspection will also include an assessment of the activities of all relevant units in the credit
process including granting credit approvals, provisioning of risk exposures and workout units.

BNB does not use external expert support in assessing banks’ internal policies and procedures.

EC3 The supervisor determines that the bank’s system for classification and provisioning takes into
account off-balance sheet exposures.®®

Dr]e;cfr.lpc’;{(;ns For purposes of supervisory reporting, the BNB is required to adopt the EU treatment laid out in the

fe ECI_%n N9 ITS on Forbearance and non-performing exposures. The draft ITS was finalized by the EBA in July

2014 and adopted by the EC in February 2015 though had been applied by the BNB since the third

1t is recognized that there are two different types of off-balance sheet exposures: those that can be unilaterally
cancelled by the bank (based on contractual arrangements and therefore may not be subject to provisioning), and
those that cannot be unilaterally cancelled.
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quarter of 2014. According to the ITS the term “exposures” used for classification and provisioning
purposes includes all debt instruments (loans and advances and debt securities) and off-balance
sheet exposures, except held for trading exposures. Off-balance sheet exposures comprise the
following revocable and irrevocable items: loan commitments given, financial guarantees given, and
other commitments given.

The BNB uses onsite inspections to determine the treatment of off-balance sheet commitments.
Banks are required to provide a list of all off-balance sheet commitments for review during on-site
inspections. Such exposures are at a low level in the Bulgarian banking system.

EC4

The supervisor determines that banks have appropriate policies and processes to ensure that
provisions and write-offs are timely and reflect realistic repayment and recovery expectations, taking
into account market and macroeconomic conditions.

Description
and findings
re EC4

The assessment of policies and processes on provisions and write-offs is carried out through on-site
review.

The BNB indicated that information requests sent prior to an on-site inspection, include
documentation setting out rules, policies and procedures for management of lending, including the
hierarchy for granting, negotiation and restructuring of loans as well as rules for evaluation and
provisioning of risk exposures and collateral policy. The assessors saw some evidence of this, but
more commonly it appeared that a general request on internal governance and committees was
requested.

The BNB and other market participants confirmed that the environment for realizing collateral is poor
in Bulgaria, leading to extended legal work-out, and thus discouraging banks from acting on the
problem loans. The BNB commented that it was common to challenge the banks in meetings with
the chief credit risk officers in terms of timely recognition and realistic recovery values.

EC5

The supervisor determines that banks have appropriate policies and processes, and organizational
resources for the early identification of deteriorating assets, for ongoing oversight of problem assets,
and for collecting on past due obligations. For portfolios of credit exposures with homogeneous
characteristics, the exposures are classified when payments are contractually in arrears for a
minimum number of days (e.g., 30, 60, 90 days). The supervisor tests banks' treatment of assets with
a view to identifying any material circumvention of the classification and provisioning standards (e.g.,
rescheduling, refinancing or reclassification of loans).

Description
and findings
re EC5

The RAS Manual sets out extensive documentation requirements that banks must provide to the BNB
for assessment and evaluation.

Inspectors using the internal RAS Manual will examine minutes from risk committees or work out
units (etc.) during on-site inspection.

The bank is also required to make available all lending rules, policies and procedures, including the
scale of competence for the granting, negotiation and restructuring of loans as well as rules for
assessment and provisioning of risk exposures and collateral policy.

Other documents which the supervisors require and examine during on-site inspections are:
. Summary report on the activity of the unit collecting past due obligations

. Plans for the activity of the workout (deteriorated assets management) and collection units
for the recent year.

. Information on the legal proceedings and tenders for sale of real estate.
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. Summary report on the distribution of internal ratings of borrowers

. Information on the existing programs for renegotiation and restructuring of loans including
parameters of the programs and their duration. Plans for portfolio restructuring.

. Information on “performing forbearance exposures” and “non-performing forbearance
exposures.”

Verification of the quality of the bank’s processes is made during the on-site inspection.

Banks are expected to have Risk and Provisioning Committees (or similar), workout units and other
divisions dedicated to dealing with deteriorating assets. The BNB indicated that all banks have a work
out unit.

The BNB noted that they identified misclassification in the course of on-site work. The assessors
noted follow up reports and recommendations to banks requiring misclassification to be remedied.

EC6

The supervisor obtains information on a regular basis, and in relevant detail, or has full access to
information concerning the classification of assets and provisioning. The supervisor requires banks to
have adequate documentation to support their classification and provisioning levels.

Description
and findings
re EC6

In addition to the information noted in EC5, banks are obliged to submit information on asset
classification and provisioning:

Since September 2014 data has been submitted according to FINREP and the ITS ( Regulation
680/2014) ie table 19 of FINREP

For a transitional period, while there is parallel run between the former BNB reporting and the new
FINREP requirements banks had to submit information on their specific provisions for credit risk
according to the standards set out in the now repealed Ordinance 9 of the BNB, covering the period
end 2013 to end 2014. This information included description of the reasons leading to their
reduction, according to banks" individual reduction plans.

Information on the distribution of loans is by product type and exposure classification.

Supporting documentation is reviewed in the context of on-site inspections.

EC7

The supervisor assesses whether the classification of the assets and the provisioning is adequate for
prudential purposes. If asset classifications are inaccurate or provisions are deemed to be inadequate
for prudential purposes (e.g., if the supervisor considers existing or anticipated deterioration in asset
quality to be of concern or if the provisions do not fully reflect losses expected to be incurred), the
supervisor has the power to require the bank to adjust its classifications of individual assets, increase
its levels of provisioning, reserves or capital and, if necessary, impose other remedial measures.

Description
and findings
re EC7

The internal RAS Manual prescribes steps for assessing whether assets classification and provisioning
are adequate for prudential purposes.

First the supervisor has to decide whether accrued impairment losses (IAS) of risk exposures are
allocated in accordance with regulatory requirements. The assessment is to be based on the direct
examination of a sample of credit files and positions in the loan portfolio and is focused on four main
areas:

Analysis of sources of income (incl. volume of turnover and the amount of average daily balances on
current accounts of customers within the bank.);

Utilization and targeted spending of the credit (tracking of the cash flow of the credit, analysis of the
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counterparties - recipients of the funds, availability of invoices and / or other documents for target
utilization, ongoing monitoring of the implementation of investment projects, etc.);

Analysis of the financial position of the company; Availability of past due obligations;
Quality of ongoing monitoring of credit transactions;

Based on the findings of this analysis the supervisor may need to recommend an increase in
provisioning or an adjustment to asset classification. If the bank does not consent to make the
recommended changes, the supervisor must submit a written report to the DG responsible for the
Banking Supervision Department, who has the right to undertake remedial measures (please see
CP11).

As noted above the BNB aims to review 20 to 25 percent of the loan portfolio and instances of
misclassification are not uncommon. The assessors were able to review five years of formal and
informal measures issued by the BNB in which it was possible to note that misclassification of assets
has been regularly identified.

EC8

The supervisor requires banks to have appropriate mechanisms in place for regularly assessing the
value of risk mitigants, including guarantees, credit derivatives and collateral. The valuation of
collateral reflects the net realizable value, taking into account prevailing market conditions.

Description
and findings
re EC8

Banks are subject to the requirements of the CRR, including Chapter 4 — Credit Risk mitigation and
the BNB examines if these requirements are met during the on-site inspections. The CRR requires,
inter alia, that there be regular checks on the valuation of credit risk mitigants (eg Art 207(4)(d) in
respect of financial collateral). The assets that are eligible to be recognized in the context of funded
credit risk mitigation, moreover, are limited to those assets identified in the EBA RTS pursuant to Art
194(10) of the CRR.

In the course of the on-site inspections of credit files, the following documents are reviewed:

Collateral documentation (mortgage, encumbrance certificate, pledge contract, financial collateral
arrangement, certificate for the record to the register, etc.);

Last appraisal of the accepted collateral and its insurance.

Real estate is the predominant form of collateral taken by banks in Bulgaria who use the services of
real estate agencies or their own internal banking units for making real-estate appraisals. Guarantees
are little used in the Bulgarian system, according to the BNB and are not accepted for purposes of
credit risk mitigation unless they are sovereign guarantees.

Where banks are approved for IRB, the inspectors carry out analysis to meet the requirements of
Articles 197 -199 and 208 of the CRR. This assessment includes verification of the eligible collateral
(market and realization values) that has been accepted and confirming the existence of insurance.

The assessors noted that a range of information connected with the presence and valuation of
collateral is required from banks prior to an inspection. The inspectors explained a number of their
techniques for checking collateral valuation.

EC9

Laws, regulations or the supervisor establish criteria for assets to be:

(a) identified as a problem asset (e.g., a loan is identified as a problem asset when there is reason
to believe that all amounts due, including principal and interest, will not be collected in accordance
with the contractual terms of the loan agreement); and

(b) reclassified as performing (e.g., a loan is reclassified as performing when all arrears have been
cleared and the loan has been brought fully current, repayments have been made in a timely manner

148 INTERNATIONAL MONETARY FUND




BULGARIA

over a continuous repayment period and continued collection, in accordance with the contractual
terms, is expected).

Description
and findings
re EC9

Identification of an asset as a problem one and criteria for its reclassification as performing are based
on the requirements of the Implementing Technical Standard (ITS) on forbearance and non-
performing exposures.

The final draft ITS submitted to the European Commission by the EBA was adopted on 9 January
2015 and published in the Official Journal on 20 February 2015.

The final text is noted below. The interim “draft” version has, however, been in use in Bulgaria along
with the other EU member states. The two texts are almost identical with the exception of the
reference to the applicable accounting framework and Article 178 of the CRR

EBA FINAL draft Implementing Technical Standards On Supervisory reporting on forbearance and
non-performing exposures under article 99(4) of Regulation (EU) No 575/2013.

156. Exposures may be considered to have ceased being non-performing when all of the following
conditions are met:

(a) the exposure meets the exit criteria applied by the reporting institution for the discontinuation of
the impairment and default classification;

(b) the situation of the debtor has improved to the extent that full repayment, according to the
original or when applicable the modified conditions, is likely to be made;

(c) the debtor does not have any amount past-due by more than 90 days.

The ITS on reclassification: Commission Implementing Regulation (EU) 2015/2270f 9 January
2015 (which amends Implementing Regulation (EU) 680/2014)

Exposures shall be considered to have ceased being non-performing when all of the following
conditions are met:

(a) the exposure meets the exit criteria applied by the reporting institution for the discontinuation of
the impairment and default classification;

(b) the situation of the debtor has improved to the extent that full repayment, according to the
original or when applicable the modified conditions, is likely to be made;

(c) the debtor does not have any amount past-due by more than 90 days.

An exposure shall remain classified as non-performing while those conditions are not met, even
though the exposure has already met the discontinuation criteria applied by the reporting institution
for the impairment and default classification according to the applicable accounting framework and
Article 178 of CRR respectively.

ITS on Non performing exposures

For the purpose of template 18, non-performing exposures are those that satisfy any of the following
criteria:

(a) material exposures which are more than 90 days past due;

(b) the debtor is assessed as unlikely to pay its credit obligations in full without realisation of
collateral, regardless of the existence of any past due amount or of the number of days past due.

It also may be noted that Article 178 of the CRR itself sets out when the default of an obligor is
considered to have occurred. The CRR includes the concepts of the lending institution considering
that the obligor is unlikely to pay and also where the obligor is past due more than 90 days on any
material credit obligation to the institution, the parent undertaking or any of its subsidiaries. The CRR
permits some national discretion eg in relation to residential mortgage loans, SMEs, commercial real
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estate and public sector entities.

EC10

The supervisor determines that the bank’s Board obtains timely and appropriate information on the
condition of the bank’s asset portfolio, including classification of assets, the level of provisions and
reserves and major problem assets. The information includes, at a minimum, summary results of the
latest asset review process, comparative trends in the overall quality of problem assets, and
measurements of existing or anticipated deterioration in asset quality and losses expected to be
incurred.

Description
and findings
re EC10

As mentioned above Banks are expected to have Risk and Provisioning Committees (or similar having
in mind the proportionality principle) which usually include members of the bank’s Board and which
deal with the management of provisions. Extracts from the minutes of the meetings of these Boards
are examined during on-site inspections.

According to the internal RAS Manual the inspectors must assess the MIS (Management Information
System) during on-site examinations. Among the main aspects of the MIS assessment is the
information flow to the Management Board concerning credit risk, asset quality etc.

EC11

The supervisor requires that valuation, classification and provisioning, at least for significant
exposures, are conducted on an individual item basis. For this purpose, supervisors require banks to
set an appropriate threshold for the purpose of identifying significant exposures and to regularly
review the level of the threshold.

Description
and findings
re EC11

According to IAS 39 banks are required to assess whether there is objective evidence of impairments
on their loans. The assessment shall be made individually for all loans of significant size. According to
ITS on forbearance and non-performing exposures materiality shall be assessed in accordance with
Article 178 of the CRR, which states (Art 178(2)(d)):

“(d) materiality of a credit obligation past due shall be assessed against a threshold, defined by the
competent authorities. This threshold shall reflect a level of risk that the competent authority
considers to be reasonable;”

The materiality threshold is set out in Ordinance No.7, Article 28. “Materiality threshold in relation to
Article 178, paragraph 2, point (d) of Regulation (EU) No 575/2013 shall be, as follows:

1. 5 percent of the installment due, but no more than BGN 100 for retail exposures;
2.5 percent of the installment due, but no more than BGN 1000 for all other exposures.”

On-site inspections are expected to conduct an in-depth analysis of the provisioning policies of the
banks including all thresholds and provisioning rules for loans of significant size. The assessors noted
that the on-site inspections had identified concerns relating to the performance and management of
significant exposures in banks' portfolios.

EC12

The supervisor regularly assesses any trends and concentrations in risk and risk build-up across the
banking sector in relation to banks’' problem assets and takes into account any observed
concentration in the risk mitigation strategies adopted by banks and the potential effect on the
efficacy of the mitigant in reducing loss. The supervisor considers the adequacy of provisions and
reserves at the bank and banking system level in the light of this assessment.

Description
and findings
re EC12

Credit risk is subject to top-down stress testing that has been performed by Macro-prudential
Supervision and Financial Stability Directorate (MPSFS) since 2002.

The techniques employed for top-down stress testing of credit risk have been updated regularly
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since their introduction. In 2009 for example a ST simulation was added which based on the
correlation between the GDP growth rate and the dynamic of the adversely classified loans.

On several occasions, credit risk stress testing was simulated using country specific stressed
parameters (PDs, LGDs or LRs) provided by ECB under the scenarios for EBA EU-wide stress tests. The
latest simulation of this type was organized by MPSFS in the second half of 2014.

Assessment
of Principle
18

Largely Compliant

Comments

The BNB does not have direct power to reclassify assets , other than through prudential reporting
and/or increase provisions, although it may recommend that banks should do so. Nor may the BNB
challenge (meaning overrule) a provisioning decision made by the bank. The BNB’s remaining powers
are to reclassify assets for prudential purposes or apply higher capital, using a Pillar 2 process, which
to date the BNB has not exercised although the assessors noted inspection reports that reflected
concerns with under provisioning in individual banks.

With the introduction of the CRR/CRDIV package and the implementation of the associated
Regulatory Technical Standards (RTS) and Implementing Technical Standards (ITS), the BNB has had
to revoke its former Ordinance 9 which governed asset classification and provisioning for prudential
purposes. The Ordinance lapsed at end 2014.

The effect of the transition from the former Ordinance 9 to the IFRS approach was the release of
approximately 2bn Leva in capital in the banking system. The BNB informed the banks at the end of
2013 that it did not expect the banks to make use of the uplift in their capital until the underlying
problem exposures to which the provisions had previously been allocated had been fully resolved.
The BNB has been and will continue to monitor the development of these loans. Although the BNB is
now bound by the new reporting standards, it is retaining some data submission on the Ordinance 9
format for macro prudential purposes.

The environment for valuing and realizing collateral in Bulgaria is difficult. Legal proceedings are slow
and the assessors noted that there are clear incentives for banks to try to hold loans as long as
possible in the hopes that collateral values will increase. Recent rating agency comments have noted
that real estate values have only recently been stabilizing following the financial crisis period and
demand remains weak , so banks' incentives are unlikely to change in the near future. In this context
the BNB also noted that commercial real estate was not accepted as collateral until the introduction
of the CRR.

The greater limitations placed on the powers of the BNB in relation to its former practices in respect
of problem assets and provisioning, coupled with the changes to data reported (FINREP on
forbearance and problem assets) puts an ever greater premium on the on-site examinations of banks
in order to ensure that banks are identifying, migrating and valuing assets correctly including making
timely moves to foreclose on loans and execute collateral.

It is clear that the BNB inspectors have identified a range of issues related to NPLs and provisioning.
Misclassification, inappropriate and lack of timely valuation of collateral, and resistance to foreclosing

on loans have all been identified by the inspection process.

The BNB have a thorough approach to on-site inspection and are going through a period of
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adjustment to absorb the EU regulatory changes. So far the BNB has not applied additional capital
requirement in respect of problem loans which is permitted under the CRDIV, though its current
approach is a de facto informal application of a Pillar 2 process. Given the close monitoring of the
behavior of loans that were formerly covered by supervisory provisioning requirements, and the
instruction to banks that these provisions must not be drawn upon, this is likely to be reasonable but
the BNB should consider sooner rather than later how it would operationalize its pillar 2 approach for
problem loans.

In over-arching terms, the issues of identifying concentrations/large exposures, related parties and
the potential for inconsistency of approach between different on-site inspection teams are critical for
an effective oversight and supervision of problem exposures. As already noted in the principle on
credit risk (CP17) these issues are considered in the specific relevant CPs.

Recommendations
Assess, and be ready to operationalize the Pillar 2 approach for banks which are demonstrating
weaknesses in respect of problem exposures.

Consider the use of horizontal reviews into the state of NPL management in banks, paying particular
attention to any banks whose data indicates that they are outliers in terms of performance.

Principle 19 Concentration risk and large exposure limits. The supervisor determines that banks have adequate
policies and processes to identify, measure, evaluate, monitor, report and control or mitigate
concentrations of risk on a timely basis. Supervisors set prudential limits to restrict bank exposures to
single counterparties or groups of connected counterparties.*

Essential

criteria

EC1 . . . . .

Laws, regulations or the supervisor require banks to have policies and processes that provide a
comprehensive bank-wide view of significant sources of concentration risk.”” Exposures arising from
off-balance sheet as well as on-balance sheet items and from contingent liabilities are captured.

Description

and findings Provisions on concentration risk and large exposures limits are laid out in the following norms. LCI,

re EC1 art. 44 states that a decision resulting in a large exposure shall be adopted by the board of directors.

Under the current regime, a bank's exposure to a counterparty or a group of connected
counterparties cannot exceed 25 percent of the eligible capital. As directive 2006/48 was replaced by
EU regulation 575/2013, the 800 percent own funds aggregate limit was abolished and currently this
limit does not apply to Bulgarian banks. According to the BNB, a survey showed that only one bank

69 . . . . .
Connected counterparties may include natural persons as well as a group of companies related financially or by
common ownership, management or any combination thereof.

7% This includes credit concentrations through exposure to: single counterparties and groups of connected
counterparties both direct and indirect (such as through exposure to collateral or to credit protection provided by a
single counterparty), counterparties in the same industry, economic sector or geographic region and counterparties
whose financial performance is dependent on the same activity or commodity as well as off-balance sheet exposures
(including guarantees and other commitments) and also market and other risk concentrations where a bank is overly
exposed to particular asset classes, products, collateral, or currencies.
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was close to this limit.

If exposure exceeds 15 per cent of the own funds, the decision shall be taken unanimously. Banks are
obliged to notify the BNB in writing within 10 days of the decisions made regarding any large
exposure ((LCL, art. 71, para. 1, point 5). For exposures in the banking book, any breach of the limit
should be immediately reported. The limits can be exceeded only for exposures in the trading book
under certain conditions stipulated in the EU regulation 575/2013. Depending on the excess,
additional capital requirements are imposed. The BNB told the mission that all Bulgarian banks apply
part IV of regulation 575/2013 and the respective reporting forms from the EU Regulation 680/2914
(Annex 8 and 9).

In addition to these provisions, policies and processes to be implemented by banks for concentration
risks and expositions limits can be found in the BNB Guidelines on the management of concentration
risk that derive from the ones published by the CEBS. According to them, institutions are expected to
adequately address concentration risk in their governance and risk management frameworks, to
assign clear responsibilities, and to develop policies and procedures for the identification,
measurement, management, monitoring and reporting of concentration risk. The management body
should understand and review how concentration risk derives from the overall business model of the
institution. This should result from the existence of appropriate business strategies and risk
management policies.

The same guidelines indicate that in order to adequately manage concentration risk, institutions
should have an integrated approach for looking at all aspects of concentration risk within and across
risk categories (intra- and inter-risk concentration). Risk drivers which could be a source of
concentration risk should be identified. Furthermore, the risk concentration identification framework
should be comprehensive enough to ensure that all risk concentrations which are significant to the
institution are covered, including on and off- balance sheet positions and committed and
uncommitted exposures, and extending across risk types, business lines and entities.

Further, institutions should ensure that concentration risk is taken into account adequately within
their ICAAP and capital planning frameworks. In particular, they should assess, where relevant, the
amount of capital which they consider to be adequate to hold given the level of concentration risk in
their portfolios.

Similar provision can also be found on the BNB 2014 Ordinance #7 on RM in banks, art. 9 (1)
stipulating that in their written policies and procedures banks are required to (i) identify cases where
overall risk for the bank increases due to the increased credit concentration as a result of newly
found connectedness; and (ii) impose restrictions on concentration of exposures to specific economic
sectors and/or geographic region. The same article in its paragraph 2 obliges banks to analyze their
exposures to collateral issuers for the presence of concentration risk in establishing concentrations
exceeding 10 percent of the own funds.
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EC2

The supervisor determines that a bank's information systems identify and aggregate on a timely
basis, and facilitate active management of, exposures creating risk concentrations and large
exposure’" to single counterparties or groups of connected counterparties.

Description
and findings
re EC2

According to the regulatory regime on concentration risks, banks are required to have in place
internal policies and procedures to identify, assess, monitor and verify the exposure portfolio
concentrations. Further, concentration risk management policy has to be adequately documented.

The BNB has established procedures to verify that bank’s information systems provide adequate
information on risk concentration and exposures limitations. These diligences are performed at both
off-site and on-site levels. Prior to commencing an on-site visit, the BNB inspection will request the
bank to provide a summary report of all types of limits by economic sectors/industries, by clients and
groups of connected clients, by type of products, by type of collateral, etc. in relation to the
management and control of concentration risk. The bank will also be required to provide copies of
tracking reports for those limits and information on any breaches of the limits.

During the on-site mission (as indicated in BNB manuals), the inspection team should assess the
quality of the process of identification, ongoing monitoring, risk analysis and control of different types of
risks, including concentration risk. Inspectors will also determine whether accuracy, timeliness and
efficiency of the management information and risk monitoring systems are appropriate for the size,
the complexity of the structure and the risk profile of the bank (RASM p. 61). They will also ensure
availability of internal systems for identification of large exposures and their adequacy to the limits
set by the bank.

EC3

The supervisor determines that a bank’s risk management policies and processes establish thresholds
for acceptable concentrations of risk, reflecting the bank’s risk appetite, risk profile and capital
strength, which are understood by, and regularly communicated to, relevant staff. The supervisor also
determines that the bank'’s policies and processes require all material concentrations to be regularly
reviewed and reported to the bank’s Board.

Description
and findings
re EC3

Banks are required to develop and apply a framework to manage and monitor the concentration risk
including development of internal rules. Different limits are applied depending on bank’s credit
policies and risk appetite. In that regard, BNB Internal Guidelines on the Management of
Concentration Risk has set several principles for concentration risk management whereby institutions
are expected to adequately address concentration risk in their governance and risk management
frameworks, to assign clear responsibilities, and to develop policies and procedures for the
identification, measurement, management, monitoring and reporting of concentration risk.

Further, the management body should understand and review how concentration risk derives from
the overall business model of the institution. To that end, it is the duty of banks to set a practical
definition of what constitutes a material concentration in line with their risk tolerance. Moreover,
institutions should determine the level of concentration risk arising from the different exposures they

' The measure of credit exposure, in the context of large exposures to single counterparties and groups of
connected counterparties, should reflect the maximum possible loss from their failure (i.e. it should encompass actual
claims and potential claims as well as contingent liabilities). The risk weighting concept adopted in the Basel capital
standards should not be used in measuring credit exposure for this purpose as the relevant risk weights were devised
as a measure of credit risk on a basket basis and their use for measuring credit concentrations could significantly
underestimate potential losses (see “Measuring and controlling large credit exposures, January 1991).
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are willing to accept (i.e. determine their concentration risk tolerance), with regard to institution’s
business model, size and geographic activity. In addition to monitor concentration to single or a
group of connected parties, banks are obliged to monitor sectoral concentration (including collateral
and guarantees concentration). There are no limits to these kinds of concentrations; their level will be
determined on a case by case basis depending on the bank’s risk appetite and business model.

The assessment of conformity with these principles is mostly done on-site. In the course of on-site
inspections, BNB inspectors have to review minutes of board meetings including approvals of “large
operations,” check the completeness and usefulness of the management information system for the
effective management of bank operations (RASM p. 59 & 60). BNB staff will also cover on-going
monitoring and control of concentration risks and their effective application (RASM, p. 35). The same
inspection manual instructs BNB inspectors to make sure that strategy and policy information is
communicated to the relevant staff within the bank (by means of written guidelines, manuals, etc.).

EC4

The supervisor regularly obtains information that enables concentrations within a bank's portfolio,
including sectoral, geographical and currency exposures, to be reviewed.

Description
and findings
re EC4

Banks are subject to a series of reporting obligations including on concentration risks. Reporting
provide details on bank’s risk concentration, broken down by geographic locations, currency, etc. In
addition, as indicated to the mission, BNB inspections teams always require lists of all connected
counterparties, by sector and currency. Before or during the on-site visit, the bank has to provide a
summary of all kinds of sectoral / industry limits, groups of connected counterparties, types of
products, types of collaterals, in connection with the management and control of risk concentrations.
Lastly, as set forth in the Art. 71, para.1, point 5 of the LCI, banks are obliged to notify the BNB for
new large exposures. The analysis of these materials is also supplemented by on-going dialogue with
bank’s management teams concerning the overall diversification strategy that has an impact on the
level of concentration risk in the different business lines and companies.

EC5

In respect of credit exposure to single counterparties or groups of connected counterparties, laws or
regulations explicitly define, or the supervisor has the power to define, a “group of connected
counterparties” to reflect actual risk exposure. The supervisor may exercise discretion in applying this
definition on a case by case basis.

Description
and findings
re EC5

For the purpose of assessing risk concentration exposures, Bulgaria refers to several sources to
apprehend groups of connected counterparties. The first source can be found in the EU Regulation
575/2013 whereby “close links” mean a situation in which two or more natural or legal persons are
linked in any of the following ways:

(a) participation in the form of ownership, direct or by way of control, of 20 percent or more of the
voting rights or capital of an undertaking;

(b) control;
(c) a permanent link of both or all of them to the same third person by a control relationship;
The same regulation defines a “group of connected clients” as any of the following:

(a) two or more natural or legal persons who, unless it is shown otherwise, constitute a single risk
because one of them, directly or indirectly, has control over the other or others;

(b) two or more natural or legal persons between whom there is no relationship of control as
described in point (a) but who are to be regarded as constituting a single risk because they are so
interconnected that, if one of them were to experience financial problems, in particular funding or
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repayment difficulties, the other or all of the others would also be likely to encounter funding or
repayment difficulties.

Other relevant references can be found in the LCI according to which “connected persons” are one of
the following: (i) spouses, relatives and collateral relatives up to the fourth degree of consanguinity
and relatives by marriage up to the third degree of affinity; (ii) partners; (iii) persons where one of
them participates in the management of the other person’s undertaking or subsidiary; (iv) persons
where one and the same legal or natural person is a member of their management or controlling
body, including the case where the natural person is a legal person; (v) an undertaking and a person
who holds more than 10 per cent of an undertaking’s stakes or voting shares; (vi) persons who jointly
control a third person or its subsidiary, etc.

The LCI and the Guidelines on the implementation of the revised large exposures regime provide
further definition of “persons acting in concert” and persons “economically related.”

EC6

Laws, regulations or the supervisor set prudent and appropriate’® requirements to control and
constrain large credit exposures to a single counterparty or a group of connected counterparties.
"Exposures” for this purpose include all claims and transactions (including those giving rise to
counterparty credit risk exposure), on-balance sheet as well as off-balance sheet. The supervisor
determines that senior management monitors these limits and that they are not exceeded on a solo
or consolidated basis.

Description
and findings
re EC6

The BNB told the mission that regarding the large exposures regime, all Bulgarian banks apply Part
Four of EU Regulation 575/2013. The general principle is that a bank's exposure to a counterparty or
a group of connected counterparties cannot exceed 25 percent of own funds. For that purposes,
“exposures,” means any asset or off-balance sheet item referred to in Part Three, Title II, Chapter 2 of
Regulation 575/2013 abovementioned, without applying the risk weights or degrees of risk.

The BNB Guidelines on the management of concentration risk prescribe that any exceptions from the
policies and procedures should be properly documented and reported to the appropriate
management level. Institutions are expected to have procedures for independent monitoring of any
breaches of policies and procedures, including the monitoring and reporting of breaches of
concentration limits.

In the BNB on-site inspection methodology, there are several diligences to be followed to ascertain
conformity with the principles mentioned above. Inspector should assess internal systems and rules
for identifying, ongoing monitoring, assessing and controlling credit risk and concentration risk and
degree of their effective implementation in practice (RASM, p.31). Attention will also be given to the
management’s ability to adequately manage the credit risk within the bank — in all stages of the
lending activities (RASM, p.35).

EC7

The supervisor requires banks to include the impact of significant risk concentrations into their stress
testing programmes for risk management purposes.

2 Such requirements should, at least for internationally active banks, reflect the applicable Basel standards. As of
September 2012, a new Basel standard on large exposures is still under consideration.
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Description

and findings The BNB requires banks to include the impact of significant risk concentrations into their stress

re EC7 testing programs for risk management purposes. According to the BNB Guidelines on the
management of concentration risk, banks must perform stress-test exercises including on the impact
of significant risk concentrations. Along the same lines, supervisors should assess whether
concentration risk is adequately captured in firm-wide stress testing programs. In addition,
supervisors may perform or request institutions to perform additional stress tests. As pointed out by
the BNB, use of stress testing as a way of identifying concentration risk does not necessarily mean
that stress tests should be conducted solely for the purposes of concentration risk management.

Additional

criteria

AC1 In respect of credit exposure to single counterparties or groups of connected counterparties, banks
are required to adhere to the following:
(a) ten per cent or more of a bank’s capital is defined as a large exposure; and
(b) twenty-five per cent of a bank’s capital is the limit for an individual large exposure to a private
sector non-bank counterparty or a group of connected counterparties.
Minor deviations from these limits may be acceptable, especially if explicitly temporary or related to
very small or specialized banks.

Description

and findings The notion of large exposure can be found in the LCL, art 45 (6). While the text does not mention

re AC1 Large Exposures per se, it stipulates that "a bank’s total exposure to a person [under paragraph 1],
which is not a credit institution or an investment intermediary, may not exceed 10 per cent of its own
funds.” Further, the same article sets aggregated limits on large exposure in the banking book
whereby “the total amount of all exposures of a bank to persons under the first sentence may not
exceed 20 per cent of the bank's own funds."

Asses.sm'ent Materially non-compliant

of Principle

19

Comments The Bulgarian regime governing Large Exposure Limits and concentration risks as laid out in the LCI

and BNB guidelines derives from the EU Directive as well as from the main principles published by
CEBS. A bank's exposure to a counterparty or a group of connected counterparties cannot exceed 25
percent of the eligible capital. A decision resulting in a large exposure shall be adopted by the Board
and when the exposure exceeds 15 per cent of the eligible capital, the decision has to be taken
unanimously by board members. Banks are also required to set appropriate limits depending on their
credit policies, risk appetite and risk tolerance.

During on-site inspection, about 30 percent of the loan portfolio is reviewed according to the BNB,
with priority given to Large Exposures and connected lending. The BNB methodology for assessing
large exposure requests inspectors to perform a series of due diligence to ascertain conformity with
the requirements for the formation of exposures to persons connected to the bank’® and with art. 44
of LCI according to which banks and banking groups are obliged, at any point of time, not to exceed

73 administrators, shareholders, spouses and relatives up to third degree, as well as other connected persons.
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the established ratios of LEL. Inspectors will analyse whether a concentration risk exists in the banking
and trading book and at what level and whether it has been identified on a timely basis. Inspectors

will also consider whether banks allocate additional capital for concentration risk in order to ensure
sufficient coverage of the risk.

Moreover, according to the methodology, attention will be given to cases where the restrictions for
large exposures and insider loans are evaded’® and to exposures with indications of connectedness
with the bank’s shareholders. Where such practices exist, the inspection report should criticise the
bank’s management (including management board, supervisory board, internal control unit, risk
management unit), which must be reflected in the bank’s composite rating for management.”
Potential indicators are also investigated for existence of informal economic relatedness between a
bank’s borrowers.

On the other hand, the BNB has a wide range of powers to address situations were banks are taking
excessive concentration risk including the power to instruct the bank to mitigate the risk exposure
when the concentration is deem excessive.

The mission reviewed several inspection reports of banks in which inspectors did pay attention to the
issue of LEL and concentration. For two banks at least, major deficiencies were detected by the BNB
staff. One bank exhibited, at the time of the review, the following problems: (i) absence of analysis of
informal concentrations, (i) much of the credit portfolio being formed by loans to offshore and
companies with foreign registration or locally registered companies with owners of such registration,
which hinders greatly the identification of connections and the occurrence of concentrations; (iii)
flaws in control and RM of concentration risk. In another case, inspectors detected large
concentrations from the expositions of credit borrowers connected to the shareholders of the Bank’®
and came to the conclusion that “concentration risk is not a priority to the Bank’s management.”

Despite the efforts deployed by the BNB, there are yet some practical aspects that raise concerns
about the effectiveness of the LEL regime. The developments over the summer of 2014 with the KTB
collapse revealed supervisory shortcomings particularly for the supervision of concentration risk and
related-party lending in the bank (see CP 20). Further, since observance by banks of the risk
concentration limits is questionable, (banks using several strategies to circumvent the LEL regulation
and exceed the limit of risk concentration as evidenced in BNB reports), there is a need to enhance
even further BSD’s scrutiny in that area. This could be achieved in different ways, (i) through an
horizontal review to ascertain that poor practices are not widespread throughout the industry, (ii)
issuance of recommendations and (iii) the application of sanctions against offenders (see CP 11).

The discussion with two prominent external audit firms showed that despite efforts deployed by the
BNB, the issue of large exposure limits is still a matter of concern. The problem stem from the fact
that the determination by the banks of relatedness between customers connected economically is

7 Existing credit risk concentrations to customers, for which the inspection team believes that there is sufficient
evidence of connectedness on an informal basis.

7> As part of credit risk analysis, concentration risk includes large exposures to related parties and large exposures to
groups of counterparties with similar characteristics, the probability of default that depends on common factors such
as: economic sector, geographic location, type of financial instruments, etc. Analysis should cover the total activities
and assets of banks (incl. off-balance sheet commitments), with specific attention to be given to the timely
identification of concentration risk in the banking and trading books. The capital adequacy rating of banks is
determined based on the assessment of several key factors and criteria including the degree and management of
concentration risk and large exposures.

78 Total amount of the expositions of the credit borrowers connected formally and informally with the main
shareholder is more than 60 percent of CB.
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difficult to make. Besides, the lack of transparency in ownership structure of companies (sometimes
located overseas) undermines even further the understanding of connected lending and as a result
concentration risks.

It is recommended to:

o Conduct an horizontal review across the industry to verify degree of conformity with LEL
requirements

o Instruct the industry to increase efforts in establishing clear understanding of customers’
ownership structure

o Take forceful measures to enforce more effectively observance of risks concentration limits

Principle 20 Transactions with related parties. In order to prevent abuses arising in transactions with related
parties”” and to address the risk of conflict of interest, the supervisor requires banks to enter into any
transactions with related parties78 on an arm'’s length basis; to monitor these transactions; to take
appropriate steps to control or mitigate the risks; and to write off exposures to related parties in
accordance with standard policies and processes.

Essential

criteria

EC1 . . . . . _—
Laws or regulations provide, or the supervisor has the power to prescribe, a comprehensive definition
of “related parties.” This considers the parties identified in the footnote to the Principle. The
supervisor may exercise discretion in applying this definition on a case by case basis.

Description The Bulgarian regime does not define the concept of Related Parties per se. The LCI refers indirectly

and findings to this concept by listing a series of persons to whom a bank can have exposure under certain

re EC1

conditions defined in the law. As set forth in art.45 (1), a bank may establish exposures to the
following counterparties:

1. administrators of the bank;

2. shareholders holding more than 10 percent of voting shares;

3. a shareholder whose representative is a member of a managing or supervisory body of the bank;
4. spouses, brothers, sisters and relatives of direct lineage up to third degree including those related
to the persons listed above;

5. legal persons in which the persons under items 1-4 are involved;

6. companies in which the bank or person under item 1-4 participate in the management or has
qualified equity;

7. third persons acting on behalf of the persons under items 1-6.

"7 Related parties can include, among other things, the bank’s subsidiaries, affiliates, and any party (including their
subsidiaries, affiliates and special purpose entities) that the bank exerts control over or that exerts control over the
bank, the bank’s major shareholders, Board members, senior management and key staff, their direct and related
interests, and their close family members as well as corresponding persons in affiliated companies.

78 Related party transactions include on-balance sheet and off-balance sheet credit exposures and claims, as well as,
dealings such as service contracts, asset purchases and sales, construction contracts, lease agreements, derivative
transactions, borrowings, and write-offs. The term transaction should be interpreted broadly to incorporate not only
transactions that are entered into with related parties but also situations in which an unrelated party (with whom a
bank has an existing exposure) subsequently becomes a related party.
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The LCI (in its additional provisions) defines “administrators” as (i) a member of a supervisory or
management board (board of directors) of a bank; (ii) a “procurator’®” of a bank and any person
whose position includes management and control of operational units; and (iii) the management of
the specialized internal control office.

On the other hand, the LCI defines the concept of “economically related persons” who shall be two
or more persons who are to be regarded as constituting a single risk because they are so interrelated
that, if one of them were to experience financial problems, in particular in funding or repayment of
obligations, the other or all other would also be likely to encounter funding or repayment difficulties.

Pursuant to EU Regulation 575/2013 banks should also apply the definition of group of connected
clients (art. 4, par.1, point 39). Group of connected clients has two aspects: control through
ownership or similar relations and economic interconnectedness.®’ These aspects are elaborated in
more details in the BNB guidelines on the revised large exposure limits.

Any administrator shall, upon taking office, declare in writing to the management board (board of
directors) the names and addresses of the persons economically connected to him or members of his
family and the business interests both the administrator and the members of his family have with the
bank at the time of the declaration. Upon a change in the declared circumstances, the administrator
shall file a new declaration within 7 days after such a change takes effect.

The authorities told the mission that the BNB applies discretion in using the definition of related
parties during on and off-site reviews. If the inspector considers that there is a contract with related
parties which was misrepresented, the BNB could prescribe a corrective treatment through its
supervisory powers. Besides, the level of concentration with RPs is analyzed case by case for each
bank separately, depending on its business and risk appetite.

The BNB uses different sources of information to establish relatedness between parties. BNB staff has
full access to the internal registers that banks have to maintain on RP and connected lending.
External public source of information (e.g., commercial register, private providers) are also an
important source of information for getting data on corporate ownership structures and possible
financial linkages. Another useful document is the letter of “relatedness” signed by the borrower.
These aspects are analyzed on site, including “informal relatedness” (e.g several parties sharing the
same address). The Special Supervision Directorate (SSD) of BNB is also responsible for keeping a
register of all the shareholders of credit and financial institutions authorized or registered by the
BNB; it also performs annual assessment of the financial status and interconnectedness of key
shareholders in order to establish their ability to support financially the bank.

EC2

Laws, regulations or the supervisor require that transactions with related parties are not undertaken
on more favorable terms (e.g., in credit assessment, tenor, interest rates, fees, amortization schedules,
requirement for collateral) than corresponding transactions with non-related counterparties.®!

A “procurator” is a person acting on behalf of two executive directors under a power of attorney.

% BNB also uses other types of relationships that may indicate connectivity: (i) a borrower who is provider of outsourced activities or
is contract counterparty of the bank; (ii) borrowers with common collateral; (iii) borrowers with a common source of repayment of
the debt; (iv) borrowers with a common registered office; (v) borrowers with common auditor with the bank or if they have been
audited by the same auditor as the borrowers over the last three years; etc.

& An exception may be appropriate for beneficial terms that are part of overall remuneration packages (e.g., staff
receiving credit at favorable rates).
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Description
and findings
re EC2

As stated in the LCI art. 45 (1), a bank may establish relations with affiliated parties only based upon
an “unanimous decision of the managing body.” According to para.4 of the same article, banks may
not give preferential conditions to the “affiliated” persons defined in art. 45 (1). This includes, inter
alia, collecting interest, fees or other payments due or accepting collaterals, which are lower than
those required from other customers in similar cases. This aspect is monitored by the BNB during on-
site visits. Attention will be given to the pricing of the loan, possible abuse of grace period and to any
other favorable conditions.

EC3

The supervisor requires that transactions with related parties and the write-off of related-party
exposures exceeding specified amounts or otherwise posing special risks are subject to prior
approval by the bank’s Board. The supervisor requires that Board members with conflicts of interest
are excluded from the approval process of granting and managing related party transactions.

Description
and findings
re EC3

As stipulated by the law, exposure to related parties require an unanimous decision of bank’s
managing body (art. 45(1)). However, neither the law nor the BNB define the concept of exposures
that are subject to this unanimous decision or stipulate any restrictions in case of write-off. Further,
under Art. 51 of LC], para.4 any administrator who has a business interest in the conclusion of a par-
ticular transaction with the bank shall not participate in the negotiations or in the discussion and
decision on its conclusion. The law stipulates that in performing their functions, administrators and
other employees of a bank shall be obliged to place the interests of the bank and its customers
before their own interests. It is not clear however whether this restriction abovementioned “on the
conclusion of a particular transaction” also applies, in the case of loans, to any decision/resolution
governing the interest rate and repayment.

In practice, the existence of favorable conditions are verified during on-site visits; BNB inspector will
review minutes of the relevant credit committees to ascertain that people with possible conflict of
interest were not part of the decision.

EC4

The supervisor determines that banks have policies and processes to prevent persons benefiting
from the transaction and/or persons related to such a person from being part of the process of
granting and managing the transaction.

Description
and findings
re EC4

As indicated to the mission, the BNB determines that banks have policies consistent with EC4 by
assessing application of reliable procedures for corporate governance by the competent
management body. The BNB Risk Assessment System (RAS) Manual requires inspection staff to check
whether the corporate values of the bank under review include also procedures that prohibit or
strictly limit conflict of interests and preferential treatment of related parties and other privileged
persons (page 66 of the manual). Transactions concluded by an administrator in violation of the
provisions above are null and void.

EC5

Laws or regulations set, or the supervisor has the power to set on a general or case by case basis,
limits for exposures to related parties, to deduct such exposures from capital when assessing capital
adequacy, or to require collateralization of such exposures. When limits are set on aggregate
exposures to related parties, those are at least as strict as those for single counterparties or groups of
connected counterparties.

Description
and findings
re EC5

There are specific limits for exposures to related parties. Current regulation limits to 10 percent of
total “own funds” the total exposure of a bank to its affiliated parties (person or entities) which is not
a credit institution or an investment intermediary. Moreover, the total amount of all exposures of a
bank to connected persons may not exceed 20 per cent of the bank’s own funds (LCI, art. 45 (6).
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There are no requirements allowing the BNB to deduct such exposures from capital when assessing
capital adequacy, or to require collateralization of such exposures. In BNB's views however, in case of
a non-compliance with the requirements of art. 45 of LCI and before the end of the defined
compliance deadline, BNB could presumably impose supervisory measures under art. 103 of LCL, in
particular para. 2, point 3 (written order to cease the violation), point 5 (require the bank to hold own
funds in excess of the requirements) and point 20 (require special provisioning).

It is noteworthy that the law also contains other type of limits relevant to this CP. Certain Related
Parties transactions seem to be acceptable under the following conditions:

-if the amount of an exposure to a person —as listed in art. 45 (1) under items 1 to 4 [e.g
administrators, shareholders and their reIatives]82 does not exceed its annual remuneration;

-the amount of an exposure to a person —as listed in art. 45 (1) under items under items 2, 3, 5, 6,
and 7 [e.g., shareholders holding more than 10 percent of voting shares; a shareholder whose
representative is a member of a managing or supervisory body of the bank; legal persons in which a
bank administrator or a shareholder is involved, etc] is less than 1 per cent of the bank’s own funds
but not exceeding BGN 300,000 (approx. US$140 K).

EC6

The supervisor determines that banks have policies and processes to identify individual exposures to
and transactions with related parties as well as the total amount of exposures, and to monitor and
report on them through an independent credit review or audit process. The supervisor determines
that exceptions to policies, processes and limits are reported to the appropriate level of the bank’s
senior management and, if necessary, to the Board, for timely action. The supervisor also determines
that senior management monitors related party transactions on an ongoing basis, and that the Board
also provides oversight of these transactions.

Description
and findings
re EC6

The BNB determines via on-site inspections that banks have policies and procedures to identify,
monitor and report to the board and senior management exposures to affiliated parties. This work
will be carried out as part of the assessment of concentration risks and bank’s governance. The RASM
(p.42) defines inspectors’ due diligence in that respect, particularly during the assessment of lending
policies and procedures. Ahead of the mission the inspection team will require the bank to submit in
an electronic form copy of the register of related parties along with all rules, policies and procedures
for management of the lending activity. BNB staff will check whether there are clear defined rules
and procedures for identification and ongoing tracking of connectedness (formal and informal).
Special attention should also be paid to the bank’s ability to identify involvement between its
customers at the level of business relationships, informal relations and any other factors, which give
grounds to consider such customers as carriers of overall risk for the institution. To that end, the
inspector will have to assess the management’s approach to this issue and determine whether this
approach is formal -following only the hypotheses of connectedness described in the regulatory
framework- or whether all significant informal interrelations and contacts between customers are
studied. The inspection will also check the existence of hypotheses under which conflicts of interest
may arise.

Other pertinent references can be found in the BNB SREP manual in which special emphasis should
be put on the ability of risk monitoring and management system to cover risks arising from the
exposure of a group of connected persons; another major element is the review of concentration risk
resulting from increased exposure towards one counterparty or a group of connected persons. For

8 tems 1 to 4 of art. 45 (1)
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capital purposes it is also expected that within the ICAAP each institution shall decide where limits
based on creditworthiness are appropriate for related parties.

However, exposures to related parties do not seem to form part of a bank’s integral part of reviews
to be performed by the internal control function and the management body. Ordinance No 10 on
Internal Control and Regulation 7 on Risk management in banks are silent on related parties
activities. The BNB “banking supervision process manual” does not contain any reference to RP.

Any findings indicating possible circumvention of the regulation on related parties’ exposures will be
highlighted in the inspection report. Particular attention will be given to the exposure -with
indications of connectivity - with shareholders of the bank. In the presence of such practices, this
shall be reflected as a criticism to the management of the bank in the On-site Inspection Report and
also in the component rating for the bank’s management.

EC7 The supervisor obtains and reviews information on aggregate exposures to related parties.
Descrlpt{on Banks are subject to reporting obligations as set forth in the LCIL. Banks are required to notify the
and findings . - s . .

e ECT BNB, in writing W|th|r? 10 days of the decisions .made regarding any exposure.to related party as
referred to under Article 45 (LCI art. 71 (1). Until end of 2014 quarterly reporting forms (in accordance
with the repealed Ordinance No. 7 on large exposures) had to be sent to the BNB containing
information on all large exposures and all exposures to related parties (as specified in Article 45 of
the LCI). The Ordinance abovementioned has been repealed and banks are now required to report
data on aggregated exposures to related parties using FINREP templates.

In the wake of the KTB collapse, the BNB has developed new reporting templates to disclose and
report broader relatedness between borrowers. These new reports provide more granularity on
possible connectivity among customers (e.g., via same address or same collateral).

Assesfsm'ent Materially non-compliant

of Principle

20

Comments The assessment of transaction with related parties is done both onsite and offsite.

The on-going surveillance is mainly performed through reporting forms. Even though provisions on
affiliated/related parties in LCI art. 45 do not envisage explicit reporting, the BNB has established a
notification regime for quite some time. In light of the recent regulatory changes, the BNB sent a
formal letter on January 24, 2015 to the banks, putting some more details and requiring the banks to
use the same level of detail as in the COREP reporting form for large exposures. Some of the main
elements are: name, LEI*’ code of the counterparty, residence of the counterparty, sector of the
counterparty, nomenclature of economic activity (NACE) code, type of counterparty, gross exposure,
net exposure after eligible credit risk mitigation, by type of exposure - direct or indirect, balance
sheet or off balance sheet, etc. FINREP reporting form 31 provides further details on RP exposures
(reporting is done under IAS 24 rules).*

Share size and functions held by the administrator are not part of the regular reporting. Nevertheless

8 Legal Entity Identifier.

# Main breakdown of types of related parties in the reporting Form 31 are: Parent and entities with joint control or
significant influence, Subsidiaries and other entities of the same group, Associates and joint ventures, Key
management of the institution or its parent, Other related parties, breakdown by instruments, expenses and income
information, Group structure: "entity-by-entity" and "instrument-by-instrument.”
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information about the share size is available at the register of credit institutions administered by the
BNB, and the functions of the administrators are checked via the on-site inspections.

During on site-inspections, the BNB inspectors pay attention to RP transactions as evidenced in the
inspection reports examined by the mission. There are however a series of issues described below
that explain the MNC rating attributed to this CP.

The LCI does not define the types of transactions that need to be considered when evaluating
exposures to related parties. In effect, Art. 45 analyzed above provides a large definition of related
parties but does not specify the types of transactions that give rise to related parties exposures. It
would be advisable to issue some guidelines in that respect in line with footnote 1 of the present
Core Principle to include explicitly into the scope of RP transactions on-balance sheet and off-
balance sheet credit exposures and claims, as well as, dealings (such as service contracts), asset
purchases and sales, construction contracts, lease agreements, derivative transactions, borrowings,
and write-offs.

The BCP team welcomes the efforts which were made by the authorities in order to improve the
better management of related parties’ issues. The SSD has made important efforts over the past
months to clarify transparency of ownership structures in banks and establish the identity of ultimate
beneficial owners. Letters are sent every year requesting shareholders (holding more than 3 percent
of share or voting rights) to confirm information about their business, type of investments (shares,
bonds), audited financial statements. In that regard, particular concerns were expressed on
transparency in a few banks, including a major one in which 3 companies with qualifying
shareholdings were located in off-shore centers with undisclosed UBO. The mission was told that the
BNB managed to obtain all necessary information in relation to these companies and that they are
no longer worried about transparency in these banks.

It is a fact that the issue of related parties in Bulgaria has been a matter of concern over the past
years; KTB's collapse in 2014 has revealed that connected and related-party lending still represent an
important risk in that regard. The comprehensive external audit of the bank commissioned in July
2014 by the Bulgarian authorities identified significant shortcomings in the detection of related-party
risk.®> Among the multiple problems discovered by the auditor, related parties transactions were one
of the most salient. A considerable part of that credit portfolio suggested a very large connectedness
between debtors and the majority shareholder of the bank.® The BNB itself assessed KTB right after
its collapse and noted that the bank got around the law by exceeding the limits for lending to related
parties over a long period of time.?” This might be an isolated case but the BNB is advised to perform
a transversal inspection across the industry to ascertain that related parties exposures and
interconnectedness between groups of affiliated people are well captured by banks' risk
management systems and connected lending under close scrutiny. As part of this exercise, inspection
teams should pay careful attention to the cash flows between related parties, something that was

& At the end of June 2014, KTB's related-party exposure amounted to 33.5 percent of its capital base, a significant
increase from the 3.9 percent figure reported at end-2013. This was the result of auditors’ reclassification of a
significant exposure to the main shareholder.

8 Lending was intermediated by SPV, holding companies and similar entities.

8 The BNB found that by using various techniques the bank had maintained artificially “high” quality of the loan
portfolio (less than 2 percent NPL ratio).
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missing during previous inspections at KTB.

During interviews outside the BNB, assessors were told by an audit firm that the audit profession
itself was facing difficulties in identifying groups of related companies, not formally related to each
other but with economic inter-linkages. The challenge in identifying inter-connectedness is also
mostly related to the concept of beneficial owner which does not fully cover the natural person(s)
who ultimately owns or controls a customer and/or the person on whose behalf a transaction is
being conducted. In its 2013 assessment report,?® Moneyval pointed out remaining difficulties in that
regard. Further instructions to the Industry would be advisable.

Some legal revisions should also be considered, particularly to allow external auditors to report on
any “economic related person.” According to the discussions held with the Commission for Public
Oversight on Statutory Auditors (CPOSA), external auditors are not obliged to assess and report on
economic relationship between parties or group of connected parties.

During meetings with BNB staff, the mission was told that the BNB receives a lot of questions from
the industry on how to treat certain exposures in order to determine the connections with affiliated
parties. Apart from the LCI, there is no other secondary legislation; therefore the BNB may wish to
consider issuing guidelines with the view to provide further clarification on issues not properly
contemplated in the law such as conditions in relation to the write-off of related party transactions.

In conclusion, as for related parties transactions, full effectiveness can only be reached through a
series of measures that the BNB must consider as follow:

Define in a regulation or guidelines the types of transactions giving rise to related parties exposures;
Enhance surveillance of related parties transactions across the industry via a transversal inspection;

Provide recommendations to the industry to be more diligent in identifying their customers up to
the ultimate owner (particularly for legal entity located overseas);

Principle 21 . . . L
rincip Country and transfer risks. The supervisor determines that banks have adequate policies and
processes to identify, measure, evaluate, monitor, report and control or mitigate country risk® and
transfer risk® in their international lending and investment activities on a timely basis.
Essential
criteria
EC1

The supervisor determines that a bank’s policies and processes give due regard to the identification,
measurement, evaluation, monitoring, reporting and control or mitigation of country risk and

8 Moneyval Report of Bulgaria, September 2013, Report on Fourth Assessment Visit — Executive Summary, par. 8.

8 Country risk is the risk of exposure to loss caused by events in a foreign country. The concept is broader than
sovereign risk as all forms of lending or investment activity whether to/with individuals, corporate, banks or
governments are covered.

% Transfer risk is the risk that a borrower will not be able to convert local currency into foreign exchange and so will
be unable to make debt service payments in foreign currency. The risk normally arises from exchange restrictions
imposed by the government in the borrower’s country. (Reference document: IMF paper on External Debt Statistics —
Guide for compilers and users, 2003.)
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transfer risk. The supervisor also determines that the processes are consistent with the risk profile,
systemic importance and risk appetite of the bank, take into account market and macroeconomic
conditions and provide a comprehensive bank-wide view of country and transfer risk exposure.
Exposures (including, where relevant, intra-group exposures) are identified, monitored and managed
on a regional and an individual country basis (in addition to the end-borrower/end-counterparty
basis). Banks are required to monitor and evaluate developments in country risk and in transfer risk
and apply appropriate countermeasures.

Description
and findings
re EC1

Bulgaria does not have a regulation on country and transfer risks; however, as a minimum, banks
should follow the sovereign risk requirements set in EU regulation 575/2013. Furthermore, under the
new EBA Guidelines for the SREP process (published in December 2014), the BNB has the
responsibility to assess the degree of concentration within all types of exposures to country risk,
including sovereign exposures, in proportion to the whole institution’s credit portfolio, the economic
strength and stability of the borrower’s country and its track record in terms of punctual payment
and occurrence of serious default events, the risk of other forms of sovereign intervention that can
materially impair the creditworthiness of borrowers and the risk arising from the potential for an
event affecting the whole country to lead to default by a large group of debtors. Pursuant to the
same EBA guidelines, the BNB will have to assess also the transfer risk linked to cross-border foreign
currency lending for material cross-border lending and exposures in foreign currencies.

As indicated to the mission, country risk is normally assessed during regular on-site inspections as
part of the credit risk due to the lack of foreign activities or as part of the ICAAP evaluation.

Banks in Bulgaria usually do not have extensive cross-border activities but most subsidiaries have
cross-border exposures. In that respect, the BNB has observed a significant decrease in 2015 in
relation to Greek banks. It is noteworthy that the BNB has taken several measures to put all banks
with exposure to Greece (branches and subsidiaries of Greek banks) under close scrutiny and under
some sort of ring fencing due to the economic situation in the home country. The directions given to
the interested entities by the BNB have been as follows: (i) maintain highly liquid assets at 30 percent
of attracted funds from non-credit and non-financial institutions, enterprises, and individuals in
addition to minimum reserves of 20 percent with the BNB; (ii) prohibition to maintain excessive
balances with the parent bank and its group, and invest in securities of issuers with non-investment
grade rating; (i) ensure functional independence from the parent bank; and (iv) submit daily reports
to the BNB.

According to a prominent external audit company interviewed by the mission, the situation of Greek
banks in Bulgaria is “well monitored” by the BNB. Meetings with the biggest Greek subsidiary in
Bulgaria also confirmed this point of view. Greek banks are still reporting daily to the BNB on liquidity
position in particular.

There is also the case of one bank with massive exposure to its Hungarian parent company that
raises serious concerns at the BNB but the institution is also under close scrutiny.

EC2

The supervisor determines that banks' strategies, policies and processes for the management of
country and transfer risks have been approved by the banks’ Board and that the Board oversees
management in a way that ensures that these policies and processes are implemented effectively and
fully integrated into the banks' overall risk management process.

Description
and findings
re EC2

Bulgarian legislation framework does not require explicitly that banks’ Management Board approves
strategies, and policies concerning country and transfer risk. However, these obligations are implicitly
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covered by the requirements of Ordinance #7 (2014) for overall risk management in banks. The
internal RAS Manual also refers to the obligation of bank’s management to exercise effective control
over the overall activity of the institution. The mission was informed that supervisors examine the
internal policies and currency limits as a part of the on-site inspections, especially for bigger banks.

EC3

The supervisor determines that banks have information systems, risk management systems and
internal control systems that accurately aggregate, monitor and report country exposures on a timely
basis; and ensure adherence to established country exposure limits.

Description
and findings
re EC3

There is no specific provision in the Internal ICAAP Manual that deals specifically with country and
transfer risk. The latter is apprehended within the general process whereby, for each material risk
identified, banks should:

(i) have an individual risk management processes (identification, measurement, monitoring, and
management) from the point of view of the methodologies, procedures and IT support systems; (ii)
have a risk management methodology for establishing appropriate limit system as well as other
approaches used to mitigate risk. That system shall reflect the bank’s risk appetite and shall be
comprehensive;(iii) perform a self-assessment on the extent to which those policies actually reflect
the decision-making process in the field of risk management; and (iv) submit a list of regular and ad
hoc risk reports for the management body.

During the on-site inspections, the mission was told that BNB determines whether banks have
information systems, risk management systems and internal control systems to ensure effective
monitoring and timely reporting of country risk exposures, as well as to ensure compliance with
country exposure limits.

EC4

There is supervisory oversight of the setting of appropriate provisions against country risk and
transfer risk. There are different international practices that are all acceptable as long as they lead to
risk-based results. These include:

(@) The supervisor (or some other official authority) decides on appropriate minimum
provisioning by regularly setting fixed percentages for exposures to each country taking into account
prevailing conditions. The supervisor reviews minimum provisioning levels where appropriate.

(b)  The supervisor (or some other official authority) regularly sets percentage ranges for each
country, taking into account prevailing conditions and the banks may decide, within these ranges,
which provisioning to apply for the individual exposures. The supervisor reviews percentage ranges
for provisioning purposes where appropriate.

(o) The bank itself (or some other body such as the national bankers association) sets
percentages or guidelines or even decides for each individual loan on the appropriate provisioning.
The adequacy of the provisioning will then be judged by the external auditor and/or by the
supervisor.

Description
and findings
re EC4

Banks are required to continuously evaluate their risks and maintain reserve funds for their coverage.
Under the current regulatory and accounting framework, there are no explicit requirements for
provisioning against transfer risk. Country risk is measured under provisions of Regulation 575/ 2013
in relation to exposures to Government and Central banks. Each bank should make impairments and
provisions under IFRS 36, 37 and 39. In addition, BNB closely monitors the intra-group placements
and transfers to other related foreign parties. In cases of significant liquidity outflows, corrective
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measures are undertaken.

ECS The supervisor requires banks to include appropriate scenarios into their stress testing programmes
to reflect country and transfer risk analysis for risk management purposes.

Description . . . .

and findings According to the ICCAP Manufall, Ba.nkf, s.hould.assess the |mpact of e.xternal factors on their capital

re EC5 levels and exposure to the.var.lou?s individual risks on the ba.5|s of various stress-tests. The
management body of the institution should approve a detailed methodology of the entire framework
of stress-tests. It is worth noting that the BNB has issued Guidelines on Stress testing whereby banks
which conduct their activities in more than one country should perform stress testing on business
unit level in each geographical region, industry sector or business line. Nevetheless, there is no
concrete requirement concerning scenarios reflecting country and transfer risk in BNB's Guidelines
on Stress testing.

EC6 . . . o . . .
The supervisor regularly obtains and reviews sufficient information on a timely basis on the country
risk and transfer risk of banks. The supervisor also has the power to obtain additional information, as
needed (e.g., in crisis situations).

aD:jcfrilnp;:(;;S Currently, the main sourc.e of informe?tion for cquntry ris.k is COREP, template 93 The BNB rece.iv.es

re EC6 by bank quar.terly reporting mforma’gon on.capl.tal reqw.rements for country risk and the exposition
to currency risk. These reports contain detailed information for on- and off-balance-sheet exposure
by type of obligor (government, banking, other), country, currency, etc. The BNB regularly checks the
accuracy and analyze these reports for levels of significant variations and trends.

Asses.sm'ent Materially Non Compliant

of Principle

21

Comments

The assessors found several flaws in the regime for country and transfer risks.

Bulgaria does not have a regulation on country and transfer risks; banks should follow the sovereign
risk requirements set in EU regulation 575/2013 but this is not enough in assessor’s views.

As indicated above, the BNB has issued Guidelines on Stress testing whereby banks which conduct
their activities in more than one country should perform stress testing on business unit level in each
geographical region, industry sector or business line. In assessors’ opinion, this is not enough. Banks
should stress country risk beyond running a stress test by location and also stress transfer risk as
such.

It also appears that the EBA Guidelines for the SREP process, according to which the supervisory
authorities should assess the degree of concentration within all types of exposures to country risks
are yet to be implemented. A revision of the BNB's internal manual for the SREP process is envisaged
but has not been finalized. According to the authorities, the country risk is discussed mainly on a
group level during the supervisory colleges meetings.

Lastly, the Bulgarian legislation framework does not require explicitly that banks’ Management Board
approves strategies, and policies concerning country and transfer risk, even though these obligations
are covered by the requirements for overall risk management in banks.

Recommendation:
e Adopt a regulation on country and transfer risks;
¢ Include country and transfer risk in bank's stress testing

e Implement the EBA guidelines for the SREP process to ensure proper and timely country risk
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coverage

Principle 22 . . . .
Market risk. The supervisor determines that banks have an adequate market risk management
process that takes into account their risk appetite, risk profile, and market and macroeconomic
conditions and the risk of a significant deterioration in market liquidity. This includes prudent policies
and processes to identify, measure, evaluate, monitor, report and control or mitigate market risks on
a timely basis.

Essential

criteria

EC1 . . . . .
Laws, regulations or the supervisor require banks to have appropriate market risk management
processes that provide a comprehensive bank-wide view of market risk exposure. The supervisor
determines that these processes are consistent with the risk appetite, risk profile, systemic
importance and capital strength of the bank; take into account market and macroeconomic
conditions and the risk of a significant deterioration in market liquidity; and clearly articulate the
roles and responsibilities for identification, measuring, monitoring and control of market risk.

Descrlpt{on Market risk standards and requirements for the banks are set out in the Ordinance 7 of BNB on

and findings o . . . . . .

re EC1 organization and risk management of banks. This Ordinance lays down, inter alia, the requirements

on the organisation and risk management of banks; criteria to be met in relation to the banks’
policies for risk management and risk control and processes to maintain internal capital that is
adequate to cover those risks.

Under Ordinance 7 (Chapter III, Section III Market risk) banks shall implement policies and processes
for the identification, measurement and management of all material sources and effects of market
risks. Also banks shall have adequate internal capital to cover material market risks that are not
subject to capital requirements under Article 92 of Regulation (EU) No 575/2013. In article 13,
paragraph 2 and 3 are set additional requirements concerning position risk and internal capital
against the risk of loss which exists between the time of the initial commitment and the following
working day.

Chapter IV of Ordinance 7 is for Internal Approaches for Calculating Capital Requirements for Credit
and Market Risk. Currently in Bulgaria no bank uses internal approach for market risk.

As noted above in CP17 for Credit Risk, the main requirements for the banks in relation to their
governance of risks, are set in the LCI Article 73 (1), items 4-7, Article 73a. (1) and (2). The LCI requires
the competent managing body of each bank to adopt and regularly review in accordance with the
best internationally recognized practices for corporate governance of banks: the strategies and
policies for taking up, managing, monitoring and mitigating the risks the bank is or might be
exposed to, including those posed by the macroeconomic environment in which it operates in
relation to the status of the business cycle; the procedure for generating and the scope of the
management information; the operational control organisation, including rules and procedures for
approving, carrying out and reporting transactions; the internal rules and procedures for risk
management and control systems efficiency and for reporting the established weaknesses in the
organization and work of structural units.

Under the LCI banks must have in place sound, effective and complete strategies and processes on
an ongoing basis to assess and maintain the amount, types and distribution of internal capital that
they consider adequate to cover the nature and level of all risks to which they are or might be
exposed. The strategies and processes shall be subject to regular internal review to ensure that they
remain comprehensive and proportional to the nature, scale and complexity of the activities of the
banks. Where the short position falls due before the long position, banks shall take measures against
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the risk of a shortage of liquidity.

The BNB has issued local guidelines for the management of interest rate risk in the banking book
based on the respective CEBS (EBA) guidelines.

With respect to FX risk, it should be noted that Bulgaria is under Currency board agreement whereby
the Bulgarian Lev is legally pegged to the Euro (1.95583 BGL is equal to 1 EURO). For the credit
institutions operating in Bulgaria the risks of foreign currency transactions arises from exposures
denominated in currencies other than euro.

As a whole the capital requirements for covering market risks represent a relatively low percentage of
the total amount of capital requirements for the banks in Bulgaria. Banks' exposure towards market
risk is low or low-medium depending on the size and activities of the bank. The main instruments
used by the banks in Bulgaria include: interest rate products, capital instruments, government bonds
and FX deals.

As a rule, bank’s internal risk management and control systems are reviewed and evaluated during
on-site inspections.

EC2

The supervisor determines that bank’ strategies, policies and processes for the management of
market risk have been approved by the banks’ Boards and that the Boards oversee management in a
way that ensures that these policies and processes are implemented effectively and fully integrated
into the banks’ overall risk management process.

Description
and findings
re EC2

Under Section III (Market risk), of Ordinance 7 (Art 12) banks are required to implement policies and
processes for identification, measurement and management of all material sources and effects of
market risks. Based on bank’s risk strategy and plans for development the onsite inspection is
informed for bank’s goals in the market risk area. Onsite inspections conducted are the main tool to
verify that the Board has approved the market risk policy and to assess whether the policies and
processes have been implemented in line with the policy. Onsite inspections examine whether the
bank has an internal organization and adequate reporting system that enables the senior
management and the Board to monitor the bank’s risk, results and positions; evaluate bank'’s risk
profile and make sure that the written guidelines for risk taking are being followed. During onsite
inspections the BNB examines whether the bank’s risk and positions, results (gains or losses) as well
as the values of the financial instruments are reported regularly to the respective risk committee and
to the Board.

The onsite inspection for market risk involves a review of the policy and the guidelines for risk
management, an assessment of existing risk positions and exposure, the organization in the bank
including the segregation of duties, internal controls and valuations. The onsite inspection team is
expected to meet with a member of Board responsible for the market risk area, the internal auditors,
front office, back office, treasury department, and risk management. Onsite inspections also examine
the control system for market limits set for the instruments, positions, deals and possible bridges of
the limits. The inspection team examines whether limits (either internal or imposed by the supervisor)
have been adhered to. An onsite inspection also may involve an examination and assessment of the
bank’s ICAAP in regard to the market risks. Bank’s allocation of positions to the trading book and the
banking book is also discussed in connection with the examination of the ICAAP on the market risk
area — although it should be noted that there is only one bank that is above the de minimis limit for
having a trading book.

Although the BNB does not have the resources for a dedicated market risk specialist, each inspection
team has one member that is more specialized in market risk.

EC3

The supervisor determines that the bank’s policies and processes establish an appropriate and
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properly controlled market risk environment including:

(a) effective information systems for accurate and timely identification, aggregation, monitoring
and reporting of market risk exposure to the bank’s Board and senior management;

(b) appropriate market risk limits consistent with the bank’s risk appetite, risk profile and capital
strength, and with the management's ability to manage market risk and which are understood by,
and regularly communicated to, relevant staff;

() exception tracking and reporting processes that ensure prompt action at the appropriate level
of the bank’s senior management or Board, where necessary;

(d) effective controls around the use of models to identify and measure market risk, and set
limits; and

(e) sound policies and processes for allocation of exposures to the trading book.

Description
and findings
re EC3

The main approach for evaluating banks’ policies processes and control of the market risk
environment is through the onsite inspection, including review of the banks’ Board minutes and
relevant committee’s minutes. The inspectors are expected to review banks’ current reports for
market risk exposures, financial results from trading and market valuation, operations, in terms of
frequency and accuracy and reporting not only to the Board and senior management but also to the
parent company. The bank should be able to explain abnormal daily profits or losses given the size of
their positions. In the processes of reviewing a bank’s Board minutes attention is paid not only to the
accuracy of the information but whether and what decisions taken as a result of this information in
both normal and adverse market circumstances. During onsite inspection the limits are assessed for
their appropriateness in line with the bank’s operations, risk profile and capital level. In case of
breaches of the established limits inspectors are expected to require additional information. In some
cases the documentation for the transactions and operations are required from the back office and
treasury department.

As noted above, allocation between trading and banking book is only relevant in the case of one
bank. Nevertheless, the relevant inspectorate team will be required to evaluate the bank’s policies
and procedures for allocating positions to the trading book and ensuring that these policies are met
by the bank in practice and that the bank meets the allocation standards set out in the CRR (Arts102-
106). Exchange rate risk, commodity risk and all other market risks in the trading book are monitored
through the capital requirements as set out in the CRR so that the BNB can identify whether the scale
of these risks is increasing and whether closer supervision is warrented. At the time of the
assessment these forms of market risk — as noted above - were at a very low level.

Please see also EC 1 and EC 2

EC4

The supervisor determines that there are systems and controls to ensure that banks’ marked-to-
market positions are revalued frequently. The supervisor also determines that all transactions are
captured on a timely basis and that the valuation process uses consistent and prudent practices, and
reliable market data verified by a function independent of the relevant risk-taking business units (or,
in the absence of market prices, internal or industry-accepted models). To the extent that the bank
relies on modeling for the purposes of valuation, the bank is required to ensure that the model is
validated by a function independent of the relevant risk-taking businesses units. The supervisor
requires banks to establish and maintain policies and processes for considering valuation
adjustments for positions that otherwise cannot be prudently valued, including concentrated, less
liquid, and stale positions.
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Description
and findings
re EC4

The BNB requires that the banks establish detailed rules and procedures for overall management of
their market related activities. This includes: systems and controls, methods and models for
evaluation, etc. The quality of the systems and controls is verified by the inspectors who will deliver,
when necessary, appropriate requirements and recommendations.

Risk management systems are required to cover all material risk for the credit institutions and shall
meet the set of qualitative standards, including establishing of specialized risk control unit, that is
independent from the business trading unit; the management body should be actively involved in
the risk control process by reviewing the daily reports, prepared by the risk control units; the internal
audit unit conducts a review of risk management system; etc.

Onsite inspections are the main tool used by the BNB to verify bank’s policies and processes for
valuation adjustments on less liquid positions as well as marked to market positions. The BNB
reviews bank’s written procedures and discusses them with the responsible staff in order to assess
whether they ensure prudent and reliable valuation estimates to use in both the reporting to the
Board and the financial reports. BNB also takes into account any comments that the internal or
external auditors have given in the audit reports.

At the time of the assessment, banks operating in Bulgaria were not very active in trading operations
and the predominant element of their portfolios consisted of Bulgarian government bonds.
Derivatives are usually limited and only used for hedging purposes. Generally, the market risks in the
banks consist mainly of interest rate risk. Equity risk and currency risk are low, commodity risk is
negligible.

The BNB observed that frequency of re-valuation is a challenge for the banks as trading volumes are
low on the stock exchange, so daily prices are not always available and Bulgarian government debt is
not in fact traded on exchange.

It is typical for the subsidiaries of EU parents to make use of parental models (eg value at risk
models) and in these instances, it is also common for the banks to seek the BNB's supervisory view
although these models are not — as indicated above — used for regulatory capital calculation as no
bank has internal models recognition for market risk capital calculations.

For its part the BNB's policy is to ensure that the parental model is being used actively and
meaningfully in the local business. It is also important for the BNB to ascertain that the subsidiary is
not simply using the parent’'s model as a “black box.”

EC5

The supervisor determines that banks hold appropriate levels of capital against unexpected losses
and make appropriate valuation adjustments for uncertainties in determining the fair value of assets
and liabilities.

Description
and findings
re EC5

The Ordinance 7 (Art 13(1)) requires banks to hold adequate internal capital to cover market risks
that are not subject to capital requirements under Article 92 of the Regulation.

Accordingly, during onsite inspection BNB examines the ICAAP annually to assess whether the bank
allocates appropriate levels of capital against unexpected market risk losses and makes appropriate
valuation adjustments for uncertainties in determining the fair value of assets and liabilities.

Onsite inspections of market risk area are usually conducted every 2-3 years in line with the risk
based approach.

EC6

The supervisor requires banks to include market risk exposure into their stress testing programs for
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risk management purposes.

Description
and findings
re EC6

Banks' stress tests are reviewed by the BNB under the SREP. The BNB assesses risks revealed by stress
testing taking into account the nature, scale and complexity of a bank's activities. (LCI Art 79¢ (1)(3)
and Ordinance 7 Art 23(2) and (4)). On the principle of proportionality, therefore, market risk must be
included in a bank’s stress testing if it is a material risk.

Furthermore BNB has adopted EBA guidelines on Stress-testing. The guidelines on Stress-testing
under the SREP define the scope of stress-testing, the calibration, the frequency, the quality of data
and information system, the role of the management body of the bank, the reporting channel of the
outcomes and review, update of the stress-testing methodology and others. Again the BNB uses its
on-site inspection practices to confirm that the approaches are integrated into risk management
policies and processes, and results are taken into account by the management of the bank in the
bank's risk-taking strategy.

Assessment
of Principle
22

Compliant

Comments

Market risk is not a major factor in the risk profile of the banking system. However, it is important not
to underestimate the significance of this risk element. For example, while only one bank has a
sufficiently sizeable trading portfolio to be required to use the market risk requirements for capital,
and no bank is approved for an internal model for market risk for capital adequacy purposes, there
are models that are being used for internal business and risk management purposes and it is
important for the BNB to be able to engaged actively with the banks and challenge the design,
specification, governance and use of such models. At present, the level of skill and familiarity with
market risk in the BNB staff is likely to be sufficient for current needs. However, the BNB does not
have the resources for a dedicated market risk specialist and should the market develop, even if only
through one bank pressing for an internal modeling approach, such specialization will be necessary.

Principle 23

Interest rate risk in the banking book. The supervisor determines that banks have adequate
systems to identify, measure, evaluate, monitor, report and control or mitigate interest rate risk®t in
the banking book on a timely basis. These systems take into account the bank’s risk appetite, risk
profile and market and macroeconomic conditions.

Essential
criteria

EC1

Laws, regulations or the supervisor require banks to have an appropriate interest rate risk strategy
and interest rate risk management framework that provides a comprehensive bank-wide view of
interest rate risk. This includes policies and processes to identify, measure, evaluate, monitor, report
and control or mitigate material sources of interest rate risk. The supervisor determines that the
bank’s strategy, policies and processes are consistent with the risk appetite, risk profile and systemic
importance of the bank, take into account market and macroeconomic conditions, and are regularly
reviewed and appropriately adjusted, where necessary, with the bank’s changing risk profile and
market developments.

Description

The BNB has issued a Guideline on Management of Interest Rate Risk in the banking book, based on

1 Wherever “interest rate risk” is used in this Principle the term refers to interest rate risk in the banking book.
Interest rate risk in the trading book is covered under Principle 22.
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and findings
re EC1

the CEBS (now EBA) Guidelines on Technical Aspects of the Management of interest rate risk. The
paper sets out technical instructions applicable to the measurement and management of interest
rate risk in banking book. The document puts the emphasis on high-level guidance, some of which is
addressed to institutions (both credit institutions and also investment firms) and some to supervisors.
It is not meant to provide detailed guidance on whether and how quantitative tools and models
should be used or developed.

Under principles IRRBB 4 from the Guidelines on the Management of Interest Rate Risk in the
Banking Book, (adopted by BNB), banks should have a well-reasoned, robust and documented policy
to address all issues that are important to their individual circumstances.

Under principle 1, Annex 1, IRRBB Guideline: The board of directors in a bank should approve
strategies and policies with respect to interest rate risk management and ensure that senior
management takes the steps necessary to monitor and control these risks consistent with the
approved strategies and policies. The board of directors should be informed regularly of the interest
rate risk exposure of the bank in order to assess the monitoring and controlling of such risk against
the board's guidance on the levels of risk that are acceptable to the bank. As part of the ICAAP
process, the board should periodically review also the policies and processes for interest rate risk
management in the banking book. (IG 6, Guideline on SREP).

The general framework concerning the interest rate risk in the banking book is based on the BNB’s
“Guidance on the management of interest rate risk arising from non-trading activities” under Pillar 2.

The BNB has also developed an additional practical ICAAP Guidelines setting out detailed
requirements regarding interest rate risk in the banking book, for example:

e Banks should maintain clearly defined rules and procedures for the active management of the
interest rate risk in the banking book.

e Banks may choose between two options for the assessment of internal capital needs for interest rate
risk in the banking book:

e The assessment of internal capital needs for interest rate risk on the basis of calculation of the
potential loss caused by a parallel shift of 200 basis points in the yield curve. The calculation
procedure is described in details in the BNB's “Guidance on the management of interest rate risk
arising from non-trading activities.”

e The use of a bank-own methodology for the assessment of internal capital needs for interest rate
risk (such as VaR or PV). Banks should provide argumentation that this suits the nature and needs of
the management of interest rate risk.

The compliance with the above mentioned Guidelines is monitored on a regular basis mainly by
conducting on-site inspections and partially by off-site analysis of the required information and data.

As in many areas of the risk profile, there is a general distinction to be made between the
subsidiaries of the EU banks and the locally owned banks. The latter tend to use a relatively simple
gapping approach, while the subsidiaries may make use of more sophisticated techniques driven by
group policies.

EC2

The supervisor determines that a bank’s strategy, policies and processes for the management of
interest rate risk have been approved, and are regularly reviewed, by the bank’s Board. The
supervisor also determines that senior management ensures that the strategy, policies and processes
are developed and implemented effectively.

Description
and findings
re EC2

The Guidelines — please see EC1 - stipulate that the bank’s management must approve the interest
rate risk policy includes key strategy, policies and processes. Senior management is required to
develop and implement detailed strategy, policies and processes assessed by the supervisory
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authority during the regular on-site inspections. The determination of practice takes place through
the on-site inspection process.

EC3

The supervisor determines that banks’ policies and processes establish an appropriate and properly
controlled interest rate risk environment including:

(@) comprehensive and appropriate interest rate risk measurement systems;

(b) regular review, and independent (internal or external) validation, of any models used by the
functions tasked with managing interest rate risk (including review of key model assumptions);

() appropriate limits, approved by the banks’ Boards and senior management, that reflect the
banks' risk appetite, risk profile and capital strength, and are understood by, and regularly
communicated to, relevant staff;

(d) effective exception tracking and reporting processes which ensure prompt action at the
appropriate level of the banks’ senior management or Boards where necessary; and

(e) effective information systems for accurate and timely identification, aggregation, monitoring
and reporting of interest rate risk exposure to the banks’ Boards and senior management.

Description
and findings
re EC3

As noted in EC1 and EC2, the BNB's “Guidance on the management of interest rate risk arising from
non-trading activities” under Pillar 2 and the Practical ICAAP Guidelines provide a comprehensive
and detailed set of requirements regarding interest rate risks. A bank is expected, in its risk
measurement system to:

e record all essential interest rate risks of a bank arising from assets, liabilities, and off-balance-sheet
positions;

e include parameters and assumptions that are substantiated, appropriately documented, and
periodically reviewed as to their appropriateness;

e depict interest rate risks in the form of fluctuations both in interest income and in the present value
of equity;

e record all essential types of interest rate risks;

e cover all of a bank’s interest rate-sensitive positions;

Senior management is required to provide and implement a system of limits and monitor exceptions.
The goal of risk management is to keep a bank’s interest rate risk within certain parameters
established by the bank itself in the event of a number of possible changes in interest rates. This
requires a system of limits to enable senior management to control the risk exposure and to measure
the risks actually incurred based on tolerances that have been established by the Management,
reporting to the Boards and the senior management.

EC4

The supervisor requires banks to include appropriate scenarios into their stress testing programs to
measure their vulnerability to loss under adverse interest rate movements.

Description
and findings
re EC4

Interest rate risk in the banking book is treated under the ICAAP/SREP framework. As with other Pillar
2 risks, BNB's Ordinance 7 on organization and risk management of banks requires that: a bank shall
implement systems to evaluate and manage the risk arising from potential changes in interest rates
as they affect a bank’s non-trading activities (Art 8(1)).

Banks shall have in place sound, effective and complete strategies and processes to assess and
maintain on an on-going basis the amounts, types and distribution of internal capital that they
consider adequate to cover the nature and level of the risks to which they are or might be exposed
(Article 73a of the LCI);
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Under Ordinance 7 (Art 8(2) banks whose economic values decline by more than 20 percent of their
own funds as a result of a sudden and unexpected change in interest rates of 200 basis points or
other change, determined under applicable guidelines established by the EBA, should take
immediate corrective action and must notify the BNB within a reasonable time-frame.

In some cases credit institutions may have to consider movements and changes in the shape of their
yield curves in their scenario analysis, as a non-parallel shift in the curve can entail additional declines
in both the net interest income and the economic value of an institution.

The complexity of interest rate risk varies from institution to institution with regard to the
sophistication of the financial instruments used. Where less complex financial instruments are
employed, the effect of a shock can be calculated by the institution using sensitivity analysis (without
identification of the origin of the shock, and by means of the simple application of the shock to the
portfolio). Where an institution uses more complex financial instruments on which the shock has
multiple and indirect effects, it should use more advanced approaches with specific definition of the
adverse (stress) situations.

Additional
criteria
AC1 . . - . .
The supervisor obtains from banks the results of their internal interest rate risk measurement
systems, expressed in terms of the threat to economic value, including using a standardized interest
rate shock on the banking book.
aDrfjcfrinc:Iiz;s Th.e BNB assesses the result§ of the pank‘s interest rate r.neas.urement systems ona regular basis
re AC using both the on and off-site techqlques. The sjtandardlzed interest rate shgck is applied through
the annual ICAAP process and data is not submitted on a more frequent basis.
AC2 . . .
The supervisor assesses whether the internal capital measurement systems of banks adequately
capture interest rate risk in the banking book.
aD:jcfrilnp(;ﬂii;s The asse.ssment qf the Bank’s interr.mal capital m.easurement system is based on the following
information required by the supervisory authority:
re AC2
" Internal model documentation and methodology
. Validation process and results
. Reporting
" Monitoring system
. Bank's internal audit assessments etc.
. Other relevant documents and data if needed;
Assessment Compliant

of Principle
23

Comments

The BNB regard interest rate risk in the banking book as an extremely significant risk and welcome
current Basel Committee work that might lead to a Pillar 1 capital charge. At present analysis of
IRRBB is only annual, during the course of the annual ICAAP assessment, and the BNB, on the
grounds of currently high levels of capital in the system, has not yet applied any Pillar 2 add-on in
respect of IRRBB. Given that the BNB does not have the resources to assess the treatment of this risk
on-site on an annual basis, and some of the smaller, potentially less skillful, institutions could have
extended periods between inspections, greater attention to this risk in the off-site processes may be
merited. It is, of course, acknowledged, that any refreshing and update to the policies, strategies and
procedures by the banks has to be notified to the BNB when it happens, so the BNB always has the
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capacity to consider whether, for example, banks are failing to take into consideration a changed
interest rate environment.

Recommendation

o Inthis context, while it is considered that this risk is adequately covered at present, it is
recommended that the BNB place more emphasis on developing — on a more consistent basis
— the quality of the off-site analysis.

Principle 24

Liquidity risk. The supervisor sets prudent and appropriate liquidity requirements (which can include
either quantitative or qualitative requirements or both) for banks that reflect the liquidity needs of
the bank. The supervisor determines that banks have a strategy that enables prudent management of
liquidity risk and compliance with liquidity requirements. The strategy takes into account the bank’s
risk profile as well as market and macroeconomic conditions and includes prudent policies and
processes, consistent with the bank’s risk appetite, to identify, measure, evaluate, monitor, report and
control or mitigate liquidity risk over an appropriate set of time horizons. At least for internationally
active banks, liquidity requirements are not lower than the applicable Basel standards.

Essential

criteria

EC1 . . . . . Lo
Laws, regulations or the supervisor require banks to consistently observe prescribed liquidity
requirements including thresholds by reference to which a bank is subject to supervisory action. At
least for internationally active banks, the prescribed requirements are not lower than, and the
supervisor uses a range of liquidity monitoring tools no less extensive than, those prescribed in the
applicable Basel standards.

Description L . . .

and findings The EU liquidity framewgrk is set out.ln the CRRhand dglegated acts by the Commission. T‘he CRR and

re EC1 the delegated acts are binding and directly applicable in Member States, and do not require a

national transposition process.
The scheduled implementation for the LCR in the EU is as follows:

60 percent from 1 October 2015

70 percent from 1 January 2016

80 percent from 1 January 2017, and
100 percent from 1 January 2018.

Therefore, LCR implementation for EU Member States will start on a mandatory basis from October
2015, which is 10 months behind the Basel timetable, but will achieve full implementation of the LCR
one year sooner than required by the Basel standard. Member States have the option to move ahead
of the timetable established by the CRR and the Commission Delegated Act but Bulgaria has not
done so and is opting to maintain the framework set out in Ordinance 11 of the BNB. The BNB state
that this framework will be maintained until the liquidity coverage requirements are applied in full in
the EU. This is expected to happen in late 2018.

Some qualitative liquidity requirements which are part of CRD IV (namely part of internal
governance) are transposed into Ordinance 11. Nevertheless, the ICAAP Manual which provides
guidance to inspectors when considering the technical criteria for the adequacy of ICAAP does not
include a direct requirement for inspectors to test management’s capacity or understanding of the
processes involved.

Failure by a bank to adhere to the levels of liquidity set out in Ordinance 11 triggers the BNB's
enforcement powers (Arts 8 and 12). These powers include setting of minimum liquidity asset ratios
for a limited time frame and imposing administrative measures and sanctions under the LCI (Art
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103(2)). In practice the BNB issued letters to banks requiring additional and more frequent liquidity
reporting.

The Ordinance sets various criteria for the effective management of liquidity risk as well as setting
out the supervisory process that applies to the banks. The Ordinance addresses the internal liquidity
management system, MIS, the composition of the maturity ladder, reporting to the supervisory
authority, on- and offsite supervisory assessment, supervisory measures and sanctions.

Also, the Ordinance 11 defines two liquidity ratio for which the BNB has set thresholds:

Liquid assets ratio - the ratio of the bank’s liquid assets to its deposits and other liabilities (liquid
assets are defined in article 8 paragraph 1 of the Ordinance). The recommended minimum ratio of a
bank’s liquid assets to total household and corporate deposits set by the BNB through an official
letter issued each financial year to all banks is 20 percent.

Maturity ladder — setting liquidity ratios by maturity time bands - the ratio of the amount of assets
(cash inflow) for the relevant maturity time band plus the excess of the net cash flow from the
preceding time band to deposits and other bank’s liabilities (cash outflow) for the same maturity
time band (related to the maturity ladder defined in article 6). The liquidity of a bank shall be
deemed acceptable if the liquidity ratios by maturity time bands are not under 1 at least for the first
two maturity time bands

The BNB has also published guidelines related to liquidity buffers and survival periods (based on
CEBS's (now EBA) “Guidelines on liquidity buffers & survival periods” from 2009) and guidelines on
the liquidity costs and benefits allocation (Ordinance 11(1)(5)(2)).

The “Macro-prudential Supervision and Financial Stability” directorate conducts, at least once a year,
stress test simulations for all institutions within the banking system, with a focus on liquidity risks.

The BNB's internal RAS Manual follows the liquidity management practices set out in the Basel
standards. These practices include requirements for the liquidity management structure of banks,
evaluation and monitoring of the core liquidity, market access management, contingency plans,
currency liquidity management, internal control of the liquidity management, market discipline and
its role for enhancement of the liquidity management, supervisory assessment and analysis.

The BNB noted that their existing (pre CRR) supervisory reporting had been a significant benefit
during the KTB crisis in 2014 as the supervisors had daily (and also intra-day) data available to assess
the entirety of their system as well as interconnected funding between banks. This information was
valuable in the context of the negotiation on providing State Aid for liquidity with the European
Commission.

EC2 The prescribed liquidity requirements reflect the liquidity risk profile of banks (including on- and off-
balance sheet risks) in the context of the markets and macroeconomic conditions in which they
operate.

Descrlpt{on Liquidity requirements are set out in Ordinance 11 and the CRR, which both require on and off

and findings . . . ) e .

re EC2 balance sheet risks to be assessed. Supervisors, in their assessment of banks are specifically required

to have regard to the structure of the balance sheet and the presence of any significant off-balance
sheet commitments.

In addition to the liquidity requirements set out in Ordinance 11 which banks are required to meet
on a continuous basis, the BNB can also impose special requirements targeted at particular bank or a
group of credit institutions, reflecting the their risk profile or the macroeconomic environment in
which they operate.
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The BNB discussed details of special requirements that had been imposed on banks during the
previous twelve moths, which included emphasis on availability of liquidity in a contingency and
particular regard to flows in group funding.

EC3

The supervisor determines that banks have a robust liquidity management framework that requires
the banks to maintain sufficient liquidity to withstand a range of stress events, and includes
appropriate policies and processes for managing liquidity risk that have been approved by the banks’
Boards. The supervisor also determines that these policies and processes provide a comprehensive
bank-wide view of liquidity risk and are consistent with the banks’ risk profile and systemic
importance

Description
and findings
re EC3

Requirements for liquidity risk management, including stress testing, are set out in Ordinance 11. The
requirement for liquidity management systems is in Article 2 and the requirement for the bank to
establish its internal liquidity management policies, plans and processes is in Article 3. The Board is
expected to set a liquidity risk tolerance, position limits and buffers which must be reviewed
periodically.

The internal liquidity management framework of banks is assessed by the supervisory authority both
on- and offsite. When onsite the responsible for liquidity risk assessment inspector follows the
comprehensive guidelines of the RAS Manual, which provides practical guidance on the analysis and
assessment of liquidity risk in banks including information on how to conduct a review of the internal
liquidity management framework of credit institutions, contingency planning, assessment of the
conducted by the bank stress-tests etc. The liquidity assessment is based on detailed inquiries on
attracted and allocated funds, cost of funding, meeting minutes of the ALCO, internal legal
framework of the bank and ongoing meetings with those responsible for liquidity management.

The RAS Manual also provides guidance on the techniques for offsite assessment of banks' liquidity
risk exposure and liquidity risk assessment which includes sources of information, reports submitted
for offsite purposes, assessment of the maturity ladder, analysis of the main funding sources, main
criteria for defining the quality of liquidity management.

EC4

The supervisor determines that banks' liquidity strategy, policies and processes establish an
appropriate and properly controlled liquidity risk environment including:

(@) clear articulation of an overall liquidity risk appetite that is appropriate for the banks’ business
and their role in the financial system and that is approved by the banks’ Boards;

(b) sound day-to-day, and where appropriate intraday, liquidity risk management practices;

(©) effective information systems to enable active identification, aggregation, monitoring and
control of liquidity risk exposures and funding needs (including active management of collateral
positions) bank-wide;

(d) adequate oversight by the banks’ Boards in ensuring that management effectively
implements policies and processes for the management of liquidity risk in a manner consistent with
the banks’ liquidity risk appetite; and

(e) regular review by the banks’ Boards (at least annually) and appropriate adjustment of the
banks' strategy, policies and processes for the management of liquidity risk in the light of the banks’
changing risk profile and external developments in the markets and macroeconomic conditions in
which they operate.

Description
and findings
re EC4

The elements of this EC are imposed on the banks through Ordinance 11 as follows:
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(a) Board approval of clear articulation of overall liquidity risk appetite: Art 1(5) and Art 2(2)(3)
(b) Sound liquidity risk management practice: Art 1(5) and Art 2(2)
(c) Sound information systems: Arts 2, 3 and 5.

(d) Adequate Board oversight: is covered by Art 2(1) and also Ordinance 10 (for the more general
provision on oversight).

(e) Regular Board review: Art 2(2)(7), Art 3(2)(2), Art 4(5) and also Ordinance 10 (for the more general
provision on oversight).

Requirements with respect to intra-day liquidity management are not stipulated explicitly.

The assessment and the determination by the supervisor takes place through both on and off-site
supervisory processes. In essence, the requirements that are found in the Ordinance are extensively
reiterated and reinforced — frequently with greater detail — through the internal Risk Assessment
System Manual and the internal Risk Assessment System Manual in order to focus the attention and
determinations made by the supervisors.

(a) Board governance of overall liquidity risk appetite

Assessment of risk appetite appropriateness of banks is conducted mainly onsite, when assessing the
annual ICAAP or at targeted ICAAP onsite inspections.

In addition to an expectation of a clear documentation of the risk appetite, the internal Risk
Assessment System Manual guides inspectors to consider whether the overall risk appetite is
commensurate with the bank’s business strategy and its position in the financial system. The liquidity
risk appetite (i.e. the ability and willingness of banks to take liquidity risk) must be described in detail
in the internal banking documentation and the relationship between risk exposures and expected
income should be clearly defined. Moreover, consideration should be given to the potential for an
extended period of instability and not only normal conditions.

The internal SREP manual further reminds the supervisor to check that the internal rules on liquidity
should have been approved by the bank’s governing body.

(b) Sound liquidity risk management practice

Internal manuals again direct the supervisors and inspectors to check on the quality of risk
management practices. For example cash flows — incoming and outgoing - should be monitored on
a daily basis. The internal limit structures — and whether appropriate to the business lines — the
quality of internal control mechanisms, such as dual controls, adequacy of the liquidity management
unit (eg ALCO); quality of work performed by internal audit functions.

(c) Sound information systems

The internal Risk Assessment System Manual and the SREP manual reiterate the need for the
supervisors to check the adequacy of information systems for measuring, monitoring, control and
reporting of liquidity risk to senior management (MIS)” and ensuring that a bank bank-wide
identification, monitoring and control of risks is taking place.

Further, the supervisors are expected to review the risk strategy, risk appetite and responsibilities are
communicated within the organization and in what form (rules and process of communication) and
whether everyone is aware of his/her responsibilities regarding the identification and reporting of
risks.
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(d) and (e) Adequate Board oversight and review

The internal Risk Assessment System Manual reminds supervisors that the Bank's management is
responsible and should ensure the effective management of assets and liabilities through the
creation of a strategy and comprehensive framework for liquidity management. Supervisors are
expected to test that the liquidity risk policy is subject to — at least — an annual review and is updated
as necessary.

EC5 . . . . . . -
The supervisor requires banks to establish, and regularly review, funding strategies and policies and
processes for the ongoing measurement and monitoring of funding requirements and the effective
management of funding risk. The policies and processes include consideration of how other risks
(e.g., credit, market, operational and reputation risk) may impact the bank’s overall liquidity strategy,
and include:
(@) an analysis of funding requirements under alternative scenarios;
(b) the maintenance of a cushion of high quality, unencumbered, liquid assets that can be used,
without impediment, to obtain funding in times of stress;
(c) diversification in the sources (including counterparties, instruments, currencies and markets)
and tenor of funding, and regular review of concentration limits;
(d) regular efforts to establish and maintain relationships with liability holders; and
(e) regular assessment of the capacity to sell assets.

Description (@) Scenario analysis of funding requirements:

and findings y greq '

re EC5 Ordinance 11 requires banks to establish”...the methodology for identification, measurement,

management and monitoring of funding positions, which shall include the current and projected
material cash flows in and arising from assets, liabilities, off-balance-sheet items, including
contingent liabilities and the possible impact of reputational risk” (Art 3(1)(5) Ord 11) This article also
requires banks to have liquidity management systems for normal operations under a ‘going concern’
scenario as well as contingency plans and a ‘liquidity crisis’ scenario outlining the measures, actions
and relevant responsibilities to be activated in the event of the bank experiencing a liquidity crisis;

The Ordinance also requires banks to conduct periodic stress tests, scenario analyses and liquidity
assessment under adverse circumstances by using alternative scenarios on liquidity positions and on
risk mitigants; the alternative scenarios shall address, in particular, off-balance sheet items and other
contingent liabilities, including those of Securitisation Special Purpose Entities (SSPE) or other special
purpose entities, in relation to which the bank acts as a sponsor or provides material liquidity
support. The results of the stress tests are to be used in determining the level and composition of the
liquidity buffers under adverse environment as well as for updating contingency action plans

The supervisory assessment of liquidity is supported by mandatory monthly reporting form. The
scope and the design of the liquidity report form have been updated several times in recent years to
allow:

- better monitoring on micro level (each individual institution over time and comparing to
peers);

- observation on macro-level (banking sector) of patterns of funding and dynamics of liquid
assets by types of counterparty, (incl. resident structure).

Moreover, since November 2011 banks have had to report outflows by maturity using two
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approaches — Conservative approach as well as Behavioral approach (the estimation of outflows
based on statistic by type of funds).

The conservative scenario requires all borrowings without a fixed maturity to be reported in the
shortest maturity horizon — “On demand- up to 7 days..” Liabilities with a set agreed maturity are
allocated to the maturity brackets according to their residual maturity. A similar approach applies to
off-balance sheet items — the undrawn commitments such as overdrafts or credit cards are treated as
an immediate outflow (up to 7 days). Thus the Conservative approach approximates the 'liquidity
crisis' and brings additional view to the supervisory analysis allowing the calibration of
recommendations and measures addressed to credit institutions.

In evaluating the banks, the RAS Manual sets out the methods for offsite analysis and evaluation of
liquidity risk in terms of funding management and expects the supervisors to review the main
sources and structure of borrowed funds - financial, non-financial sector, bond issues, capital
support, financial results, availability of sufficient support from the parent institution (for banks that
are part of international financial groups). Analysis of the volume, structure and trends in the bank's
liabilities including retention of deposits is also required.

The RAS Manual also provides guidance on the evaluation of funding management for the onsite
inspections. It is stressed that the supervisors need access to sufficient information on the bank’s
sources of funds including those which are not reflected in its balance sheet such as agreed credit
lines, commitments from the parent company or wider group to provide sufficient liquidity in a
timely manner, planned bond or equity issuance, deposit products with attractive interest rate and
others.”

(b) Cushion of liquid assets: Ordinance 11 (Art 8 (1)) prescribes the assets which shall be considered
as Liquid, the calculation of the liquid asset ratio and liquidity ratios by maturity time bands. Article 8
(3) states that the liquidity of a bank shall be deemed acceptable if the liquidity ratios by maturity
time bands are not under 1 at least for the first two maturity time bands.

The sovereign crisis in Europe in 2011, caused the BNB to enhance and intensify its emphasis on the
need for banks to build and sustain liquidity buffers (along with the capital buffers) and be prepared
to weather hypothetical outflows. To this end, the BNB issued a sequence of letters between October
2011 and February 2014 making stipulations addressing maturity mismatches, ensuring the holding
of additional tradable assets (to complement the Liquid assets defined by BNB ) testing scenarios,
etc. The BNB attributes the recommendation from late 2011 in placing the banks well to ensure they
were able to report liquidity on a daily basis in 2014. Banks were able to identify and mobilize liquid
assets and inflows from supplementary sources as well as having the systems to provide timely data.

The BNB noted that it regularly reviews the banks’ asset structure through offsite supervision and in
particular ratio of liquid assets to total assets and growth rate compared to borrowings. However it
was also noted that in some cases in the current climate “maintaining high liquidity could be a
consequence of the inability of the bank to ensure timely funding from external sources.”

(c) Diversification of funding: Ordinance 11 outlines that “each bank shall maintain the required
degree of diversification of liabilities ensuring liquid funds for their repayment in conformity with
their maturity structure and market conditions” (Art3(1)(6)). The supervisor may not, under the terms
of the RAS Manual consider a bank’s liquidity position as adequate unless the liabilities structure is
well diversified and the tenor of the assets ensure an adequate flow of funds.

In terms of inspection, the on-site team expect to receive comprehensive information on the
existence of deposit concentrations (by counterparties, term, maturity, interest rate, etc.).
Furthermore Ordinance 11 confirms that BNB shall take remedial action if it considers concentration
of funding may lead to instability of an individual bank or of the system as a whole.

(d) Relationships with liability holders. At present there is no requirement for banks to test and
maintain their relationship with their liability holders.
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(e) Testing capacity to sell assets to raise funding. Again there is no specific requirement imposed
on banks in this regard but the issue is addressed, however, as part of the supervisory questionnaire
for onsite inspections.

When inspecting the liquidity risk banking supervision inspectors review internal documentation
(policies, strategies, rules and procedures) and assess their quality. This rule applies not only for the
evaluation of liquidity risk but for all risks inherent to the banks’ activities.

EC6

The supervisor determines that banks have robust liquidity contingency funding plans to handle
liquidity problems. The supervisor determines that the bank’s contingency funding plan is formally
articulated, adequately documented and sets out the bank’s strategy for addressing liquidity
shortfalls in a range of stress environments without placing reliance on lender of last resort support.
The supervisor also determines that the bank’s contingency funding plan establishes clear lines of
responsibility, includes clear communication plans (including communication with the supervisor)
and is regularly tested and updated to ensure it is operationally robust. The supervisor assesses
whether, in the light of the bank's risk profile and systemic importance, the bank’s contingency
funding plan is feasible and requires the bank to address any deficiencies.

Description
and findings
re EC6

Contingency funding planning forms an important component in Ordinance 11. Article 3 establishes
that: “The internal liquidity management rules shall specify contingency plans and a ‘liquidity crisis’
scenario outlining the measures, actions and relevant responsibilities to be activated in the event of
the bank experiencing a liquidity crisis; these plans shall be subject to a periodic review, updating
based on the results of applying alternative scenarios, reporting and approval by the competent
managing body and shall lead to appropriate changes in internal policies and processes”

The sovereign crisis in Europe in 2011, caused the BNB to enhance and intensify its emphasis on the
need for banks to build and sustain liquidity buffers (along with the capital buffers) and be prepared
to weather hypothetical outflows. To this end, the BNB issued a sequence of letters between October
2011 and February 2014 making stipulations addressing maturity mismatches, ensuring the holding
of additional tradable assets (to complement the Liquid assets defined by BNB ) testing scenarios,
etc. As noted under EC5, the BNB considered that the experience of 2011 stood the banking system
in good stead for 2014.

In addition there are articles setting requirements for Liquidity management system (Article 2),
Liquidity management by the firm (governance) (Article 4), and banks have clarity on the
expectations from On-site inspections (Article 10) and the Supervisory Review Process and Evaluation
of the Liquidity Management System (Article 11) which confirm that the BNB will assess the adequacy
of the bank’s survival strategy in addition to a range of aspects of liquidity which also includes the
level, quality and composition of liquidity buffers and effectiveness of contingency plans.

The BNB assesses contingency funding plans both offsite and at the onsite inspections as a part of
the liquidity risk assessment in particular reviewing the assumptions developed by the bank stress
tests and plans for action in a "liquidity crisis” scenario. The assessors saw some evidence of this in
BNB records.

In terms of inspection arrangements, inspectors are expected to form a reasonable supervisory
assessment of the adequacy of internal rules and procedures, MIS. They also perform analysis of the
methods for assets and liabilities management, of the liquidity and interest rate risk in the bank and
of the need for additional capital for liquidity risk under Pillar 2. Again, the assessors were able to
view inspection reports.

The inspection of contingency arrangements is informed by the supervisory expectations set out in
the RAS Manual which follows the principles for sound liquidity management set out by the Basel
Committee. For example, “Banks should adopt a contingency plan with developed strategies for
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action in case of liquidity crisis, with the necessary measures, actions and responsibilities, and
procedures for dealing with cash shortages in terms of contingency. This plan should include detailed
information and define events, the occurrence of which would lead to its implementation; description
of potential sources of funding; operating procedures (incl. to attract the necessary funds - at the
right volume, maturity and currency); clear allocation of responsibilities and process for ensuring
timely exchange of information; procedure for maintaining relationships with external parties and
etc.”

Along with the mandatory requirements in Ordinance 11 for contingency funding plans of banks, the
BNB has issued recommendations in recent years to ensure sustainable liquidity levels despite
volatility. Among the Recommendations of the Deputy Governor responsible for Banking supervision
department addressed to all or to a peer group of banks included:

- LA/Core funding Ratio of 20 per cent (at times 25per cent);
- Readiness to supply more frequent, even daily, liquidity reporting;
- Updating of contingency plans to reflect latest developments;

In a few cases banks were prompted to reconsider their investments in certain financial instruments
having regard to the increased uncertainties and potential for volatility.

In terms of liquidity crisis management planning, the BNB indicated that there were three key
sources for banks to obtain liquidity under stress — parental funding/ shareholder support, sale of
liquid (or eligible) assets or sale of loan portfolios. In practice the holding of liquid securities in the
banking system is small as the market for securities is not yet well developed and Bulgaria is a
jurisdiction with a scarcity of Government debt (and will therefore have insufficient Level 1 assets to
meet the LCR). Sale of loan book assets is also problematic in a crisis and with an undeveloped
market for loan sale or securitization. Hence, shareholder support through issuance or direct funding
is critical in the context of the Bulgarian market. Lender of Last Resort — which banks are not
permitted to include in liquidity contingency plans in any case — is in fact circumscribed in Bulgaria
due to the Currency Board.

EC7 The supervisor requires banks to include a variety of short-term and protracted bank-specific and
market-wide liquidity stress scenarios (individually and in combination), using conservative and
regularly reviewed assumptions, into their stress testing programs for risk management purposes.
The supervisor determines that the results of the stress tests are used by the bank to adjust its
liquidity risk management strategies, policies and positions and to develop effective contingency
funding plans.

Description . . L

- As noted above (EC 5), Ordinance 11 requires banks to conduct periodic stress tests (eg Art 2(3)(6)).

and findings . . o . .

re ECT While the Ordinance at several places indicates the need for a range of scenarios to be taken into

consideration, including stressed scenarios, there is no specific reference to a variety of short term
and protracted idiosyncratic and market wide scenarios.

When onsite banking supervision inspectors assess stress tests conducted by the banks. The RAS
Manual sets the supervisory expectations:

“Banks periodically plan their cash flows assuming different scenarios, which take into account
varying degrees of liquidity need (based on external and internal factors). In assessing the impact of
these scenarios on cash flows, banks should make reasonable assumptions and to review them
periodically. These assumptions can be developed by taking into account the historical experience of
the Bank or the experience of other institutions (e.g., in the presence of established common
database). Banks should have appropriate action plans for exceptional circumstances, which should
be implemented in the event of a liquidity crisis (local or global). Through onsite inspections
inspectors should make an analysis and evaluation of the quality of the Bank's stress tests, including
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frequency, completeness of the assumptions and realistic scenarios, predictive reliability, results of
back-testing and more.”

The liquidity stress tests are reviewed during the on-site inspections as part of the overall assessment
of liquidity systems and controls and recommendations made when deemed necessary. The
assessors noted that the inspectors commented consistently on quality and the use of stress tests in
their inspection reports.

In addition, and in parallel to the requirements imposed on banks and assessed by the inspectors,
the Macro-prudential supervision department of the BNB uses quarterly reports to perform an in-
house stress test of liquidity of all banks. There are two forms of the test - as a 5-day shock, and as a
measurement of a sufficiency of liquid assets of the bank to cover a substantial outflow of funds.

The aggregated result support the quarterly analyses of the risks and vulnerabilities of the banking
sector presented to BNB Governing Council. The individual credit institutions’ results associated with
the uniform in-house liquidity stress test are shared with the relevant supervisory teams to assist in
their program of work.

EC8

The supervisor identifies those banks carrying out significant foreign currency liquidity
transformation. Where a bank’s foreign currency business is significant, or-the bank has significant
exposure in a given currency, the supervisor requires the bank to undertake separate analysis of its
strategy and monitor its liquidity needs separately for each such significant currency. This includes
the use of stress testing to determine the appropriateness of mismatches in that currency and, where
appropriate, the setting and regular review of limits on the size of its cash flow mismatches for
foreign currencies in aggregate and for each significant currency individually. In such cases, the
supervisor also monitors the bank’s liquidity needs in each significant currency, and evaluates the
bank's ability to transfer liquidity from one currency to another across jurisdictions and legal entities.

Description
and findings
re EC8

There is limited reference to foreign currency issues in Ordinance 11, but Art 3 (5) and (6) require
banks to take operational measures to ensure liquidity recovery plans can be implemented
immediately, including holding foreign currency assets corresponding to the currency and maturity
structure of the bank’s funding. Monthly reporting to the BNB (mandated by Art 9(1) Ord 11) ensures
that the BNB receives information on the position of foreign currency assets and liabilities. The BNB
noted that the future requirement to report the LCR and NSFR on a currency basis will be difficult for
banks to meet. Overall fx exposure is low, because most non-domestic currency is in Euro, to which
the Leva is pegged. Outside the Euro, the most significant currency is the dollar, and as noted
elsewhere, banks hold capital as a risk weighted amount of their net open position. The assessors
noted that the BNB inspectors paid close attention to FX limits and risks in their reports.

Additional
criteria

ACl1

The supervisor determines that banks' levels of encumbered balance-sheet assets are managed
within acceptable limits to mitigate the risks posed by excessive levels of encumbrance in terms of
the impact on the banks’ cost of funding and the implications for the sustainability of their long-term
liquidity position. The supervisor requires banks to commit to adequate disclosure and to set
appropriate limits to mitigate identified risks.

Description
and findings
re AC1

Under Ordinance 11 (Art 3(3)) banks are required to distinguish between pledged and
unencumbered assets that are available at all times, in particular during emergency situations. Banks
must also take into account the legal entity in which assets reside, the country where assets are
legally recorded an account, as well as their eligibility. Banks must also monitor how assets can be
mobilised in a timely manner. EBA reporting on encumbered assets entered into force in January
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2015. Broadly it is the smaller local banks with encumbrance. The BNB was able to confirm to the
ESRB work on the risks of encumbered assets that this is not a systemic issue but could affect
individual institutions.

Assessment
of Principle
24

Compliant

Comments

The BNB's understanding and oversight of liquidity risk was tested in 2014 when deposit runs on a
number of banks took place. Based on the frequency and quality of prudential data, the BNB was
well placed to identify systemic linkages and this information was important in the context of
negotiating state aid for the liquidity support of one domestic bank.

The BNB has a good understanding of liquidity risk — the assessors noted careful consideration and
identification of a range of liquidity risk elements in the inspection reports — and was an early
adopter of the Basel 2008 standards on liquidity risk management. Banks have been subject to
enhanced liquidity reporting since the EU sovereign crisis of 2011 and have been subject to daily
reporting since the liquidity stress of 2014.

Banks in Bulgaria are required to report data based on EBA templates for the LCR, but the final
templates are not yet available and the LCR will not be in place in the EU until October 2015, starting
at a 60 percent level of required compliance. However, the EU framework permits the Member States
to maintain their existing reporting and liquidity requirement metrics until the LCR is fully in place
(Art 412(5) CRR). Data on the NSFR is also being reported, using EBA reporting templates. The BNB is
maintaining the liquidity requirements and reporting under Ordinance 11 until the LCR is fully in
force. The BNB has carried out periodic simulations to assess the LCR and NSFR for individual banks
and the system.

Principle 25

Operational risk. The supervisor determines that banks have an adequate operational risk
management framework that takes into account their risk appetite, risk profile and market and
macroeconomic conditions. This includes prudent policies and processes to identify, assess, evaluate,
monitor, report and control or mitigate operational risk?* on a timely basis.

Essential
criteria

EC1

Law, regulations or the supervisor require banks to have appropriate operational risk management
strategies, policies and processes to identify, assess, evaluate, monitor, report and control or mitigate
operational risk. The supervisor determines that the bank’s strategy, policies and processes are
consistent with the bank’s risk profile, systemic importance, risk appetite and capital strength, take
into account market and macroeconomic conditions, and address all major aspects of operational
risk prevalent in the businesses of the bank on a bank-wide basis (including periods when
operational risk could increase).

Description
and findings
re EC1

The regulatory regime governing Operational Risk (OR) management can be found in the BNB

Ordinance #7 on Organisation and Risk Management of Banks. Pursuant to Art 15 (1), banks are
required to implement policies and processes in order to evaluate and manage the exposure to
operational risk, including model risk, and to cover low-frequency high-severity events. For that

%2 The Committee has defined operational risk as the risk of loss resulting from inadequate or failed internal
processes, people and systems or from external events. The definition includes legal risk but excludes strategic and

reputational risk.
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purpose, banks shall determine risk factors and events related to operational risk. In addition, art. 16
stipulates the need for banks to have in place contingency and business continuity plans in order to
ensure their ability to operate on an ongoing basis and limit losses in the event of severe business
disruption. Moreover, BNB Ordinance No 10 on internal control in banks requires the specialised
internal control unit to review RM systems and establish whether banks have adequate staffing in
specialized areas including one IT and OR expert.

In order to determines that the bank’s strategy, policies and processes are consistent with the bank’s
risk profile, systemic importance and other requirements, the BNB has established processes at both
the off-site and on-site levels. At the off-site level, OR is captured through the CAMELOS / CAEL Risk
Assessment System. The full-scope CAMELOS rating is annual, and is based on qualitative analysis of
banks' activities and risk profile. The rating is also based on the conclusions from the on-going
quantitative financial analysis of credit institutions made using the off-site supervision tools. The
CAMELQS rating covers several key components — including operational risk. Reporting obligations
on OR also exist; the BNB told the mission that these reporting are reviewed quarterly and help
complement the analysis of CAMELOS.

Further, the Supervisory Macro Analyses and Strategies Directorate of the BNB shall draw up a
number of analytical products on a quarterly basis and submit them to the Governing Council of the
BNB, upon consultations with the management of the Banking Supervision Department, including
results from ongoing stress tests measuring the sensitivity of banks and the banking system to
changes in their operational risks.

For assessing OR in the fields, the BNB has designed a methodology (the Risk Assessment System
Manual- RASM dated August 2014) that provides practical guidance for measuring and assessing OR
during on-site visits. As indicated in this manual, major instruments for assessing OR risk include the
statements and internal documentation presented by the bank, as well as regular meetings with the
management and the persons responsible for operational risk management.

The OR analysis involves evaluating bank's sensitivity to external and internal events and
management quality, including internal control mechanisms for guaranteeing safety of bank internal
processes, transactions and data transfers. For assessing bank sensitivity to operational risk, the
examiners should take into consideration several criteria including, (i) the size and complexity of the
organizational structure, (ii) the number and complexity of products and services offered by the
bank, as well as transactions it performs, (iii) the scale and frequency of changes in the bank,
including organizational changes, and (iv) the number, quality, security, efficiency of IT systems and
their capacity to recover in critical situations.

For evaluating bank operational risk management, BNB examiners must look at the (i) adequacy of
policies and internal regulations and procedures, together with quality of bank security policy and (i)
quality of internal processes and systems, including, inter alia, process of planning organizational
changes and modifying IT systems, IT security management system and authorization and the
strategic business plan as well as contingency plan. The outcomes of the analysis of both Risk
Sensitivity and OR management quality are reflected into a specific OR rating as shown in the matrix
below:
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SENSITIVITY
TO OR
low, medium high
——— 1 m 2
Very good —»
1/2 2 2/3
Adequate —»
) 3 ¥ 4
Causing copcern | 4

4
Inadequate —»

OR MANAGEMENT
QUALITY

Lastly, it is noteworthy that the methodology mentioned above contains a series of detailed
questionnaires to be used during on-site visits that help BNB examiners apprehend all relevant
aspects of OR such as sensitivity, OR management, internal control, security policies, IT infrastructure,
IT management, electronic banking, outsourcing, business continuity and emergency plans.

LCI supervisory sanctions and measures taken by the BNB in accordance with this Law, including the
imposition of additional capital requirements or restrictions on the use of operational risk internal
models for the calculation of the own funds requirements for supervisory purposes.

EC2

The supervisor requires banks’ strategies, policies and processes for the management of operational
risk (including the banks’ risk appetite for operational risk) to be approved and regularly reviewed by
the banks’ Board. The supervisor also requires that the Board oversees management in ensuring that
these policies and processes are implemented effectively.

Description
and findings
re EC2

As stipulated in the LCI art. 73, the competent management body of each bank should adopt and
periodically review bank’s business and risk management strategies and policies, part of which is the
operational risk policy. In the same vein, BNB ordinance #7 on RM in banks require (art.2), the board
of directors to approve and periodically review the strategies and policies, adopted under Article 73
abovementioned for taking up, managing, monitoring and mitigating the risks to which the bank is
or might be exposed. The same ordinance (art.3) stipulates that the board of directors shall devote
sufficient time to consider risk-related issues (including OR). Members of the board are also required
to be actively involved in and ensure that adequate resources are allocated to the management of all
material risks addressed in Ordinance #7 and in Regulation (EU) No 575/2013. Lastly, there is an
obligation for banks to adopt and maintain rules and procedures for reporting to the Board that
cover all material risks and risk management policies and changes thereof.
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EC3

The supervisor determines that the approved strategy and significant policies and processes for the
management of operational risk are implemented effectively by management and fully integrated
into the bank’s overall risk management process.

Description
and findings
re EC3

The assessment of compliance with these requirements is mostly done during on-site inspections.
The RASM contains questionnaires to be used by examiners to ascertain that the bank’s board is
responsible for setting bank’s strategies policies and processes for OR purposes. Several questions
have to be addressed as follows: Is there a member of the Management Board / Board of Directors
who is in charge of OR management? Does the internal control unit regularly review the ORM
system? Does the management information system provide information about OR, and what is its
input to the bank’s decision-making process? Does the Board regularly receive information about the
issues with OR and its management? Has the Board approved the ORM principles set out in the
written policy? Is the Supervisory Board regularly informed about ORM issues? For the purpose of
determining the implementation of approved strategy by management, the following documents are
captured and analysed by on-site inspectors

Copies of the operational risk management policy and strategy, including operational risk
management rules and instructions per structural units. Copies of the Internal Operational Risk Level
Self-Assessment Rules of individual units in the bank, analyses of self-assessment results and actions
taken.

Copies of rules or instructions attached to them on setting up and maintaining a database of
operational events.

Copy of the register of operational events containing data as at [date].
Copy of the Rules of Distribution of Operational Events by business lines.

Copies of reports, analyses and stress tests specifying the assumptions related to the identification,
measurement and control of operational risk in [date] both for the needs of the unit engaged in
managing, assessing and controlling this risk and for the bank’s management.

Report on the bank’s defined Key Risk Indicators and their limit values.

Copies of minutes of meetings of the competent bodies engaged in managing operational risk in
[date].

Copy of the complaints register as at [date] (electronically), and copies of reports or analyses
prepared in this context containing information on the recurrence of causes for complaints, the ratio
of justified/unjustified complaints and actions taken by the bank to reduce the number of
complaints.

Copy of the bank’s operational uninterruptibility plan; protocols/reports from tests of the plan, test
results and follow-up actions; copy of the emergency plan

EC4

The supervisor reviews the quality and comprehensiveness of the bank’s disaster recovery and
business continuity plans to assess their feasibility in scenarios of severe business disruption which
might plausibly affect the bank. In so doing, the supervisor determines that the bank is able to
operate as a going concern and minimize losses, including those that may arise from disturbances to
payment and settlement systems, in the event of severe business disruption.

Description
and findings

Art. 16 of the BNB Ordinance #7 stipulates the need for banks to have in place contingency and
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re EC4

business continuity plans (BCP) in order to ensure their ability to operate on an ongoing basis and
limit losses in the event of severe business disruption. For assessing conformity with this
requirement, BNB inspectors use a detailed questionnaire during on-site visits covering all aspect of
business continuity and emergency plans. Examiners check whether the bank has a documented BCP
and whether this document has been approved by the Board and examined by the internal control.
Similar diligence will be performed on the Emergency plans (EP). Examiners also ascertain whether
the EP includes actions in case of natural disaster, a power supply failure, a main server problem or a
telecommunication problem. Further, questions are asked during the on-site visits about staff
training on BCP and annual testing of the plans. With regard the later, the mission was told that BNB
staff inquires about the outcomes of stress tests and whether any problem has been addressed.

Other investigations will be done in the course of the on-site visit to verify the content of the EP for
IT systems and the existence of back-up warehouse. In that respect, the BNB made recently a
recommendation to banks about the need to have premises for housing contingency and backup
systems outside Sofia.

EC5

The supervisor determines that banks have established appropriate information technology policies
and processes to identify, assess, monitor and manage technology risks. The supervisor also
determines that banks have appropriate and sound information technology infrastructure to meet
their current and projected business requirements (under normal circumstances and in periods of
stress), which ensures data and system integrity, security and availability and supports integrated and
comprehensive risk management.

Description
and findings
re EC5

The BNB RASM contains several references in relation to IT policies and Information Security
Management System. These aspects are captured during on-site visits through a detailed
questionnaires covering IT infrastructure and IT management. On the first aspect, issues to be
examined by BNB inspectors are as follows: (i) Physical security of the main resource, (ii) logical
security, (iii) logical security-end users, (iv) antivirus protection, (v) banking applications, (vi) backup
procedures and human factors including appropriate qualifications of the personal supporting and
operating the systems, appropriate staffing for IT activities. In relation to IT management, BNB
inspectors focus on the following areas. In the area of organization, consideration will be given as to
whether the IT unit is independent, the segregation of responsibilities is clearly defined in the
organizational structure and proper training programs are in place. BNB will also cover planning
issues such as business plans for IT systems and emergency action plans. Attention has also to be
paid to internal control mechanisms to ensure for example that the bank has internal control
regulations regarding IT systems and that audit recommendations are implemented.

Specific requests are also made at the on-set of each on-site inspection by BNB for collecting
information on IT systems: they include, inter alia, report on IT-related units and committees
reporting directly to the management, copy of the bank's IT development strategy (if any), copy of
the security policy, mechanisms for (physical and logical) protection of IT resources from
unauthorised access, etc.

EC6

The supervisor determines that banks have appropriate and effective information systems to:

(a) monitor operational risk;

(b)  compile and analyze operational risk data; and

190 INTERNATIONAL MONETARY FUND




BULGARIA

(c) facilitate appropriate reporting mechanisms at the banks’ Board, senior management and
business line levels that support proactive management of operational risk.

Description
and findings
re EC6

As indicated to the mission, the BNB has not set an explicit requirement for gathering information
about occurred incidents. However for complex banks that are using the AMA for computing capital
requirements for OR, there is an explicit requirement to maintain an appropriate system for incidents
information gathering. Besides, the BNB will perform a series of due diligence and will analyze and
assess, as part of the supervisory assessment process, several key parameters including data base of
incurred losses from operational events and data of the measures pursued by the bank to prevent
such events in the future. The Management Information System (MIS) is also assessed by the
inspectors mainly during onsite visits through the analysis of reports, minutes from management
board meetings, minutes from relevant committee meetings etc.

The RASM also contains several check point in relation to the MIS, particularly for ensuring a regular
flow of timely and necessary information to management. The minimum necessary information (of
different reporting frequency), which the management information system deliver, should cover, inter
alia, reports on bank’s operational risk.

EC7

The supervisor requires that banks have appropriate reporting mechanisms to keep the supervisor
apprised of developments affecting operational risk at banks in their jurisdictions.

Description
and findings
re EC7

Credit institutions are obliged to report quarterly on operational risk for Pillar I purposes (through
the COREP templates) and annually for Pillar II (in their ICAAP report). Banks using AMA for
computing capital charges for OR are also required to inform/ask for permission from the supervisor
in case of major/significant changes in their AMA framework.

There is no explicit requirement for notification of the supervisory authority in case of major
operational risk event. However the BNB expects from banks to inform the responsible inspectors in
case of significant failure in operations, long-term power outages, significant IT disruptions or
external attacks, new major fraud schemes, considerable damage from severe weather, robberies
resulting in significant losses etc.

EC8

The supervisor determines that banks have established appropriate policies and processes to assess,
manage and monitor outsourced activities. The outsourcing risk management programme covers:
(@) conducting appropriate due diligence for selecting potential service providers;

(b)  structuring the outsourcing arrangement;

() managing and monitoring the risks associated with the outsourcing arrangement;

(d) ensuring an effective control environment; and

(e) establishing viable contingency planning.

Outsourcing policies and processes require the bank to have comprehensive contracts and/or service
level agreements with a clear allocation of responsibilities between the outsourcing provider and the
bank.

Description
and findings
re EC8

There is no specific provision in the Bulgarian legislation in relation to outsourced activities. The BNB
has published on its website guidelines on outsourcing that derive from the CEBS's (current EBA)

guidelines. Guideline 6.1 for example stipulates that “the outsourcing institution should have a policy
on its approach to outsourcing, including contingency plans and exit strategies.” Further, guideline 6.2
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point 6 stipulates that “the policy should consider the main phases that make up the life cycle of an
institution’s outsourcing arrangements” including “due diligence checks on the outsourcing service
provider," and recommends the drafting of a written outsourcing contract and service level
agreement.

The bank’s management should also exercise vigilance through the monitoring of risks associated
with the outsourcing arrangement, in particular to take corrective measures in case of changes in the
service provider's organization structure and ownership structure. The same guideline states that
outsourcing institutions should plan and implement arrangements to maintain the continuity of their
business in the event that the provision of services by an outsourcing service provider fails or
deteriorates to an unacceptable degree, or the firm experiences other changes. This policy should
include contingency planning and a clearly defined exit strategy.

To ensure that a bank conforms to these guidelines, the RASM contains a questionnaire to be used
by examiners for assessing outsourcing activities. In particular, the examiner will focus on the
management decisions on outsourcing including whether the Board has approved rules of
outsourcing and whether the bank has analyzed supplier’s financial position, competency and
professionalism before signing an outsourcing contract. Attention of the BNB inspector will also be
given to the outsourcing contract itself (scope, terms and conditions, costs, confidentiality
requirements, oversight of the outsourcing institution, etc.).

Additional

criteria

AC1 . . e . . . .
The supervisor regularly identifies any common points of exposure to operational risk or potential
vulnerability (e.g., outsourcing of key operations by many banks to a common service provider or
disruption to outsourcing providers of payment and settlement activities).

Description

and findings Based on the information collected from the sector, the BNB regularly reviews the vulnerability of

re AC1 credit institutions to common operational risks in order to prevent occurrence of systemic risk. The
BNB analyzes information on outsourced IT services to common providers, sensitivity towards failure
of settlement services provided by common firms and other operational risks, which may have
impact on more than a single credit institution.

Assessment Largely compliant

of Principle

25

Comments

The BNB's operational risk requirements are based on EU rules and regulations. Compliance with
these rules and regulations is achieved mainly through the ICAAP regime and on-site examination.
There are a couple of recommendations that could be considered:

BNB told the mission that OR has always been under scrutiny. Most of the banks have been assessed
on-site for OR purposes over the past years. However, the inclusion of OR is not systematic in routine
on-site visits unlike other risks; the criteria for inclusion depends very much on the scope of the
inspection. BNB's attention is rising but it would be advisable to increase the frequency at which OR
is monitored since it is the second major risk calculated by pillar 1 as pointed out by the BSD
directorate. This would also permit BNB staff to get more exposure to OR management in banks and
build more expertise overtime; currently, there is no staff specialized in this field, especially with IT
skills; some inspectors are more often assigned to this area than others. Establishing a stand-alone
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onsite examination program for operational risk to achieve a comprehensive view of risk bank-wide
would also be useful.

While BNB expects banks to notify significant events to the Central bank, there is no legal or
regulatory obligation subjecting banks to have appropriate reporting mechanisms to keep the
supervisor apprised of developments affecting operational risk. The BNB requires banks —but only
AMA banks- to have enough data and statistics allowing them to understand and gauge their degree
of exposures to OR. In addition, during on-site visits (as described above), the inspection team
requires banks to submit a detailed list of information about OR related events, broken down by type
of events (e.g., IT disruption, fraud, external factors causing losses, legal risks, etc). The authorities
may wish to consider establishing formal and mandatory mechanisms to allow the BNB to remain
apprised of developments at a bank.

It is recommended to:

-Make Operational Risk on-site surveillance more systematic and issue a regulation subjecting banks
to have appropriate reporting mechanisms to keep the supervisor apprised of developments
affecting operational risk

-Increase the level of expertise of BSD staff, especially in the area of IT

-Require banks to notify the supervisor in case of major operational risk event

Principle 26 Internal control and audit. The supervisor determines that banks have adequate internal control
frameworks to establish and maintain a properly controlled operating environment for the conduct
of their business taking into account their risk profile. These include clear arrangements for
delegating authority and responsibility; separation of the functions that involve committing the bank,
paying away its funds, and accounting for its assets and liabilities; reconciliation of these processes;
safeguarding the bank's assets; and appropriate independent® internal audit and compliance
functions to test adherence to these controls as well as applicable laws and regulations.

Essential

criteria

EC1

Laws, regulations or the supervisor require banks to have internal control frameworks that are
adequate to establish a properly controlled operating environment for the conduct of their business,
taking into account their risk profile. These controls are the responsibility of the bank’s Board and/or
senior management and deal with organizational structure, accounting policies and processes,
checks and balances, and the safeguarding of assets and investments (including measures for the
prevention and early detection and reporting of misuse such as fraud, embezzlement, unauthorized
trading and computer intrusion). More specifically, these controls address:

(a) organizational structure: definitions of duties and responsibilities, including clear delegation
of authority (e.g., clear loan approval limits), decision-making policies and processes, separation of
critical functions (e.g., business origination, payments, reconciliation, risk management, accounting,
audit and compliance);

(b) accounting policies and processes: reconciliation of accounts, control lists, information for

In assessing independence, supervisors give due regard to the control systems designed to avoid conflicts of
interest in the performance measurement of staff in the compliance, control and internal audit functions. For
example, the remuneration of such staff should be determined independently of the business lines that they oversee.
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management;

(c) checks and balances (or “four eyes principle”): segregation of duties, cross-checking, dual
control of assets, double signatures; and

(d) safeguarding assets and investments: including physical control and computer access.

Description
and findings
re EC1

The framework for internal controls within banks is established and articulated through the LCI,
Ordinance 10 and Guidelines for internal controls in banks. The key provisions of the LCI are Articles
74(3) which envisages that banks shall adopt rules for the organization and activities of the internal
control and shall set up control systems covering the volume of operations, the variety of
transactions and the types of risk arising from them, in compliance with an ordinance of the BNB (ie
Ordinance 10).

The LCI, Article 73(1) establishes that banks shall establish internal controls and that the Board has
clear responsibility for certain aspects, such as the organization of the bank and the delegation of
authority and powers. The Board shall adopt and regularly review, inter alia (items 6 and 7), the
operational control organization, including rules and procedures for approving, carrying out and
reporting transactions; the internal rules and procedures for risk management and control systems
efficiency and for reporting the established weaknesses in the organization and work of structural
units.

The definition of internal control is provided in Ordinance 10 on the Internal Control in Banks, (issued
originally in 2003 but subsequently updated in 2006). Internal controls are defined under Article 2(1)
which states that “"Internal control is a permanent process implemented by management bodies and
by the persons performing internal control functions.” As clarified in the second paragraph of the
article the internal control shall be considered as a combination of control systems which seek to
ensure: achievement of the aims and purposes; efficient and effective use of the funds; an adequate
control over various risks; safeguarding the assets; reliable and sufficient financial and management
information; and compliance of the operations with applicable law and ordinances, observance of
policy, plans, internal rules and procedures.

The LCI and Ordinance are further supplemented by the Guidelines on Internal Control.

In respect of EC1, the obligations placed on banks and their Boards are at a relatively high level and
the elements specified in this criterion is not always found explicitly.

(@) organizational structure:

The scope of Internal control is set by Article 4 of the Ordinance and shall consist of management
oversight, risk control, reporting and information and internal audit. Review and oversight by the
(“management body") is established under Article 5 which requires the Board to approve and review
organizational structure and the procedure for determining and delegating powers and
responsibilities. Segregation of critical functions is mandated by Article 6 which requires that the
management body shall segregate duties where a conflict of interest may occur and ensure that no
individual hold more than one functions in relation to authorization, performance and reporting the
operations.

Missing elements, with respect to this criterion relate to the clarity of delegation and the requirement
to establish decision-making policies and processes.

(b) accounting policies and processes:

Reporting and information requirements are covered under Article 8 of the Ordinance. The
obligation is directed at the bank as opposed to the management body but includes the requirement
that the management should have full relevant information. Accounting policies and reconciliation of

194 INTERNATIONAL MONETARY FUND




BULGARIA

accounts or control lists are not mentioned.
(c) checks and balances (or “four eyes principle”):

Segregation of duties is addressed under Article 6 as noted above but dual controls or cross
checking is not covered specifically in the laws and regulations. Nevertheless, the internal RAS
Manual which sets the requirements for assessment by the supervisory teams, cites the need for
segregation and dual controls to be assessed in particular with respect to credit and market risk
operations.

(d) safeguarding assets and investments

Safeguarding assets is addressed at a high level in Article 2(1)(5) of the Ordinance and there is some
reference to IT controls in Article 12(1)(3) of the Ordinance whereby the management body must
adopt internal policies that limit fraud and irregular access to information. This is also reflected in the
obligations of the Internal Audit function set out in Article 14.

EC2 The supervisor determines that there is an appropriate balance in the skills and resources of the back
office, control functions and operational management relative to the business origination units. The
supervisor also determines that the staff of the back office and control functions have sufficient
expertise and authority within the organization (and, where appropriate, in the case of control
functions, sufficient access to the bank’s Board) to be an effective check and balance to the business
origination units.

aD:;cfrilnp;:?;S Whille there. are no speFific legal reql.Jirements for. back office and control fgnctions relat.ive to

re EC2 business origination, high level requirements are in place. For example, Article 3(2) requires that the

effectiveness of internal control must be “assured by organizing it in a prudent and sufficient
manner."Articles 5 and 6 place the responsibility of the Managing Board and senior management for
ensuring a strong control environment. Under Article 5(9) of Ordinance 10, the Board is required to
ensure appropriate training, appraisal and promotion for the staff in charge of control functions and
Article 6 creates the obligation to segregate duties as appropriate. Taken cumulatively the law and
Ordinance provide a framework to ensure the balance of skills as required by this criterion but the
expectation is not explicit.

In terms of a supervisory determination the supervisory teams have regard to Guidelines on the
Supervisory Review and Evaluation Process and Risk Assessment System (RAS) Manual through their
on-site inspection activities and interaction with the bank’s representatives.

The SREP requires the BNB to carry out detailed analysis of its activities on significant business units
or processes level, based on real and perceived risks and the adopted control mechanisms.

The RAS Manual segregates the assessment of internal controls by different risk types (eg credit,
market) and requires the supervisory teams to carry-out an assessment of the internal control
system, as set out in the section on: “Management and corporate governance. Internal control”
section. While there is no explicit reference to balancing the skills of personnel in the control
functions with those in the business origination units, the Management Board is expected to
stimulate “high ethical and professional standards and internal control culture, which would help
reduce risks.” Equally, in the context of assessing human resource management (section under
Internal Control) the RAS manual notes that “the employees’ professional level and the result-
oriented performance of their duties and of the bank’s goals are the first line of defence against
problems” which reflects an awareness of the significance of the balance of skills in the respective
departments of the bank. Furthermore, samples of questionnaires in the manual reinforce the
concept (with respect to informing supervisory judgment on whether the bank has ensured proper
selection, remuneration, training and professional development of staff).
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EC3

The supervisor determines that banks have an adequately staffed, permanent and independent
compliance function® that assists senior management in managing effectively the compliance risks
faced by the bank. The supervisor determines that staff within the compliance function is suitably
trained, have relevant experience and have sufficient authority within the bank to perform their role
effectively. The supervisor determines that the bank’s Board exercises oversight of the management
of the compliance function.

Description
and findings
re EC3

Banks' compliance with law and ordinances, observance of policy, plans, internal rules and
procedures is required to be part of the overall control framework in a bank, as set out in Ordinance
10 (Art 2(2)(6)).

The requirements that the compliance function should meet are set out in section 27 of the
Guidelines on Internal Management in Banks. As prescribed in the guidelines, and proportionate to
the size and complexity of the bank's activities, each bank is expected to create a compliance
function but this function can be combined with other departments such as the department for risk
control. Reporting is to be made to the Board, and as appropriate, the department responsible for
risk control.

Normally, the compliance function will be assessed by the supervisor as an integral part of the whole
risk management and organizational process in a bank via the SREP and the Guidelines on the
Supervisory Review Process, includes a clear definition of a compliance function and expresses the
expectation that the BNB supervisory team engagement with the compliance function will form a key
aspect of the supervisory review. This process covers all aspects of business risks and internal
governance (including risk control, compliance and internal control functions).

During on-site inspections a Summary Report of activities performed in previous years by the
Compliance function unit, as well as Action plan for the current year is required by the supervisors.

EC4

The supervisor determines that banks have an independent, permanent and effective internal audit
function® charged with:

(@) assessing whether existing policies, processes and internal controls (including risk
management, compliance and corporate governance processes) are effective, appropriate and
remain sufficient for the bank’s business; and

(b) ensuring that policies and processes are complied with.

Description
and findings
re EC4

Under the LCI, Article 74(1), banks are required to establish an internal audit function, and its
management shall be appointed and dismissed by the Shareholders’ General Meeting.

While high level requirements relating to reporting violations to the Board are contained in the LC],
the Guidelines on Internal Controls are more specific and confirm, in item 28, that the internal audit
shall evaluate the effectiveness and efficiency of the internal control framework. Employees
performing internal audit function, evaluate the adequacy of existing policies and procedures and

* The term “compliance function” does not necessarily denote an organizational unit. Compliance staff may reside in
operating business units or local subsidiaries and report up to operating business line management or local
management, provided such staff also have a reporting line through to the head of compliance who should be
independent from business lines.

% The term “internal audit function” does not necessarily denote an organizational unit. Some countries allow small
banks to implement a system of independent reviews, e.g., conducted by external experts, of key internal controls as

an alternative.
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whether they meet the legal and statutory requirements.

Also, chapter three of Ordinance 10 is dedicated to the Internal Audit function. Article 14 sets out the
functions of the Internal Audit Unit. This comprises the examination and evaluation of the reporting
and information system, usefulness of the analyses prepared, IT systems and data accuracy;
compliance of operations with law, observance of internal rules and procedures, and whether
objectives set by the management have been met; internal controls in conducting transactions;
efficiency and effectiveness of the overall activity; the risk management systems, risk and capital
adequacy assessment; reliability and timely submission of supervisory returns; whether the bank’s
assets are properly safeguarded from ownerless treatment and fraud; adherence to contracts and
commitments; and staff recruitment and training, as well as consistency of job descriptions with
duties.

The RAS Manual, part 6, “Management and corporate governance. Internal control” provides detailed
expectations for the supervisory process and the on-site inspections are required to look at
numerous elements in order to discern the effectiveness and efficiency of the internal audit function
and its adequacy in relation to the bank’s business. An over-arching requirement for the assessment
of the internal controls is that the inspection be forward looking in terms of how the bank might
develop and not merely a retrospective analysis.

ECS The supervisor determines that the internal audit function:
(@) has sufficient resources, and staff that are suitably trained and have relevant experience to
understand and evaluate the business they are auditing;
(b) has appropriate independence with reporting lines to the bank’s Board or to an audit
committee of the Board, and has status within the bank to ensure that senior management reacts to
and acts upon its recommendations;
(c) is kept informed in a timely manner of any material changes made to the bank’s risk
management strategy, policies or processes;
(d) has full access to and communication with any member of staff as well as full access to
records, files or data of the bank and its affiliates, whenever relevant to the performance of its duties;
(e) employs a methodology that identifies the material risks run by the bank;
) prepares an audit plan, which is reviewed regularly, based on its own risk assessment and
allocates its resources accordingly; and
(9) has the authority to assess any outsourced functions.

Descrlpt{on (@) Resources and expertise

and findings

re EC5 Under Article 15 (1) of Ordinance 10, the internal auditors shall have: professional skills in applying

the standards for the professional practice of internal auditing, procedures and techniques of
auditing; knowledge and experience in applying accounting standards; knowledge of management
principles and prudential banking. Furthermore, Article 16 establishes the requirements for the head
of the internal audit unit.

(b) Independence and status

As set out in Article 13(1) of Ordinance 10, internal auditing shall be an independent appraisal
function established within a bank to examine and evaluate its transactions, operations and control
systems which shall be carried out by the internal audit unit. Its role (Art 13(2)) is to assist the Board
and management in making decisions and conducting reviews. Article 14(3) explicitly confirms that
the internal audit function shall be independent from and may not involve in other duties
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(©) Kept informed

The internal rule making provisions for internal audit, set out in Article 18 of the Ordinance (and
stemming from the LCI, Article 74(3)) require that the internal auditors shall not only have
unimpeded access to the assets and information but also direct contact of the head of the internal
audit unit with management bodies. Article 14(2) requires that the internal audit function shall be
empowered with unimpeded access to the decisions of the bank’s management bodies and other
officials.

(d) Full access

As stipulated in Art 14 (2) of the Ordinance, and confirmed in the internal rule making requirements
of Article 18, internal auditors, in carrying out their activities shall be empowered: 1. with unimpeded
access to the bank’s premises and assets; the decisions of the bank’s management bodies and other
officials; accountancy and information systems; 2. to require and collect statements and other
documents, undertake inquiries in relation to the assigned tasks. Article 18 explicitly refers to right of
direct contact with the management bodies (Board and executive management). The BNB Guidelines
on Internal Controls, section 28(2) further reiterates that employees involved in internal audit shall
have unlimited access to relevant documents and information in all structural and control units.

(e) Appropriate methodology

Under Ordinance 10, Article 19 (2) All subjects to control shall be covered within a control period of
up to two years. The frequency of control actions concerning individual subjects and control systems
shall be determined according to their significance and potential risk for the bank.

0) Audit plan

Article 17 of Ordinance 10 requires the annual audit plan to be approved by the management body
and the head of the internal audit function, under Article 19(1), must estimate the resources and
approve detailed programs of execution with a view to implementing the audit plan. Article 24
provides that an annual report on the activities of the internal audit function and the execution of its
audit plan must be made to the management body (board and executive management) and also to
the shareholders’ general assembly.

(9) Outsourced functions

Under the Guidelines on Outsourcing issued by the BNB and based on the CEBS guidelines, all
outsourcing contracts must require the provider of the outsourced activities to allow the internal
audit and compliance units of the bank (as well as the external auditor of the credit institution) full
access to its database, complete and unrestricted rights to review and verify these data. Furthermore,
the contract must permit corresponding access to the outsource provider’s premises and database
by the supervisory authority (ie the BNB).

As noted above, the RAS Manual includes a specific chapter on Governance, corporate management
and internal control in banks and an assessment of a bank’s internal controls is one of the main
elements of the risk assessment — CAMELOS. Banks are required to provide extensive information to
the BNB ahead of an on-site inspection to facilitate the assessment. In turn the supervisory team
check on control mechanisms and audit. The information requirements and scope of the assessment
are noted below:

Information requirements the bank must supply to the BNB:

e Summary report on the activities of the Internal Audit;

e Annual work plan of the Internal Audit Unit for the previous couple of years and listing of the checks
carried out in those years. Rules and procedures for the operation of the unit. (During the inspection
some of these reports of checks carried out by the unit might be required).
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e A copy of the internal audit report of the last cash operations and cash balances check in the bank’s
headquarters, authenticated by the signatures of the representatives.

e Information on the number of employees with IT qualification in the specialized unit of Internal
Audit.

e Reports and findings of the operational risk and IT-risk internal audits. Ad-hoc inspections of the
Internal Audit Unit in the event of incurred damages and losses for the bank.

e Under SREP Guidelines on requirements for assessing the nature and scope of internal audit
activities, the assessment is expected to establish the following:

e Quality and comprehensiveness of the internal rules governing the activities of the Audit
Department;

e Degree of independence of the unit (incl. of individual employee);

e Sufficiency of staffing - such as number of employees and specialized expertise (incl. at least one IT
specialist, operational risk specialist, market risk, etc.).

e Quality of reports, the reporting hierarchy and order to address the identified violations;

e To what extent the checks of the unit are risk-oriented and/or focused on the daily activities of the
bank;

e The Audit Plan of the current reporting period and the level of performance/execution of this plan;

e Annual report - completed checks from the previous reporting period: key findings (review of cross-
checks in connection with the most important recommendations);

e Major violations — for a period at the discretion of the inspection;

e Whether the requirements on the frequency of audit checks, as stipulated in Ordinance 10, have
been met.

e Is the participation of the Head of Audit Unit allowed in the operational work of the bank, and how —
for example, in the preparation of internal legal framework, participation in some
committees/councils, etc.

Assessment
of Principle
26

Largely Compliant

Comments

The key regulatory framework for the internal control and audit function is contained in Ordinance
10, most of which dates from 2003. This framework is based on sound principles, though mostly at a
relatively high level. The supervisory practice of the BNB is supplemented by reference to CEBS/EBA
guidelines and is substantively articulated in the RAS Manual.

As with other risk and control areas, establishing whether banks have adequate and effective internal
controls is an important function of the on-site inspection process. The BNB has been able to track
the development of the state of internal controls across the banking system and has witnessed
improvements, as well as evidence that internal audit reports are increasingly being used to inform
decision making processes. There has been some growth in specialist resources also — including IT
specialists within banks.

However, the limitation on the frequency of inspections and the relatively light degree of
commentary and analysis reflected in reports the assessors reviewed, and the concern identified in
CP9 that the baning supervision and special supervision departments might not have a fully
integrated assessment of a firm, indicates that while the significance of internal controls is fully
recognized by the BNB and is incorporated into the composite risk assessment of the banks, the
quality of work in this area is starting to lag. Although the internal manual makes relevant reference
to EBA guidelines, and is not out of date per se, it is recommended that the BNB consider refreshing
internal guidelines to ensure current good practices are fully reflected. As with CPs 14 and 15,
Ordinance 10 warrants a revision to articulate the supervisor's expectations and requirements.

Recommendations
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o Revise Ordinance 10 to confirm and enhance supervisory requirements in internal controls

o Refresh the RAS Manual in respect of internal controls

Principle 27

Financial reporting and external audit. The supervisor determines that banks and banking groups
maintain adequate and reliable records, prepare financial statements in accordance with accounting
policies and practices that are widely accepted internationally and annually publish information that
fairly reflects their financial condition and performance and bears an independent external auditor’s
opinion. The supervisor also determines that banks and parent companies of banking groups have
adequate governance and oversight of the external audit function.

Essential
criteria

EC1

The supervisor® holds the bank’s Board and management responsible for ensuring that financial
statements are prepared in accordance with accounting policies and practices that are widely
accepted internationally and that these are supported by recordkeeping systems in order to produce
adequate and reliable data.

Description
and findings
re EC1

Under Article 75 of the LCI banks shall prepare their financial statements based on the Law on
Accountancy, and in compliance with the requirements of the BNB.

According to the Law on Accountancy (Article 24) the management bodies of the undertaking shall
be responsible for the drawing up, timely preparation, contents and publishing of the financial
reports and the annual activity reports thereto.

According to the Law on Accountancy all banks operating on the territory of the Republic of Bulgaria
must prepare their public financial statements on the basis of IAS/IFRS, adopted with Regulation (EC)
No 1606/2002 of the European Parliament and of the Council on the application of international
accounting standards.

Banks and banking groups must submit to the BNB financial statements which reflect their financial
position both individually and on a consolidated basis. Banks that are subsidiaries in a banking
group, financial holding company, mixed financial holding company or mixed holding company shall
submit to the BNB consolidated financial statements of the group or the holding company they are
part of.

Rules and requirements for information systems are reflected in Article 67 of the LCI and
requirements for recordkeeping are prescribed by the Law on Accountancy (Chapter Six — Storing of
the accounting information).

EC2

The supervisor holds the bank’s Board and management responsible for ensuring that the financial
statements issued annually to the public bear an independent external auditor's opinion as a result of
an audit conducted in accordance with internationally accepted auditing practices and standards.

Description
and findings
re EC2

According to the requirements set in Article 76 (1) of LCI the annual financial statements of each
bank and the supervisory reports as determined by the BNB shall be audited and certified by a
specialized auditing company which is a registered auditor under the Law on the Independent

% In this Essential Criterion, the supervisor is not necessarily limited to the banking supervisor. The responsibility for
ensuring that financial statements are prepared in accordance with accounting policies and practices may also be
vested with securities and market supervisors.
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Financial Audit (LIFA).

According to Article 38 of Law on Accountancy the annual financial reports of the banks are subject
to independent financial audit.

The audit of the public financial reports is conducted in accordance with internationally accepted
auditing practices and standards and related procedures determined by International Auditing
Standards (Article 2 of the LIFA).

EC3

The supervisor determines that banks use valuation practices consistent with accounting standards
widely accepted internationally. The supervisor also determines that the framework, structure and
processes for fair value estimation are subject to independent verification and validation, and that
banks document any significant differences between the valuations used for financial reporting
purposes and for regulatory purposes.

Description
and findings
re EC3

The EU regulation 1606/2002 applied international accounting standards to all listed companies in
the European Union.

Under Article 75(1) of the LCI, banks are obliged to prepare their financial statements based on the
Law on Accountancy and with the requirements of the BNB.

Under Article 22a(1) and (2), and in connection with Article 38(1)(3) of the Law on Accountancy,
banks must prepare and submit their annual financial statements using IFRS and IAS. The valuation
rules also are based on the IFRS and IAS. All banks in Bulgaria report their financial, and prudential
statements using IFRS.

As a starting point the same valuations are used for financial reporting purposes and for regulatory
purposes. However, for regulatory purposes different haircuts are used when assessing the need for
impairments and for solvency needs. Under Article 103(2)(20) of the LCI, the BNB may require special
provisioning policy or treatment of assets through capital requirements, although at present this is
not the case — see CP18.

There are requirements related to uncertainty of the fair values. According to Article 34 of CRR banks
have to apply the requirements of Article 105 to all assets measured at Fair value deduct (from CET1)
any additional valuation adjustments for purposes of regulatory capital calculations. CRR Article 105
relates to requriements for prudential valuation. The European Banking Authority (EBA) published in
January 2014 iits final draft Regulatory Technical Standards (RTS) laying out the requirements related
to prudent valuation adjustments of fair valued positions. The objective of the draft RTS is to
determine prudent values that can achieve an appropriate degree of certainty while taking into
account the dynamic nature of trading book positions (noting that there is only one bank with a
trading book). On 23 January 2015 the European Banking Authority (EBA) published an amended
version (EBA/RTS/2016/06/rev1l) of its final draft Regulatory Technical Standards (RTS) on Prudent
Valuation.

Nevertheless, the provisions of the CRR do not fully meet the criterion. There is no explicit
requirement for fair value estimates to be subject to independent verification and validation, though
inspectors are directed to assess and consider valuation techniques that are in use.

EC4

Laws or regulations set, or the supervisor has the power to establish the scope of external audits of
banks and the standards to be followed in performing such audits. These require the use of a risk
and materiality based approach in planning and performing the external audit.

Description
and findings
re EC4

The BNB does not have the power to establish the scope of external audits of banks and the
standards to be followed in performing such audits. The external auditors follow IAS.
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In some circumstances, Article 80(4) of the LCI, permits the BNB, in exercising its supervisory powers,
to appoint independent experts to evaluate the bank's assets and may require that the bank reflect
the results of this evaluation in its financial statements or supervisory reports.

EC5 Supervisory guidelines or local auditing standards determine that audits cover areas such as the loan
portfolio, loan loss provisions, non-performing assets, asset valuations, trading and other securities
activities, derivatives, asset securitizations, consolidation of and other involvement with off-balance
sheet vehicles and the adequacy of internal controls over financial reporting.

a:scfri;p;:zns Under Article 11 of the LIFA, the scope of the audit must be compliant with prevailing legislation and

re ECS 9 the International Auditing Standards and which cover the elements of this criterion. See also EC 4
above.

EC6 . . . . . .
The supervisor has the power to reject and rescind the appointment of an external auditor who is
deemed to have inadequate expertise or independence, or is not subject to or does not adhere to
established professional standards.

Description . . .

and findinas The BNB has the power to object to the appointment of an auditor. Under Art 76(4) of the LCI banks

9 are required to consult with the BNB in advance of appointing an auditor. Under Art 76(5) of the LCI

re EC6 : . o . . .
an auditor must not have been in breach of the LCI or its implementing regulations during the
previous three years.

The bank shall be notified in writing of the BNB’s objection under the requirement for advance
coordination within 14 days from the date of the request for coordination. If within this 14-day
period the BNB does not make any objection, the proposal shall be considered approved by the BNB.
(Article 76 (6) LCI).

EC7 . . . . . ' o
The supervisor determines that banks rotate their external auditors (either the firm or individuals
within the firm) from time to time.

aD:jcfrilnp;:(;ns The BNB does not have the power to require the rotation of the external auditors. Under the Law of

re ECT 9 the Independent Financial Audit (Article 40m) there is a mandatory rotation of the senior partner
after 5 years. Following rotation, the relevant partner may return to the audit of the bank after a
further two years.

EC8 . - . _— . . .

The supervisor meets periodically with external audit firms to discuss issues of common interest
relating to bank operations.

DESCIjIptI.OH The BNB conducts ad-hoc meetings with external auditors on particular issues of common interest

and findings . o . . .

re EC8 and in the course of soliciting views when making amendments to the supervisory legal framework.
There is no framework for regular dialogue between the BNB and the external audit profession,
either in a general fora or on a bilateral or trilateral basis (with the relevant bank also present).
When communication takes place with the external auditor, the Director of CISD and the Deputy
Governor are normally involved, together with the inspection team, if relevant.

EC9

The supervisor requires the external auditor, directly or through the bank, to report to the supervisor
matters of material significance, for example failure to comply with the licensing criteria or breaches
of banking or other laws, significant deficiencies and control weaknesses in the bank’s financial
reporting process or other matters that they believe are likely to be of material significance to the
functions of the supervisor. Laws or regulations provide that auditors who make any such reports in
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good faith cannot be held liable for breach of a duty of confidentiality.

DeSCItIptI.OH Under Article 77 (1) of the LCL: The auditors shall forthwith and in writing inform the BNB about any

and findings . . . .

re ECO circumstances that have become known to them during the audit and which:
1. are breaches of the laws, by-laws and the BNB's acts which regulate banking activities;
2. affect or might affect the bank’s normal operation;
3. lead or might lead to a situation where the bank is unable to fulfil its monetary obligations;
4. make the auditor refuse to certify the financial statements or express his dissent upon certifying
the financial statements;
5. are related to actions of the bank’s administrator that cause or might cause substantial damages to
the bank or its customers;
6. are related to untrue or incomplete data in the statements and reports that banks regularly
present to the BNB.
Auditors bear no responsibility for the breach of any legal or contractual provisions on confidentiality
in the cases where they have in good faith submitted information to the BNB in accordance with this
Law (Article 77 (4) LCI).

Additional

criteria

AC1 . o .
The supervisor has the power to access external auditors’ working papers, where necessary.

D ipti . . . .

escrlpt{on The only documentation to which the BNB has access is the annual audit report and any reports

and findings . ) .
which are presented to the Audit Committee.

re AC1
Under Article 77(2) of the LCI the auditors upon the BNB's written request, submit to the BNB the
relevant documentation and any other information or documents obtained during the audit in
relation to issues covered in Article 77(1) such as breaches of the law, issues which might affect the
bank or cause substantial losses to the bank or its customers, the risk that the bank will not be able
to fulfill its obligations and in relation to the risk that the auditor would have to refuse to certify the
financial statements. In other words, the BNB's powers are only triggered in the event of breaches of
Article 77(1).

Asses.sm'ent Materially Non Compliant

of Principle

27

Comments

The BNB has some powers and authority with respect to external auditors but there are important
deficiencies. The BNB has no access to the auditor working papers, including the management letter
submitted to the audited bank. There is the possibility of greater powers to supervisory authorities
being provided through legislative changes in the EU, but the outcome of proposals and timing is
likewise uncertain. The BNB has no authority to insist on the rotation of an auditor (either of the firm
or the senior partner) although the law provides a backstop rotation requirement for the senior
partner. While the law provides a minimum compliance with the relevant criterion, in the context of a
concentrated market where one firm alone is responsible for the audit of over half the banking
system, this issue is a significant concern.

Finally, although the LCI (Article 76 (5) together with the provisions of 76 (4) and (6)) give the BNB
the right to refuse a reappointment of the auditor there is some uncertainty in terms of the
circumstances under which this power could be used (e.g., systemic breaches or failure to perform
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rigorous analysis on bank's financial statement, professional negligence, misleading statements
provided to the banks, etc.). In other words, while the LCI provides a form of power of dismissal of an
auditor, the legal provision is not clearly specified and in practice would be likely to discourage the
BNB from exercising this power except in the most obviously egregious circumstances.

In terms of supervisory practices, the BNB has to date had a somewhat remote relationship with the
external audit community. It is important for the supervisory and audit community to have a strong
understanding of each others’ perspectives and responsibilities and it is unclear from a number of
the assessors’ discussions that this mutual understanding is as deep as it needs to be. To date it has
not been common practice to meet with the auditors of the banks, whether on a bilateral or trilateral
basis. Nor, although there occasional exceptions, such as when major Ordinances have been
repealed, has it been the regular practice of the BNB to meet with the external auditors collectively.

On a related point, the LCI (Article 76 (7) and (8)) gives the BNB the right to require external auditors
to provide a report addressing reliability of a bank’s internal control systems and compliance of the
bank’s supervisory reports. The obligation for a report on banks supervisory reports has fallen away
with the introduction of the CRR (it was enforced through an Ordinance that was revoked due to the
CRR) and the BNB is awaiting submission of reports on internal controls. The BNB has not yet felt
that these reports have been of strong utility and this may reflect, in part, a general weakness in
mutual understanding between the auditors and the BNB.

Several commentators indicated to the assessors that the depth of understanding of IFRS throughout
the BNB supervisory staff may be not be as strong as needed. This concern is not unique to the BNB,
of course, as it is a common challenge for supervisors to experience, but it must be noted that
challenges will increase in the near future with the introduction of IFRS 9. While the assessors also
note that the BNB has access to high quality external advice on IFRS advice, it also needs internal
resources.

One of the supervisory practices is for the BNB to include matters for the attention of the external
auditor in its inspection report to the bank. The auditor is not independently notified whether an
inspection has taken place and/or whether it has led to matters for the external auditor’s notice. At
present some banks appear to be uncertain whether they are permitted to share the inspection
reports, and auditors not necessarily aware that an inspection has taken place or of the existence of a
report that may have specific findings for them to note. A straightforward notification procedure
would suffice to ensure clarity.

Recommendations

o Itis recommended that the competent authorities in Bulgaria consider relevant domestic
amendments where this is legally allowable within the wider EU framework to address the
deficiencies including providing the BNB with the clear ability to insist on a change of auditor in
the wake of poor quality audit or other supervisory concerns, the right to insist on the rotation
of the audit firm and of the senior partner, and right of access to audit working papers and the
management letter.

o  Itis recommended that the BNB establish a framework for a regular dialogue, both at a
collective level and in respect of individual institution level. In view of the forthcoming
challenges of implementing IFRS 9 this dialogue will be particularly valuable.

o  Itis recommended that the BNB include an analysis of IFRS experience and understanding in its
skills mapping and needs assessment and take steps to ensure investment in training and
recruitment as required.

o ltis also recommended that the BNB put in place an administrative practice to ensure that
when it prepares on-site inspection reports which contain recommendations addressed to
external auditors, that the external auditor is notified and is aware of this. It would be common
practice to contact the auditor directly.
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o  Inrespect of more technical issues, and in the light of the importance of valuing the balance
sheet reliably, it is recommended that the BNB issue its own requirement to ensure that banks
are aware that they must put in place independent verification and validation for fair value
estimates. It is clear from the RAS manual the BNB is aware of the importance of this issue, but
it would send an important signal from the supervisors, not least in relation to the importance
of the reliability of supervisory data, if this requirement were emphasized by the BNB

Ordinances.

Principle 28 . . . .
Disclosure and transparency. The supervisor determines that banks and banking groups regularly
publish information on a consolidated and, where appropriate, solo basis that is easily accessible and
fairly reflects their financial condition, performance, risk exposures, risk management strategies and
corporate governance policies and processes.

Essential

criteria

EC1 . . . o - 97 - .
Laws, regulations or the supervisor require periodic public disclosures™ of information by banks on a
consolidated and, where appropriate, solo basis that adequately reflect the bank'’s true financial
condition and performance, and adhere to standards promoting comparability, relevance, reliability
and timeliness of the information disclosed.

Descripti ' . .

escniption The LCI confirms a number of disclosure requirements. Under the LCI (Art 75) banks must prepare
and findings o . . . . .
re EC1 their financial statements according to the Law on Accountancy, and in compliance with the

requirements of the BNB. Article 40 of the Law on Accountancy stipulates that a bank shall publish its
annual financial statement and consolidated financial statement, the annual management report and
the annual consolidated management report, adopted by the general meeting of the shareholders.
Further, under Article 70 of the LCI banks must publish their balance sheet and profit and loss
account every 6 months in at least one central daily newspaper.

In their audit reports, registered auditors who carry out independent financial audit of financial
statements must express also an opinion on the correspondence between the annual management
report and the annual financial statements (for the same reporting period) and/or on the
correspondence between the annual consolidated management report and the consolidated
financial statements. The annual financial statement must be audited and certified by a specialized
auditing company which is a registered auditor under the Law on the Independent Financial Audit.

The Basel equivalent Pillar 3 disclosure regime is governed by the CRR, under Part Eight. Disclosure
on a consolidated basis is carried out once a year in six months term after the end of the period to
which it relates. When a Bulgarian bank is also a subsidiary of a wider banking group, disclosures are
also made at the Bulgarian level and not only at the level of the ultimate parent entity.

The CRR, Article 433, also requires banks to assess whether more frequent disclosure — full or partial
basis — is necessary in the light of the relevant characteristics of their business such as scale of
operations, range of activities, presence in different countries, involvement in different financial
sectors, and participation in international financial markets and payment, settlement and clearing
systems. Within 6 months of the BCP assessment being carried out, the BNB intends to implement
the EBA Guidelines on materiality, proprietary and confidentiality and on disclosure frequency under
Articles 432(1), 432(2) and 433 of CRR.

7 For the purposes of this Essential Criterion, the disclosure requirement may be found in applicable accounting,
stock exchange listing, or other similar rules, instead of or in addition to directives issued by the supervisor.
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To the degree feasible the disclosures must be provided through the official website of the bank and
in at least one medium or location.

There are also disclosure requirements stemming from the issuance of securities by publicly listed
companies, including the EU Prospectus and Transparency legislation, including Directive 2010/73/EU
amending Directives 2003/71/EC (prospectus) and Directive 2004/109/EC on the harmonizing
transparency requirements. These directives have created a common basis for the periodic disclosure
of information, and including major shareholding notifications. The Financial Supervision Commission
(FSQ) is the responsible competent authority for implementing this legislation.

EC2 The supervisor determines that the required disclosures include both qualitative and quantitative
information on a bank’s financial performance, financial position, risk management strategies and
practices, risk exposures, aggregate exposures to related parties, transactions with related parties,
accounting policies, and basic business, management, governance and remuneration. The scope and
content of information provided and the level of disaggregation and detail is commensurate with the
risk profile and systemic importance of the bank.

Descrlpt{on The CRR, Part Eight, Title II contains extensive technical criteria on the disclosure of own funds,

and findings . . . . - -

re EC2 capital requirements, capital buffers, risk management objectives and policies, exposure to

counterparty credit risk, credit risk adjustments, exposure to market risk, operational risk, exposure to
interest rate risk on positions not included in the trading book, exposure to securitisation positions,
governance arrangements, remuneration policy, etc. The disclosure of own funds requirements is
also set out in Commission Implementing Regulation (EU) No 1423/2013. Disclosures are both
qualitative and quantitative in nature.

Under Article 70(2) of the LCI each bank must disclose on its official website information about
compliance with the requirements of the LCI and related acts in the field of corporate governance
and remuneration.

Article 436 of CRR requires banks to disclose information regarding the scope of application of the
requirements of the CRR in accordance with CRDIV - ie differences in the basis of consolidation for
accounting and prudential purposes, with a brief description of the entities therein.

Under Article 70, paragraph 5 of the LCI parent companies must publish annually —in fully or by
reference to equivalent information — description of the legal structure and managing and
organisational structure of the group, including persons with whom they have close links. Close links
is a defined term under EU legislation.

In accordance with Article 431 of the CRR, banks must adopt a formal policy to comply with the
disclosure requirements laid down in Part Eight of CRR, and have policies for assessing the
appropriateness of their disclosures, including their verification and frequency. As noted in EC1,
banks must assess the need to disclose more frequently than annually and must have policies for
estimating whether their disclosures convey their risk profile comprehensively to market participants.

The BNB has common requirements for all banks and may require public disclosure of additional
information. (Article 103, paragraph 2, point 19 of the LCI).

In addition to the supervisory requirements for disclosure, there are also disclosures related to
accounting policy, basic business and management, which have to be made in accordance to IFRS 7
‘Financial instruments: Disclosures’ and every particular standard. The disclosures of aggregate
exposures to related parties, transactions with related parties are also prescribed in the IFRS.

See also EC1.

In practice the BNB commented that banks’ approach to disclosure had been varied. Some had been
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ready to make meaningful qualitative disclosures, covering such issues as strategy and risk appetite
while other banks had wanted to make very limited disclosures on qualitative issues, concerned that
they were at risk of disclosing sensitive information to competitors. Some standardised templates for
disclosure of certain topics — for example own funds, encumbered assets, leverage ratio are available
and some will be in place for the first time for 2014 disclosures.

In the view of the BNB banks’ practices had improved since “Pillar 3" issues were first disclosed.

EC3 Laws, regulations or the supervisor require banks to disclose all material entities in the group
structure.

aD:SCfFiL]p;:(;ns Each bank shall disclose annually the information in accordance with the LCI (Art 70(6)) on a

re EC3 9 consolidated basis separately for the Republic of Bulgaria, for other member states and for third
countries in which the bank has subsidiaries or branches established.

This information is subject to an independent financial audit and must be published as an annex to
the annual financial statements on a solo, or when applicable, on a consolidated basis.

The BNB indicated that they were satisfied by the quality of banks’ disclosures in relation to their
group structures.

EC4 . . . . .

The supervisor or another government agency effectively reviews and enforces compliance with
disclosure standards.

aD:SCfFiL]p;:(;ns Disclosures contained in banks’ annual financial statements are reviewed by external auditors, as

re ECA 9 required by the LCI, Article 76 (7). Not only must the auditors provide an opinion on whether the
bank’s financial position has been presented truly the auditor must also review and express an
opinion on the compliance of the bank’s annual financial statements and supervisory reports with the
requirements of the LCI and the ordinances for its implementation. The results of the audit of the
annual financial statements must be presented in a separate report for supervisory purposes,
prepared as required by an ordinance of the BNB and submitted to the BNB.

EC5 . . . . . . .
The supervisor or other relevant bodies regularly publishes information on the banking system in
aggregate to facilitate public understanding of the banking system and the exercise of market
discipline. Such information includes aggregate data on balance sheet indicators and statistical
parameters that reflect the principal aspects of banks’ operations (balance sheet structure, capital
ratios, income earning capacity, and risk profiles).

DESCIjIptI'OH The BNB Banking Supervision Department regularly (on monthly and quarterly basis) publishes

and findings . . . A .

re EC5 aggregate information for the banking system, as well as data for the individual commercial banks.

The dataset is comprehensive and contains information on financial statements, liquidity, capital
adequacy, loans and advances, securities, attracted funds, etc. This information comes in addition to
other published statistical information, collected by the BNB for the purposes of monetary statistics
reports.

Level of presentation of the data

Banking system aggregate
Distribution of banks by groups: banks are assigned to one of three groups, based on their
asset size and the group is reviewed and amended as necessary at the end of each reporting
period. The first group consist of the five largest banks, the second group comprises all of the
remaining banks, and the third group comprises the branches of foreign banks in Bulgaria.

o  Individual banks
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Type of information

o  Balance sheet and income statement of the banking system and by groups of banks (ie the 3
groupings of banks in Bulgaria).

o  Detailed structure of the securities, loans and advances and funding of the banking system and
by bank groups:

o  The securities’ template presents the investment portfolio of the banks in terms of capital and
debt instruments as well as investments in associated companies, subsidiaries and joint
ventures.

o  Theloans and advances’ template comprises the structure of loan portfolio which encompasses
loans to credit and non-credit institutions, loans to governments, to corporates and retail
exposures (residential mortgage loans to individuals and consumer loans). This template also
contains information on the FX structure of the credit exposures, the interest income, and
impairments.

o  The template on funding contains information on the funding sources of the banking system,
the FX structure of funds and the cost of funding.

o  Credit quality and impairments: This template comprises data related to gross and net values of
credit exposures, the amount of impairments (according to IAS 39) and detailed structure of
the performing and non-performing loans. Non-performing loans are presented in three
categories, namely past due 30-90 days, past due 90-180 days and past due over 180 days.

o Liquidity position and liquidity buffers of Bulgarian banking system in accordance with
ordinance N2 11 on liquidity management and supervision on banks: The template contains
information on the amount of liquid assets and liquidity ratio for different maturity intervals.

o  Capital ratios according to the new regulatory framework.

Type of publications related to the supervisory data on the banking system

The Bulgarian National Bank through its Banking Supervision Department publishes a monthly Press
release on the condition of the banking system, on a quarterly basis, a bulletin on Banks in Bulgaria.

In addition the Banking Supervision Department, based on an informal agreement, issues additional
information, such as reports based on surveys on the economic environment and its impact on the
banking system. Such information is based on the data, received through the annual survey on
aspects of banking activity as well as on the survey of quarterly credit activity.

Additional

criteria

AC1 . . . . . . . .
The disclosure requirements imposed promote disclosure of information that will help in
understanding a bank’s risk exposures during a financial reporting period, for example on average
exposures or turnover during the reporting period.

aD:jcfrilnp(;“ii;s Under the LCI (Art 70 (6) and (7)) banks must disclose annually the following information on a

re AC1 consolidated basis separately for the Republic of Bulgaria, for other Member States and for third

countries in which the bank has subsidiaries or branches established:
- name, description of activities and geographical location;

- size of the turnover;

- equivalent number of full-time employees;

- financial result before tax;

- taxation;
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- return on assets obtained as the ratio of net profit to total assets;
- government subsidies received.

This information is subject of an independent financial audit and must be published as an annex to
the annual financial statements on an individual basis or, when applicable, on a consolidated basis.

Assessment
of Principle
28

Compliant

Comments The BNB, as a supervisory authority, provides public access to a wide range of data, including bank
by bank breakdown. Several market participants commented on the utility of this disclosure. The
quarterly bulletin on the condition of the banks in Bulgaria was also frequently praised.

Principle 29 . . . . . .
Abuse of financial services. The supervisor determines that banks have adequate policies and
processes, including strict customer due diligence (CDD) rules to promote high ethical and
professional standards in the financial sector and prevent the bank from being used, intentionally or
unintentionally, for criminal activities.”®

Essential

criteria

EC1 . . . o .

Laws or regulations establish the duties, responsibilities and powers of the supervisor related to the
supervision of banks' internal controls and enforcement of the relevant laws and regulations
regarding criminal activities.

De;cfr.lpc’;{on The Bulgarian regime against money laundering is governed by the Law on Measures against Money

f: Eclln ings Laundering (LMML) and the Regulation on the Implementation of AML Act (RILMML). The last

revision of the act was made in 2014. A separate law on Measures against the Financing of Terrorism
(LMFT) was passed in 2003. Both acts implement the 40 FATF Recommendations and transpose the
requirements of the Third European AML Directive.

In terms of compliance with AML/CFT requirements in banks, the Bulgarian regime consists of a dual
and parallel mechanism of supervision. Both the BNB (whose powers have already been discussed
under CP1) and the Financial Intelligence Unit are competent for monitoring conformity with the
AML/CFT obligations in credit institutions. However, legally, the primary responsibility for the
supervision of AML/CFT measures for all subject entities rests with the Financial Intelligence Unit
(FID-SANS). A memorandum of understanding has been signed between the two bodies that govern
the mechanism for cooperation and information sharing in 2003. This MoU is under revision.

1-The role of the Central Bank. Art.3a of the LMML and art.9a of the LMFT impose obligations for
the supervisors, i.e. BNB to perform inspections in banks for compliance with the AML/CFT
legislation. To that end, the BNB has established the Special Supervision Directorate (SSD). The SSD,
established within the Banking Supervision Department (BSD) is however separate from the
directorate performing on-site prudential surveillance. SSD has its own team of inspectors to carry

% The Committee is aware that, in some jurisdictions, other authorities, such as a financial intelligence unit (FIU),
rather than a banking supervisor, may have primary responsibility for assessing compliance with laws and regulations
regarding criminal activities in banks, such as fraud, money laundering and the financing of terrorism. Thus, in the
context of this Principle, “the supervisor” might refer to such other authorities, in particular in Essential Criteria 7, 8,
and 10. In such jurisdictions, the banking supervisor cooperates with such authorities to achieve adherence with the
criteria mentioned in this Principle.
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out its duties and determines its own inspection planning; it can also perform on-site visits at the
request of the FIU. The Unit has no authority over other institutions such as money changers or
money transfer services.

In case of non-compliance or any suspicion related to ML/FT that has not been reported, the BNB is
obliged to inform in a timely manner the FID. Additionally, the BNB can take enforcement measures
(including pecuniary sanctions) under art. 103 of the LCL The SSD also coordinates the BNB
relationships with the FIU, the law enforcement authorities and the Prosecutor’s office. It also takes
part in the AML-expert groups at the national and the EU-level.

2-The role of the Financial Intelligence Unit. The Bulgarian State Agency for National Security
(SANS) that was established in 2008 by the Law on State Agency for National Security®, incorporates
within its structure a specialized administrative directorate for financial intelligence called the
Financial Intelligence Directorate (FID). The later collects, stores, investigates, analyzes and discloses
financial intelligence information under the terms and procedures as laid down in the LMML and the
LMFT. The FIU is also empowered by the law to oversee AML/CFT compliance in the banking industry
by performing on-site visits, either on a stand-alone basis or jointly with the BNB. In fact, supervision
of the implementation of the AML/CFT in banks is the primary responsibility of the FID but it is
obvious that the FIU cannot undertake alone the entire supervisory activity for all the reporting
entities, therefore it is supported in its supervision duties by the BNB for all aspects relating to banks.

There are mechanisms in place to ensure effective cooperation between the two bodies, especially in
terms of inspection planning. Both the FIU and the BNB hold annual meetings to decide areas to
inspect based on their respective sources of information (e.g STRs). These meetings allow to decide
which banks to assess either jointly or separately. Also, there are on-going interactions between the
IU and the BNB even during separate on-sit visits. In several cases, the BNB alerted the Flu on
suspicious operations that were not reported by the bank. Information exchange also applies after
the on-site missions; the BNB shares its inspection report with the FIU and conversely, the FIU shares
with the BNB its general conclusion should a major problem arises. The two bodies also cooperate on
training matters; the BNB. As for enforcement of AML compliance, the BNB resorted mainly to written
order while the FIU has applied, in rare occasions though, pecuniary sanctions. While cooperation has
proven effective in multiple key areas, there is no coordination when it comes to enforce the law and
apply sanctions for AML breaches.

EC2 The supervisor determines that banks have adequate policies and processes that promote high
ethical and professional standards and prevent the bank from being used, intentionally or
unintentionally, for criminal activities. This includes the prevention and detection of criminal activity,
and reporting of such suspected activities to the appropriate authorities.

Description

and findings Supervisory expectations with regard to the existence of policies and processes to guard against

re EC2 criminal activities are contained in the LMML and the LMFT and subsequent guidelines issued by the

BNB, in particular the one issued in 2012 for creating uniform practices tailored to the size and type
of the bank’s services. These guidelines define, inter alia, the condition for applying CDD measures in
normal, low risk or high risk cases.

% The main responsibilities of the State Agency include activities regarding the National security (territory integrity
and sovereignty, economic and financial security). It is responsible before the Council of Ministers and is an
independent administrative entity, with its own budget.
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The LMML and the LMFT contain provisions on customer due diligence requiring banks to adopt,
develop and implement control mechanisms to prevent and detect activities related to ML/TF. To
that effect, banks are required to (i) establish proper due-diligence policies and methods regarding
the clients, including KYC (art.9), (ii) set up internal control mechanisms to detect unusual activities,
(iii) refuse the opening of anonymous accounts or accounts under a fictitious name, (iv) have
enhanced scrutiny with respect to high risk customers'® (e.g., PEPs, correspondent accounts,
foundations, Trusts, customers residing in off-shore centers) (v) establish procedures to report
suspicions to the FIU, and (vi) appoint an AML officer in charge of communicating these transactions
to the FID. The LCI also obliges the banks to create compliance systems in accordance with the best
practices. In particular, Art. 73 (1) of the LCI requires that the competent managing body of each
bank shall adopt and regularly review in accordance with the best internationally recognized
practices for corporate governance of banks, the systems for prevention against the risk of money
laundering.

The verification that banks have adequate policies and processes to prevent them from being used
for criminal activities is mainly done on-site by the BNB and the FIU, separately or jointly. To that end,
the BNB has established a very detailed methodology (initially with the technical assistance of the US
and the UK'®") offering BNB inspectors guidance every step of the way. Before starting an on-site
visit, the SSD will send a letter to the bank requesting a comprehensive set of materials that can be
grouped by areas of control.

For risk assessment for example, the bank will have to submit the following documents: list of high-
risk account; the KYC and CDD program; list of all accounts held by customers whose files do not
contain legally required information and documents; list of all credit and banks where the "reliance
on third party" principle is applied by the bank, etc. Another set of documents to be required ahead
of the mission relates to STRs and includes: copy of STRs files and the accompanying documentation
sent to the FID; analysis, documentation and position on suspicious cases that have not been
reported to the FID; description of the monitoring procedures applied to high-risk accounts;
description of the bank’s surveillance systems'®% and copies of correspondences exchanged between

the bank, the FID and the law enforcement and judicial authorities.

Once in the field, SSD’s inspectors follow a detailed methodology of about 150 pages—constantly
revised and updated- to evaluate the way banks identify and monitor their risks, detect suspicious
activities and train their staff accordingly. SSD staff also uses detailed questionnaire for running their
interviews with bank’s key personnel (Compliance Officers, person in charge of cash transfers, head
of currency transactions services, staff responsible for account opening, etc.).

In addition to the review of materials mentioned above, the scope of BNB work encompass, inter
alia, the following areas: (i) an analysis of the customer base, (ii) the bank’s categorization of
customer base per risk profile, (iii) the identification and KYC procedures, (iv) measures for
establishing the origin of funds subject to operations or transactions, (v) analysis —via transaction
samplings- of payments per type of operations made by the customer. The inspection will also
evaluate the bank’s overall organization of work in relation to AML, including the respective roles of

1 . . . .
% For high risks customers, banks have to review customer files every month.

After the accession of Bulgaria to the EU the Manual was updated based on the policy and documents adopted at
the FATF and EU level including the papers drafted by the EBA.

When the system is purchased from an external company, the bank should provide information on this company,
the date of program implementation in the bank and a description of the algorithm used.
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the AML officer and the internal audit; and (vi) staff training. Regarding STRs obligation in particular,
BCP assessors were also told that, in several occasions, the BNB reported to the FID suspicious
operations that banks did not detect and should have been reported.

It is important to note that for 2014, the BNB led 16 AML inspections in banks and 18 for 2013. These
inspections were full scope in nature. For off-site supervision purposes, and in particular for
determining a risk-based approach for inspection planning, the SSD has developed a reporting
mechanisms to collect data from banks on annual basis on PEPs, establishment of correspondent
relationship outside the EU, number and amount of STRs, number of customers broken down by
types, locations, volume of cash payment, etc.

As indicated above, the FID also plays an essential role in assessing compliance with AML/CFT
standards. The LMML sets out broad responsibilities for the supervisory activities of the FID over
banks and other financial institutions. The FID is entitled to conduct both off-site and on-site
inspections on the reporting entities. The regulation and supervision activities of the FIU focuses
around the surveillance over the organization of the reporting entities' internal control mechanisms
and inspections over compliance with AML/CTF measures. To that purpose, the Unit has developed a
comprehensive supervision methodology consisting mainly in a risk assessment analysis. The risk
assessment is prepared considering: the number of the STRs received from different subject entities;
the findings of the inspections performed by supervisory authorities (the BNB); the number and
amount of cash transactions according to the register under the Art. 11, Para 2 of the LMML. On the
basis of this analysis, all subject entities are grouped in three categories: "low-risk,” “medium-risk”
and high-risk.” The risk analysis is taken into consideration in the process of inspection planning.
Having said that, such risk assessments should also take into account: (i) the ML/FT risks that the
bank is exposed to, which are inherent to the customer base it serves and the products/services it
offers; and (ii) the quality of the bank’s systems/measures in place to manage the risks.

According to the methodology, the FID shall carry three types of inspections: incidental inspection
(conducted on the basis of a motivated request in writing from another SANS directorate,
supervisory authority or other state authority which requires taking of urgent and timely actions),
planned inspection (carried out on the grounds of a preliminary prepared and approved three-month
plan) and thematic inspection (checking the implementation of certain requirements under LMML
related to the use of the financial system for money laundering and financing of terrorism purposes).

The table below provides data on the FID inspection program since 2011.

Year Number of banks Type of inspection

2011 4 2 thematic and 2 full-
scope

2012 8 1 joint with BNB and 7
thematic

2013 8 4 thematic, 3 joint with
BNB, 1 planned

2014 5 1 thematic, 3 joint with
BNB, 1 full-scope

Source: FID.

EC3

In addition to reporting to the financial intelligence unit or other designated authorities, banks report
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to the banking supervisor suspicious activities and incidents of fraud when such activities/incidents

are material to the safety, soundness or reputation of the bank.'®®

Description

and findings There is no such requirement in the Bulgarian regime. BNB has not received any report for cases that

re EC3 may cause material damages to the safety and soundness of a bank. In 2014, the BNB was informed
by a bank about a fraud scheme and consecutive attempt for ML. The information was disseminated
by the BNB to the banking system as an alert for avoiding similar attempts in other banks.

EC4 . " . . . . .
If the supervisor becomes aware of any additional suspicious transactions, it informs the financial
intelligence unit and, if applicable, other designated authority of such transactions. In addition, the
supervisor, directly or indirectly, shares information related to suspected or actual criminal activities
with relevant authorities.

aD:jcfrilnp(;“i?ns According to Art. 3a (1) (2) of the LMML, the BNB shall provide information to the FIU when, in the

re ECA 9 course of its duties, the supervisor has discovered operations or transactions suspected to stem from
money laundering activities. The mission was informed that such reports have been made in the
recent past.

EC5 The supervisor determines that banks establish CDD policies and processes that are well documented

and communicated to all relevant staff. The supervisor also determines that such policies and
processes are integrated into the bank’s overall risk management and there are appropriate steps to
identify, assess, monitor, manage and mitigate risks of money laundering and the financing of
terrorism with respect to customers, countries and regions, as well as to products, services,
transactions and delivery channels on an ongoing basis. The CDD management programme, on a
group-wide basis, has as its essential elements:

(a) a customer acceptance policy that identifies business relationships that the bank will not
accept based on identified risks;

(b)  a customer identification, verification and due diligence programme on an ongoing basis; this
encompasses verification of beneficial ownership, understanding the purpose and nature of the
business relationship, and risk-based reviews to ensure that records are updated and relevant;

(c) policies and processes to monitor and recognize unusual or potentially suspicious
transactions;

(d)  enhanced due diligence on high-risk accounts (e.g., escalation to the bank’s senior
management level of decisions on entering into business relationships with these accounts or
maintaining such relationships when an existing relationship becomes high-risk);

(e) enhanced due diligence on politically exposed persons (including, among other things,
escalation to the bank’s senior management level of decisions on entering into business relationships
with these persons); and

103

Consistent with international standards, banks are to report suspicious activities involving cases of potential

money laundering and the financing of terrorism to the relevant national centre, established either as an
independent governmental authority or within an existing authority or authorities that serves as an FIU.
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0) clear rules on what records must be kept on CDD and individual transactions and their
retention period. Such records have at least a five year retention period.

Description
and findings
re EC5

The requirements for customer identification are laid out in the LMML and the LMFT. Customer Due
Diligence and KYC requirements are generally comprehensive when it comes to banks. KYC
requirements encompass: customer identification including the beneficial owner'®, verification and
due diligence program particularly in relation to high-risk customers.

In the case of legal entities and individuals which carry out entrepreneurship activities, banks shall
obtain the following information: full name of the company, legal form, address of headquarter, UIC
(Unified identification code), original or a notarized copy of the official statement of good standing,
certified copy of the article of association, etc. The BNB guidelines also require the bank to perform
certain due diligence in relation to UBO. As a part of review and verification of a customer who is a
legal person, the bank is obliged, besides the identification, to confirm the beneficial owner of that
legal person. The bank implements the measures in order to gather information about the person
who is the beneficial owner. When it comes to a high-risk customer, the bank must confirm the given
data, if they were not received from a reliable and independent'®source of information.

In practice however, banks are still struggling in collecting data on beneficial ownership. A reputable
external audit company told the mission that there are still a significant number of companies
(borrowing funds or having accounts in banks’ books) located overseas, sometimes in off-shore
centers and whose ultimate beneficial ownership has not been clearly established. The audit firm
recommended that banks should strengthen their KYC procedures and establish more robust
processes to trace back ownership up to the very end of the chain.

In terms of record keeping, rules have been set up on what records must be kept on customer
identification and individual transactions. The law stipulates that banks should implement procedures
for storing all data about their customers, including information on customer identification and
individual transactions. All information and documentation must be kept for a period of not less than
five years. However, there is no legal basis for keeping transactions records and identification data
for longer than 5 years if necessary, when properly required by a competent authority.

In addition, banks are required to adopt policies and processes to monitor, identify and report
suspicious transactions. The law also provides for internal control mechanisms to monitor identity
and report unusual transactions to the FIU. Further, the law requires banks’ internal AML/CFT
procedures to be reviewed and approved by the chairman of the FID, something relatively
uncommon.

For Politically Exposed Persons (PEPs), the law requires banks to adopt procedures for mitigating
risks arising from PEPs. Banks are obliged to elaborate effective internal systems to determine if a
client is a PEP or a related person to a PEP. Such systems can be based on different sources of

information: information gathered through the application of enhanced due diligence measures;

1%% The 2013 MER notes that the definition of beneficial owners is not fully compliant with the FATF standard (See the
table of "Ratings of Compliance with FATF Recommendations,” 1st and 4th bullets under Recommendation 5).

195 For example if the only source of data during establishing the identity of a customer was a written statement of
the legal representative; in that case the bank must verify the data up to that extent until it gains understanding
about the ownership of the legal person and the structure of its control, in order to identify all beneficial owners of

the customer.
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written declaration required from the customer with the purpose of determining whether the person
falls within the categories of PEPs and information received through the use of internal and external
databases. It seems that banks are not required to identify beneficial owners who are PEPs and apply
enhanced scrutiny.

As part of its on-site work, the BNB verifies compliance with CDD/KYC stipulations and other
requirements as mentioned above. From their discussions with SSD staff, BCP assessors are of the
opinion that inspectors are giving particular attention to these topics. In the inspection reports
reviewed by the mission, there were several observations or comments in relation to the lack of
proper documentation, as well as weaknesses in the way unusual transactions are determined and
monitored. The mechanisms for reporting suspicious activities to the FID are also examined during
on-site visits and the BNB found several cases that would have warranted a report to the FID.

It is also noteworthy that banks are obliged to pay special attention to any money laundering threats
that may arise from new or developing technologies (e.g e-banking) that might favor anonymity, and
take measures, if needed, to prevent their use in money laundering schemes — art. 5c LMML and art.
8b RILMML.

EC6

The supervisor determines that banks have in addition to normal due diligence, specific policies and
processes regarding correspondent banking. Such policies and processes include:

(@) gathering sufficient information about their respondent banks to understand fully the nature
of their business and customer base, and how they are supervised; and

(b) not establishing or continuing correspondent relationships with those that do not have
adequate controls against criminal activities or that are not effectively supervised by the relevant
authorities, or with those banks that are considered to be shell banks.

Description
and findings
re EC6

The LMML (Art. 3b and Art. 5 b) requires banks to apply enhanced CDD measures in relation to cross
border banking (it is noteworthy that such requirements apply only to relationships with FIs from
non-EU jurisdictions'®). Banks should undertake the following actions. Upon entering into
correspondent relationship with a credit institution from a third country, credit institutions shall:

(i) collect sufficient information about the respondent credit institution to understand fully the nature
of the respondent’s business and to determine from publicly available information the reputation of
the institution and the quality of supervision;

(ii) assess the internal control mechanisms against ML/TF implemented by the respondent institution;

(iii) organize the process in such a way so as to obtain approval from senior management of the
credit institution before establishing new correspondent banking relationships;

(iv) document the respective responsibilities of each correspondent institution with regard to the
measures against ML/TF.

Where third parties -customers of the respondent institution-, have access to the correspondent
account, the credit institution must be satisfied that the respondent credit institution has performed
identification, verified the identity and conducted ongoing monitoring of the customers having direct
access to its account and that it is able, upon request, to provide relevant customer identification and
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Recommendation 7

2013 MER: See the table of “Ratings of Compliance with FATF Recommendations,,” 3rd bullet under
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other data to the correspondent in stitution.

The same law prohibits banks from entering into correspondent banking relationships with banks
incorporated in a jurisdiction in which they have no physical presence and which are unaffiliated with
a regulated financial group. The same prohibition also applies to correspondent banking
relationships with banks abroad that are known to permit their accounts to be used by banks
incorporated in a jurisdiction in which they have no physical presence and which are unaffiliated with
a regulated financial group.

EC7

The supervisor determines that banks have sufficient controls and systems to prevent, identify and
report potential abuses of financial services, including money laundering and the financing of
terrorism.

Description
and findings
re EC7

In order to confirm that banks have sufficient controls and systems in place for AML purposes, the
BNB has set up within the Department for Banking Supervision a Unit (the Special Supervision
Directorate) made of 14 staff. However, since this directorate is also responsible for covering other
issues (e.g transparency of products and monitoring of consumer trends), only 8 staff are operational
for AML/CFT oversight. About 50 per cent of the banking sector is subject to an AML inspection
every year from the BNB. In 2013, 18 banks were inspected and 16 in 2014. These inspections that
can span 4 to 5 weeks depending on the size of the bank have led to the identification of a series of
violations.

The SSD staff consists of experts who have been working in the SSD for 14 years. The SSD staff
involved in the AML/CFT supervision has relevant expertise to supervise the banks and relevant
financial institutions for compliance with the AML/CFT regulations. All banks interviewed by BCP
assessors confirmed the thoroughness of BNB inspections on AML and the professionalism of SSD
inspectors. This is also consistent with the outcome of the 2013 Moneyval assessment.

EC8

The supervisor has adequate powers to take action against a bank that does not comply with its
obligations related to relevant laws and regulations regarding criminal activities.

Description
and findings
re EC8

Two key authorities are legally empowered to take action against banks for failure to comply with
their AML/CFT obligations, the FID on the one hand, the BNB on the other. As stated in the Moneyval
Evaluation Report (Report on Fourth Assessment Visit, 19 September 2013) the range of sanctions for
infringements of provisions of the LMML that are available to the FID include, inter alia, fines (with a
cap of 50,000 BGN (€25,000)), written warnings and the power to compel the bank to undertake
corrective actions. Although the maximum level of fine does not appear sufficiently dissuasive, the
BCP assessors understood that in practice every violation of the LMML or LMFT carries a separate
sanction and that the total level of fines might be much higher in case of multiple breaches. As
shown in the table below, the FID has applied pecuniary measures for sanctioning particular breach
over the past years. However, the FID has not exercised other powers at its disposal except in very
few instances (3 written warnings in 8 years).
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Year Number of banks Number of fines
2011 2 5
2012 5 11
2013 3 7
2014 3 8
Source: FID

These fines have been motivated by the following breaches: no declaration of the origin of funds;
incomplete identification or no declaration for the origin of funds; failure in record keeping; failure to
report suspicion on a timely basis and cash threshold transactions not reported.

The BNB also enjoys a wide range of powers discussed in detailed under CP 11, including
administrative compulsory measures and administrative penalties.

ECO

The supervisor determines that banks have:

(@)  requirements for internal audit and/or external experts'” to independently evaluate the
relevant risk management policies, processes and controls. The supervisor has access to their reports;

(b)  established policies and processes to designate compliance officers at the banks’
management level, and appoint a relevant dedicated officer to whom potential abuses of the banks’
financial services (including suspicious transactions) are reported;

() adequate screening policies and processes to ensure high ethical and professional standards
when hiring staff; or when entering into an agency or outsourcing relationship; and

(d) ongoing training programmes for their staff, including on CDD and methods to monitor and
detect criminal and suspicious activities.

Description
and findings
re EC9

a) Ordinance No. 10 on the Internal Control in Banks subjects banks to the obligation of establishing
an organization and procedures for internal control purposes as a permanent process implemented
by management bodies and by the persons performing internal control functions. The internal
control shall consist of management oversight; risk control (including AML/CFT), reporting and
information and internal audit. The existence and effectiveness of compliance with these
requirements is assessed on-site by the SSD. External audit companies also cover the quality of
internal controls in banks as part of their mandate.

b) the mission was told by the BNB —and verified during interviews with several banks- that credit
institutions have set up dedicated AML units (sometimes comprising up to 15 people) and appointed
AML officers, in addition to compliance officers. These officers establish the connection between the
bank and the BNB, the FID, law enforcement authorities, the Prosecutor and other institutions
involved in AML/CFT. The head of the specialized AML unit is responsible for timely reporting of
suspicious transactions to the FID. Anti-money laundering software is used in 90 percent of the
licensed banks and foreign banks’ branches in the Republic of Bulgaria to meet the legal
requirements for banks to prevent or report ML/TF activities.

107

These could be external auditors or other qualified parties, commissioned with an appropriate mandate, and

subject to appropriate confidentiality restrictions.
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¢) The LCI and Ordinance No10 contain provisions regarding technical and professional requirements
for particular job position in addition to the standard due diligence to be followed for hiring,
including checks on absence of previous convictions. Also, according to the BNB AML Guidelines,
banks must have adequate mechanisms for assessing newly hired employees in order to prevent
criminal elements to use the resources of the bank.

d) BNB AML Guidelines refer also to training of bank employees. Banks have to provide adequate
training to their staff. Information about training activities (including training materials, program
participants, evaluations) are stored in the bank and submitted to the supervisory authority upon
request.

The requirements under a), b), ¢) and d) are checked and evaluated during on-site inspections.

EC10 The supervisor determines that banks have and follow clear policies and processes for staff to report
any problems related to the abuse of the banks' financial services to either local management or the
relevant dedicated officer or to both. The supervisor also determines that banks have and utilize
adequate management information systems to provide the banks’ Board, management and the
dedicated officers with timely and appropriate information on such activities.

Description

and findings The LMML requires that the programs on preventing and combating ML/TF should provide

re EC10 procedures for internal and external reporting regarding suspicious activities and transactions.
Especially, the reporting mechanism about suspicious activities should have clear procedures that are
known by all personnel. As stipulated in art. 11, where money laundering has been suspected, the
bank should notify the FID immediately prior to the completion of the transaction or deal while
delaying its execution and in case a delay in the transaction is objectively impossible, the FID shall be
notified immediately after its completion. During on-site visits, the BNB verifies compliance with
these requirements.

EC11 . , . L o
Laws provide that a member of a bank’s staff who reports suspicious activity in good faith either
internally or directly to the relevant authority cannot be held liable.

Description Art. 15 of the LMML legal protection to bank’s staff who reports suspicious activity in good faith

and findings either internally or directly to the relevant authority.

re EC11

EC12 . . oo . . L .

The supervisor, directly or indirectly, cooperates with the relevant domestic and foreign financial
sector supervisory authorities or shares with them information related to suspected or actual criminal
activities where this information is for supervisory purposes.

Description

and findings As discussed under CP 3, the practical collaboration and cooperation between the FID-SANS and the

re EC12 BNB are regulated through “Instructions for cooperation and information exchange” and governed

by an MoU. However, this MoU is no longer valid. The Financial Intelligence Agency (FIA) was initially
established as an administrative-type FIU within the Minister of Finance. In 2008, the FIU was
transformed into the Financial Intelligence Directorate (FID) within the State Agency for National
Security (SANS) pursuant to the Law on State Agency for National Security (LSANS). Yet, the MoU
signed in 2003 with the then FIA has not been revised after the establishment of the new authority. A
revised draft version has been in the making for three years and the authorities are encouraged to
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finalize it.

There is other efficient cooperation mechanism between BNB and the enforcement authorities —
prosecutor’s office, national investigative authorities, special units for investigation, police authorities.
BNB is involved in providing expert assistance and analysis in complex and important cases for
embezzlement with EU funds, money laundering, financial fraud, cross border complex financial
transactions.

With a view to the powers of the FSC (Financial Supervision Commission) to exercise control only
over the non-banking financial sector, in order to broaden and improve the efficiency of the control
over the financial market, a Memorandum on Cooperation and Interaction with the Bulgarian
National Bank was also concluded.

EC13 Unless done by another authority, the supervisor has in-house resources with specialist expertise for
addressing criminal activities. In this case, the supervisor regularly provides information on risks of
money laundering and the financing of terrorism to the banks.

aD:;Cfrilnp;Iizgs The BNB has established the Special Supervision Directorate (SSD) for the supervision of banks for

re EC13 compliance with the LMML and the LMFT. SSD staff consists of experts who have been working in the
SSD for more than a decade. The SSD staff involved in the AML/CFT supervision has relevant
expertise to supervise the banks and relevant financial institutions for compliance with the AML/CFT
regulations. In addition, there are strict rules for the appointment of any new staff of SSD. All
personnel of SSD are required to have the highest level of professional standards and to abide
strictly by the Code of Ethics of BNB. All employees (excluding purely administrative staff) are
required to have the relevant university degrees in law, economics or international relations.

Staff is also trained to keep appraised of the last developments. BNB staff has taken part in annual
seminars and workshops organised by the IMF, Joint Vienna Institute, Banque de France, Deutsche
Bundesbank and De Nederlandsche Bank. During these training sessions the participants were
informed about the new trends of ML/FT and the best practices for ML prevention.

BNB conducts annual trainings to the benefit of banks'staff, especially for compliance officers. The
emphasis of these courses is on the risk-based approach, changes in legislation including at the EU
level, major deficiencies encountered during on-site inspections.

Assessment Largely compliant

of Principle

29

Comments

Bulgarian legislation provides adequate supervisory power for the supervisory bodies to monitor and
to ensure compliance of regulated entities with AML/CFT requirements. The inspection process of the
SSD is supported by a detailed AML/CFT methodology providing helpful tools and techniques,
including for sample testing. All banks have established AML units comprising between 2 to 15
people and appointed AML compliance officers. The FID, which is the primary authority for AML/CFT
surveillance is also equipped with proper methodologies and processes and also relies on the work
done by other supervisors, particularly the BNB. There is also a good cooperation between the FID
and the BNB, particularly for inspection planning. BNB's inspectors have the expertise and conduct
their inspections diligently and are equipped with state-of-the-art methodology. All things
considered, the assessors are of the opinion that the oversight of AML/CFT compliance in banks
meets most of the requirement under CP 29.

Below are certain aspects that would warrant further considerations from the authorities.
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The SSD's wide scope of activities beyond AML does not seen to be aligned with its current staffing.
Originally, the directorate was established for AML/CFT supervision only but progressively, as the
BNB mandate expanded, the directorate was assigned additional activities including transparency of
products'® related issues and compliance with deposit insurance rules to be performed together
with AML.

As a result, the same inspection report will address the entire spectrum of activities, including those
not related to AML, something rather unusual in assessors’ opinion. It is also important to note that
the employees of SSD are frequently asked to assist the law enforcement authorities and Bulgarian
Courts in investigations of ML cases. The SSD also carries out specific thematic inspections including
on-site checks in companies that could perform unauthorized banking activities. Against this
background, the assessors come to the conclusion that these activities should continue to be
addressed efficicently either by ensuring additional staff to be employed at SSD. Another option
would be to consider assigning these non-AML related activities to other directorates, perhaps
outside the BSD.

Another aspect worth mentioning is the separation existing between the oversight of AML and the
overall prudential supervision of banking risks. The SSD is indeed separate from the directorate
performing on-site prudential supervision.. Currently, in the report analyzing bank performance and
processes, all types of risks are analyzed except ML/TF risks, even for Operational Risks analysis. For
example, assessors could not find any reference to AML/CFT in the quarterly off-site reports,
CAMELOS analysis, and annual rating reports. In general, AML/CFT problems reflect deficiencies in
internal control, corporate governance, information systems, risk management and in assessors’
opinion, they should be taken into consideration as well by CISD staff in its supervisory review and
evaluation process. One way to achieve that is to hold formal regular meetings between the two
directorates and share AML inspection reports with the CISD. In 2014, at the initiative of the Deputy
Governor in charge of banking supervision, more communication has been established between the
SDD and the other directorates of BSD; the assessors welcome this major improvement. It is indeed
important to promote, on a systematic way, more information sharing between the AML inspectors
and the “prudential” inspectors (of the CISD) so that AML/CFT issues become part of the overall risk
analysis of the Credit Institution Supervision Directorate

Concerns still remain with respect to the identification of customers and beneficial owner. This aspect
has been confirmed by an external audit firm met by the mission as well as by the FID. The mission
also reviewed a collection of inspection reports in which BNB staff observed important weaknesses.
In a bank for example, much of the credit portfolio is formed by loans to off-shore entities and
companies with foreign registration “which (...) exposes the bank to high risk”; in another bank with an
important part of the corporate loan portfolio concentrated on borrowers with off-shore owners, the
credit files contain “almost no information about the owners of the offshore companies.” As already
discussed under CP 19 and 20, this issue warrants further attention. Most banks rely on the

108 E g., transparency of banking products and monitoring existing complaints’ handling procedures.
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declaration of customers on relatedness and UBO and also on public registers but do not seem to be
persistent enough to get all full information on the ultimate owner. The detection of problems shows
that the BNB is mindful of the situation; however, it would be desirable to provide clear instructions
to the banking industry for increasing their diligence in relation to KYC, especially for legal entity
located overseas.'” It would also make sense to suggest banks to share the BNB AML inspection
reports with their external auditors.

Sanctions applied so far do not seem dissuasive and deterrent. The maximum amount of fine as
stipulated in the LMML is 50,000 BGN (€25,000) which seems to be very low. Further, while the FID
has imposed fines, the number of penalties appears limited and amount of fines relatively low. The
FID has not utilized the other powers at its disposal either. The BNB on the other hand has not used
so far its wide power of art. 103 of the LCI for enforcing AML measures. All things considered, the
assessors come to the conclusion that enforcement of AML/CFT regulations is not deterrent enough
(see also CP 11 for more details).

Lastly, the MoU between the BNB and the FIU is no longer valid and a new one has been in the
making for about 3 years. It would be important to finalize this process, especially with the view to
encourage coordination particularly in areas where cooperation can be improved (e.g., exchange of
reports and formulation of enforcement strategy).

It is recommended to:

e Refocus the Special Supervision Directorate on its core AML mandate by assigning non-AML
related activities to other relevant BNB departments;

e Integrate AML/CFT into overall risk analysis of the Credit Institution Supervision Directorate.
e Improve the legal framewok regarding CDD

e Enhance cooperation and information exchange between the Special Supervision
Directorate and the Credit Institution Supervision Directorate, including sharing AML reports
with the CISD staff and discuss enfocement approaches to maximize effectiveness

e Increase sanctions in case of recurrent violations of AML/CFT regulation by the same
institution; and in severe cases, sanctions on directors and senior management may be
considered.

e Instruct the industry to establish more robust mechanisms to ascertain the true identity of
their customers, especially for legal entities located overseas with undisclosed UBO

e Recommend banks to share the BNB AML inspection reports with their external auditors (if
permitted by law);

e  Finalize the revision of the MoU with the FID.

1% Moneyval pointed out remaining difficulties in that regard. In its 2013 mutual evaluation report of Bulgaria, the
assessors made the following observation: “some difficulties still remain, mostly related to the concept of beneficial
owner which does not fully cover the natural person(s) who ultimately owns or controls a customer and/or the person
on whose behalf a transaction is being conducted.”
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N SUMMARY COMPLIANCE WITH THE BASEL CORE

PRINCIPLES

Core Principle

Grade

Comments

1. Responsibilities, objectives and
powers

LC

Within the Banking supervision Department, the Special
Supervision Directorate (SSD) has been assigned multiple
activities (e.g., inter alia, transparency of products and
monitoring of consumer trends) that go beyond its
primary objective of ensuring integrity in the banking
sector. These non-supervisory activities do not permit an
adequate allocation of resources for supervision
purposes and distract SSD staff from its core objectives.

The BNB is not empowered to require a bank to change
its internal organization or structure. The power to
dismiss senior management does not seem to apply to
other staff, particularly to risk officers and other relevant
staff holding important functions in a bank (Compliance,
Risk Management, AML and Credit Officers).

The current legal regime provides the authorities
insufficient scope to manage a crisis fully effectively.
As evidenced during the KTB collapse, the BNB does
not have sufficient options in order to cooperate and
collaborate to achieve the orderly resolution of a
bank.

2. Independence, accountability,
resourcing and legal protection for
supervisors

MNC

The internal governance procedures of the BNB with
respect to banking supervision place weight on a single
individual — the Deputy Governor for Supervision. The
internal governance procedures do not ensure clarity of
communication and escalation of issues when problems
emerge and do not ensure transparency and appropriate
checks and balances in the overall decision making
process. The legal structure of the governance
arrangements provides no options for the effective
delegation of supervisory powers if the Deputy Governor
for Supervision becomes unavailable or incapacitated for
whatever reason.

The supervisory staff of the BNB enjoys a high, and in the
view of the assessors, a deserved reputation for their
professional skills and dedication. Nevertheless there are
a number of factors that will undermine this valuable
reputation.

Resources are insufficient for the range and nature of the
tasks the BNB must carry out for effective supervision.
This insufficiency adversely affects the numbers of staff
as well as their continued training and the IT capabilities
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Core Principle

Grade

Comments

that are available to them. There are some specialist
skills, notably IT and also quantitative, that are in too
short supply.

There is currently no mapping of the skills that are
needed in the evolving supervisory processes and
assessing the skills of the staff against these needs and
ensuring that a strategy is in place to remedy any such
gaps.

While legal protections are in place the BNB is not
obliged to cover the legal costs faced by a staff member
should a lawsuit be brought.

3. Cooperation and collaboration

LC

There is no formal mechanism of cooperation between
the BNB and the MoF particularly for bank resolution. For
AML/CFT related issues, the current MoU governing
cooperation and information exchange between the BNB
and the Financial Intelligence Directorate (FID) is no
longer valid. The MoU signed in 2003 with the then
Financial Intelligence Agency has not been revised after
the establishment of the new authority (FID). The current
mechanism for cooperation and information sharing
between the BNB and Bulgarian Deposit Insurance Fund
signed in November 2009 is now outdated. In the area of
external audit, there is no MoU between the BNB and the
Commission for Public Oversight on Statutory Auditors
(COPSA).

4. Permissible activities

5. Licensing criteria

LC

Regarding the concepts of indirect holding and
beneficial ownership, the Law on Credit Institutions (LCI)
does not provide a specific definition of Ultimate
Beneficial Ownership (UBO).

There is no provision in the LCI requesting the BNB to
determine, where appropriate, that legal, managerial,
operational and ownership structures of a bank will not
hinder effective implementation of corrective measures
in the future.

For assessing the "propriety" of prospective
administrators, the BNB form does not require
information about administrator’s income and assets.
The types of supporting information that the applicant
should provide to establish the legitimacy of funds are
not specified in the law or the ordinance. There is no
further due diligence to ascertain the reputable source of
funds, beyond the analysis of financial statements and
the terms of the written declaration.
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Core Principle

Grade

Comments

Individual Board members or the Board collectively are
not required to have a sound knowledge of the material
activities that the bank intends to pursue, and the
associated risks.

There is no formal mechanism for interviewing applicants
after the application if formally submitted to the BNB. A
“preliminary consultation” is possible during the
preparation of the file but not mandatory.

BNB has not put in place a specific mechanism by which
the BNB staff monitors the progress of new entrants in
meeting their business and strategic goals.

6. Transfer of significant ownership

MNC

BNB's powers appeared limited over shareholders who
no longer meet the requirement for holding equity in
banks. The LCI does not contain a provision requiring
banks to notify the supervisor as soon as they become
aware of any material information which may negatively
affect the suitability of a major shareholder or a party
that has a controlling interest.

7. Major acquisitions

LC

Acquisitions of banks in non-financial companies do not
require notification —even ex post- to the BNB and thus
are not subject to supervisory approval. The BNB has not
established any particular protocol or procedures in
relation to major acquisition of banks in non-financial
companies. As a result, the BNB seems to lack the ability
to (i) assess compliance with the limits (established by
art. 89 of the EU Regulation (EU) No. 575/2013), (ii)
determine whether an investment in or a major
acquisition of a non-banking company does not pose a
risk to the group and (iii) ascertain that the bank has the
ability to manage the risk. There is no explicit provision
whereby the supervisor determines, where appropriate,
that new acquisitions and investments will not hinder
effective implementation of corrective measures in the
future.

8. Supervisory approach

LC

The BNB employs sound methodologies for the analysis
and assessment of individual banks and banking groups.
This work is strongly enriched by the efforts of the
macro-prudential and financial stability directorate. The
work on resolution is lagging due to late transposition of
the BRRD as the tasks around resolution planning cannot
be completed until the law is in place. It is noted that the
BNB has not waited for the BRRD and had already
commenced its work.
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Core Principle

Grade

Comments

9. Supervisory techniques and
tools

LC

The supervisory approach in the BNB relies to a very
significant, though not inappropriate, extent on
determinations and verifications performed by the on-
site inspections. It is important for the BNB to maximize
the effectiveness of its risk based approach to
supervision and consider the use of tools and techniques
it has not taken advantage of in the past. While
communication with banks is broadly satisfactory there is
scope for enhancement. There is particular scope for
improvements in the internal organization and processes
of the banking supervision function to ensure
consistency and quality control as well as internal
communication. As also considered under CP2 it is
questionable that there are sufficient resources available
to conduct a fully effective supervisory program, not
least given the greater demands of supervisors
stemming from the international regulatory reform
agenda and the continuing attention needed to post-
crisis events in Bulgaria. Lack of sufficient personnel
makes the case for a stronger IT capability even more
relevant and potentially urgent.

10. Supervisory reporting

The requirements associated with supervisory reporting
are now predominantly governed by a harmonized EU
regime. In this context, it is noted that the reporting
regime is going through a transitional phase. There are
some gaps which are reflected in the associated risk
principles.

11. Corrective and sanctioning
powers of supervisors

MNC

Enforcement of prudential regulations is not effective
enough. BNB approach has mainly consisted in issuing
written orders. The BNB response is not increased when
a bank ignores repeatedly BNB’s recommendations and
written orders.

There is almost no cases over the past five years where
the BNB took sanctions to deter recurrent violations and
persistent offenders.

The BNB does not have in-house methods or criteria that
could provide senior management minimum guidance
on how to apply criteria for sanctions, particularly for
setting the quantum for fines. The imposition of
sanctions and determination of their amount is judged
from the Deputy Governor in accordance to the weight
and seriousness of the violation and the whole behavior
of the bank. However, there is no link between certain
violations and certain sanctions and no remedial action
thresholds at which supervisory action is required. This
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Grade
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does not guarantee a consistent approach and equality
of treatment.

An adequate framework geared towards resolving banks,
including the preparation of recovery and resolution
plans is still an important missing element. As a result,
the BNB is not in a position to cooperate and collaborate
with relevant authorities in deciding when and how to
effect the orderly resolution of a problem bank.

12. Consolidated supervision

LC

In case of mix holding companies, the leasing, factoring
and consumer finance companies are not captured into
the perimeter of consolidation. The BNB under his
capacity of home supervisor has not visited the foreign
offices of Bulgarian banks located abroad. There is no
authority assigned to do fit and proper reviews on an
ongoing basis of owners and senior management of
non-financial holding companies.

13. Home-host relationships

The BNB's role is primarily that of a host state supervisory
authority within the EU and the supervisor enjoys good
relationships with its peer authorities. Industry
representatives commented favourably on the quality of
coordination and decision making between the BNB and
other supervisory authorities.

14. Corporate governance

MNC

Despite the quality of the BNB's policy awareness of
corporate governance in banks, corporate governance
practices in the banking sector are still in the process of
transition and require closer attention and possibly
deepening of the skillset by the BNB. This vulnerability
affects not only this CP but elements of all the risk
focused CPs. As observed in CP2, the BNB does not yet
have a policy of systematic Board level contact which is
advocated by most advanced jurisdictions.

15. Risk management process

LC

As with corporate governance, risk management is in a
state of evolution. The BNB has done much to ensure
that risk management architecture is being put into place
but needs an enhanced focus to ensure that the risk
management processes are being fully embedded and
effective. The BNB has not yet been able to finalize its
work on contingency planning and recovery plans with
the banks.
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16. Capital adequacy

There has been a case where despite multiple orders
from the BNB, an institution has failed to comply with
the Central Bank instructions. In 2004, the BNB warned
that despite the capital base increase, the capital
adequacy of the said bank would fall below the
regulatory minimum level “under an adequate credit risk
assesement” and that again, the institution needs to
increase its capital.

17. Credit risk

The BNB demonstrates and enjoys a high reputation in
the market for the quality of its oversight of credit risk
which is the central risk of the banking sector. There are
a number of vulnerabilities to bear in mind but these are
addressed in the relevant associated CPs, namely
corporate governance (14), concentration risk (19),
related parties (20) and supervisory techniques (9).

18. Problem assets, provisions, and
reserves

LC

The BNB can no longer require banks to hold supervisory
provisions against problem exposures. Nevertheless, the
BNB is closely monitoring the behavior of banks'’
portfolios against which (system wide) BGN 2bn had
been held. The BNB has not yet adopted the formal use
of pillar 2 powers in respect of problem exposures to
require banks to hold more capital against problem
assets. The vulnerabilities noted in CP 17 for credit risk
apply here too and are also addressed in the relevant
associated CPs, namely corporate governance (14),
concentration risk (19), related parties (20) and
supervisory techniques (9).

19. Concentration risk and large
exposure limits

MNC

The KTB collapse revealed supervisory shortcomings
particularly for the supervision of concentration risk and
related-party lending in the bank. Effectiveness of the
LEL regime is still compromised by local practices (e.g
banks using several strategies to circumvent the LEL
regulation).

Determination by banks of relatedness between
customers connected economically is not optimal.
Besides, the lack of transparency in ownership structure
of companies (sometimes located overseas, including in
off-shore centers) undermines even further the
understanding of connectedness and as a result of
concentration risks.
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20. Transactions with related
parties

MNC

The law on credit institutions does not specify the types
of transactions that give rise to related parties exposures.
Banks are not diligent enough in identifying their
customers up to the ultimate beneficial owner
(particularly for legal entity located overseas); as a result,
connectedness between parties or group of affiliates is
seriously handicapped.

The LCI is not clear enough about (i) the conditions to be
applied to write-off of related party transactions or (ii)
the inclusion of key risk takers such as credit officers,
their direct and related interests in the list of related
persons.

It is not clear in the law whether prohibition for any
administrator "who has a business interest in the
conclusion of a particular transaction” to participate in
the decision also applies to any decision/resolution
governing the interest rate and repayment of a loan. In
addition, the fact that transactions with related parties
must not be undertaken on more favorable terms than
corresponding transactions with non-related
counterparties is not as explicitly laid out in the law as it
should be.

21. Country and transfer risks

MNC

Bulgaria does not have a regulation on country and
transfer risks;

Banks should stress country risk beyond running a
stress test by location and also stress transfer risk as
such.

EBA Guidelines for the SREP process are yet to be
implemented. A revision of the BNB's internal
manual for the SREP process is envisaged but has
not been finalized.

The legislation framework does not require
explicitly that banks’ Management Board approves
strategies, and policies concerning country and
transfer risk.

22. Market risk

Market risk represents a very small element of the risk
profile of the banking system. At present the skill set of
BNB staff is adequate to assess the prudential risks but it
is important for BNB to monitor the need for additional
skills in this field very closely.
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23. Interest rate risk in the banking
book

The BNB regard interest rate risk in the banking book as
an extremely significant risk and welcome current Basel
Committee work that might lead to a Pillar 1 capital
charge.

24. Liquidity risk

The BNB has a good understanding of liquidity risk and
was an early adopter of the Basel 2008 standards on
liquidity risk management. Banks have been subject to
enhanced liquidity reporting since the EU sovereign crisis
in 2011 and daily reporting since the liquidity stress of
2014. The LCR and NSFR are due to come into force
according to the timetables set out in the CRR.

25. Operational risk

LC

The Special Supervision Directorate (SSD) originally set
up for AML/CFT oversight has been assigned too many
activities not related to supervision (including
transparency of products). This does not ensure proper
allocations of resources and distract the SSD from its
core mandate. There is limited cooperation and
information exchange between the Supervision of Credit
Institutions Directorate and the SSD. AML/CFT issues are
not integrated into the overall supervisory review and
evaluation process. No sanctions have been applied by
the BNB for AML matters and very few by the FID. Bank's
practices to establish the true identity of their customers,
especially for legal entities located overseas with
undisclosed UBO, are questionable.

26. Internal control and audit

LC

The significance of internal controls is fully recognized by
the BNB and is incorporated into the composite risk
assessment of the banks, but the quality of work in this
area notably lacks the depth of attention of other risk
areas, and is at risk of lagging peers and potentially
missing emerging weaknesses in some banks.

27. Financial reporting and external
audit

MNC

The BNB has some powers and authority with respect to
external auditors but there are important deficiencies.
The BNB has no authority to insist on the rotation of an
auditor (either of the firm or the senior partner). Also, the
BNB has no access to the auditor working papers,
including the management letter submitted to the
audited bank. In terms of supervisory practices, the BNB
has to date had a somewhat remote relationship with the
external audit community. The depth of understanding of
IFRS throughout the BNB supervisory staff may be not be
as strong as needed.

28. Disclosure and transparency

The BNB, as a supervisory authority, provides a wide
range of data on the condition of the banking sector,
including bank by bank breakdown. The quality and
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Core Principle Grade Comments
utility of the BNB disclosure practices was praised by a
number of market participants.

29. Abuse of financial services LC The Special Supervision Directorate (SSD) originally set

up for AML/CFT oversight has been assigned too many
activities not related to supervision (including
transparency of products). This does not ensure proper
allocations of resources and distract the SSD from its
core mandate. There is limited cooperation and
information exchange between the Supervision of Credit
Institutions Directorate and the SSD. AML/CFT issues are
not integrated into the overall supervisory review and
evaluation process. No sanctions have been applied by
the BNB for AML matters and very few by the FID. Bank's
practices to establish the true identity of their customers,
especially for legal entities located overseas with
undisclosed UBO, are questionable.
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I RECOMMENDED ACTIONS AND AUTHORITIES'

COMMENTS

A. Recommended Actions

Recommended Actions to Improve Compliance with the Basel Core Principles and the Effectiveness of
Regulatory and Supervisory Frameworks

Reference Principle

Recommended Action

Principle 1

Refocus the activity of the Special Supervision Directorate (SSD) on its
core mandate of financial integrity; this can be achieved by assigning
non-supervisory activities (e.g., transparency of products, monitoring of
contribution to the Deposit Insurance Fund) to other Directorates,
preferably outside the Banking Supervision Department.

Empower the BNB to require banks to change their internal organization
or structure and to dismiss staff (other than senior management) such as
risk officers and other relevant staff holding important functions in a bank
(Compliance, Risk Management, AML and Credit Officers).

Principle 2 Independence,
accountability, resources

Revise the internal governance design of the BNB for banking supervision,
through legal amendment as necessary, to ensure that significant powers
are not vested in a single individual. Ensure that there are clear checks
and balances in decision making processes, including transparency and
challenge processes. Ensure that the absence or unavailability of any one
individual will not prevent the full and effective use of all of the BNB's
supervisory powers.

Ensure that the Governing Council is supplied with timely information in
respect of major developing supervisory issues including advance
information on any changes of control or corrective actions, so that it is
well placed if becomes necessary to make major decisions at critical
junctures — including licensing, revocation, conservatorship and issuance
of prudential regulation.

Increase resource allocation to banking supervision to:

- Ensure sufficient skilled personnel available to conduct a full
program of on-site inspections.

- Ensure sufficient representation of skill-sets, including IT,
quantitative and models analysis and IFRS. Training and
recruitment will both be needed.

- Upgrade the IT capability available to supervisory staff so that
they can effectively and efficiently make use of the range of data
and information that is submitted to the BNB. This upgrade
should be wider than replacing functionality that was lost due to
the regulatory changes.

Carry out a mapping of the skills that are needed in its supervisory
process, taking into account the fact that the nature and volume of
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demands required in supervision are continuing to increase and evolve,
not least as a result of the international regulatory reform agenda. Identify
a clear current and projected assessment of any skills gaps and put in
place a strategy to address such gaps.

Ensure that the BNB will cover the legal costs faced by a staff member
should a lawsuit be brought against the staff member.

Principle 3

Establish mechanisms for cooperation between the BNB, the MoF and
other financial institution regulators to undertake recovery and resolution
planning.

Speed up the revision of the MOU with the Bulgarian Deposit Insurance
Fund.

Finalize the new MoU between the BNB and the Financial Intelligence
Unit.

Explore the possibility to sign an MoU with the Commission for Public
Oversight on Statutory Auditors (CPOSA).

Principle 5

Include in the LCI a clear definition of UBO in consonance with the
definition provided by the AML law.

Enhance BNB due diligence with respect to the origin of funds used for
disbursement of capital (including liaising with the FIU and the Police
(criminal records registry, Interpol office).

Establish formal mechanism for interviewing applicants after the
application if formally submitted to the BNB. The content and objective of
these interviews should also be specified and made mandatory.

Establish formal procedures to subject the newly established bank to
follow up on-site inspection to ascertain that the bank is performing
according to the terms and conditions of the license.

Include in the relevant regulation a provision requiring the individual
Board members or the Board collectively to have a sound knowledge of
the material activities that the bank intends to pursue, and the associated
risks.

Principle 6

Provide BNB more powers over shareholders who no longer meet the
requirement for holding equity in banks.

Include in the law a provision requiring banks to notify the supervisor as
soon as they become aware of any material information which may
negatively affect the suitability of a major shareholder or a party that has
a controlling interest.

Principle 7

Subject any major acquisition to a formal follow up mechanism to
ascertain that the new activities acquired do not expose the bank to
undue risks.

Subject major acquisitions in non-financial companies to enhanced BNB
scrutiny, in particular with respect to the compliance with limits. BNB also
needs to know that (i) the structure will not bring additional risks and (ii)
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actions can be taken to mitigate riks.

Explore the possibility to set restrictions for major acquisitions in non-
financial sectors deem to pose particular concern.

Establish an explicit provision by which the supervisor determines, where
appropriate, that new acquisitions and investments will not hinder
effective implementation of corrective measures in the future.

Principle 8

Complete resolution assessments once the BRRD has been transposed.

Refresh internal crisis management handling framework ensuring any
lessons learned from the events of 2014 have been reflected.

Principle 9

Improve the system for information sharing between the BNB banking
supervision directorates, not limited to contact between the directors, but
also based on a stock-take and review of common issues and information
needs, so that all relevant information is shared in a timely manner and
can inform the wider supervisory process.

Initiate a more intensive program of communication with the supervisory
and management boards of the banks. Please see CP14.

Ensures that the composition of inspection teams in the credit institution
supervision directorate, and special supervision directorate, do not remain
static over time.

Introduce quality assurance procedures to ensure that the underlying
practices and quality of work carried out by the different inspection teams
is of sufficiently high standard.

Carry out horizontal reviews on key risks identified in the banking sector.
Ensure key findings are communicated back to the banks as necessary.

Consider the use of external experts to ensure that opportunities are
taken where possible to support supervisory analysis and insight.

Dedicate the resources for a major upgrade to the systems available to
the supervisory staff to ensure staff have the ability to interrogate
supervisory data more effectively, and to integrate supervisory data
automatically with other supervisory systems. Please see CP2.

Establish a unit or committee mandated to review of supervisory
processes and practices. Such an exercise should be carried out in tandem
with an upgrade of the IT/data system. Please see CP2

Require banks to notify the BNB in advance, not retrospectively, of any
substantive changes in their activities, structure and overall condition, or
as soon as they become aware of any material adverse developments,
including — and not limited to - breach of legal or prudential
requirements.

Principle 10

Carry out a review to ensure whether current efforts to determine the
validity and integrity of supervisory information are sufficient.
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Principle 11

Set internal guidelines to assist the Deputy Governor in determining the
most adequate response in case of breach or violation of the laws or
regulations.

Apply gradual response when a bank is not complying with BNB
recommendations.

Take more forceful actions against persistent offenders.

consider broadening the circumstances uner which a bank can be placed
under Special supervision regime.

Principle 12

Perform more frequent visits in branches and subsidiaries of Bulgarian
banks located in and outside the EU.

Capture leasing, factoring companies and consumer finance companies
into the perimeter of consolidation in case of mix holding companies.

Identify the authority to do fit and proper reviews on an ongoing basis of
owners and senior management of non-financial holding companies.

Principle 13

When the BRRD is transposed, complete any outstanding processes
necessary to support cross border resolution planning acting in the
capacity of the host state supervisor. It is acknowledged that the BNB is
likely to be the new resolution authority for banks, but remarks addressed
to the resolution authority are beyond the remit of a BCP assessment.

Principle 14

Ensure the BNB has the requisite powers to require changes to the
composition of a Board where an individual or individuals have failed to
discharge their corporate governance responsibilities effectively.

Ensure banks are required to notify the BNB and that — as necessary —
legal protections are in place to protect individuals who notify the BNB if
there are material issues that would affect the fitness and propriety of the
Board member or member of senior management.

Refresh Ordinance 10 to elaborate more clearly on the BNB's
requirements and expectations in the field of corporate governance.
Institute systematic senior level contact between the BNB and the Boards
of the banks, to reinforce priority messages, deepen the overall
assessment of the Boards' qualities and capacities and as necessary to
challenge the banks.

Greater frequency of assessment of corporate governance is needed. In
view of overarching resource constraints, this may be an appropriate
topic for a horizontal review.

Deepen the RAS Manual to provide greater guidance to inspectors in
testing the quality of corporate governance within firms and in how to
reflect their findings in the overall analysis, ratings and supervisory
actions.

Principle 15

Review the proportion of resource dedicated to risk management - and
internal control — in their on-site programs.

Consider the use of horizontal reviews into the state of risk management
in the banking sector.
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Revise Ordinance 10 to confirm and enhance supervisory requirements in
risk management.

Review the RAS Manual to provide greater guidance to inspectors in
testing the quality of risk management within firms and in how to reflect
their findings in the overall analysis, ratings and supervisory actions.

Principle 16

Take proper action over a particular institution to ensure that capital is
increased at appropriate level.

Principle 18

Assess, and be ready to operationalize the Pillar 2 approach for banks
which are demonstrating weaknesses in respect of problem exposures.

Consider the use of horizontal reviews into the state of NPL management
in banks, paying particular attention to any banks whose data indicates
that they are outliers in terms of performance.

Principle 19

Conduct an horizontal review across the industry to verify degree of
conformity with LEL requirements.

Instruct the industry to increase efforts in establishing clear
understanding of customers’ ownership structure, especially for
companies located abroad.

Take forceful measures against banks to promote effective observance of
risks concentration limits.

Principle 20

Define in a regulation or guidelines the types of transactions giving rise
to related parties exposures.

Enhance surveillance of related parties’ transactions across the industry
via a transversal inspection.

Provide recommendations to the industry to be more diligent in
identifying their customers up to the ultimate owner (particularly for
legal entity located overseas, including in off-shore centers).

Principle 21

Adopt a regulation on country and transfer risks;
Include country and transfer risk in bank’s stress testing

Implement the EBA guidelines for the SREP process to ensure proper and
timely country risks coverage

Principle 22

Review on an annual basis, at a minimum, whether a market risk specialist
is required to augment the inspection and analytical capabilities in
respect of the major banks who are using internal market risk models,
albeit not for regulatory purposes.

Principle 23

Place more emphasis on ensuring the consistency in the quality of off-site
analysis.

Principle 24

In due course implement the LCR and NSFR.

Principle 25

Make Operational Risk on-site surveillance more systematic
Issue a regulation subjecting banks to have appropriate reporting
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mechanisms to keep the supervisor apprised of developments affecting
operational risk.

Increase the level of expertise of BSD staff, especially in the area of IT.

Require banks to notify the BNB in case of major operational risk event.

Principle 26

Revise Ordinance 10 to confirm and enhance supervisory requirements in
internal controls

Refresh the RAS Manual in respect of internal controls

Principle 27

To the extent consistent with the EU framework, ensure the BNB has the
clear ability to insist on a change of auditor in the wake of poor quality
audit or other supervisory concerns, the right to insist on the rotation of
the audit firm and of the senior partner, and right of access to audit
working papers and the audit letter to the management.

Establish a framework for a regular dialogue, both at a collective level and
in respect of individual institution level. In view of the forthcoming
challenges of implementing IFRS 9 this dialogue will be particularly
valuable.

Perform a skills mapping and needs assessment for BNB staff in respect of
understanding of IFRS and take steps to ensure investment in training and
recruitment as required, not least in view of the forthcoming IFRS9.

Principle 29

Refocus the Special Supervision Directorate on its core AML mandate by
assigning non-AML related activities to other relevant BNB departments.

Enhance cooperation and information exchange between the Special
Supervision Directorate and the Credit Institution Supervision Directorate,
including sharing AML reports with the CISD staff and discuss enfocement
approaches to maximize effectiveness

Integrate AML/CFT into the overall risk analysis of the Credit Institution
Supervision Directorate.

Increase sanctions in case of recurrent violations of AML/CFT regulation
by the same institution, and in severe cases, sanctions on directors and
senior management may be considered.

Instruct the industry to establish more robust mechanisms to ascertain
the true identity of their customers, especially for legal entities located
overseas with undisclosed UBO.

Recommend banks to share the BNB AML inspection reports with their
external auditors (if permitted by law).

Finalize the revision of the MoU with the FID.
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B. Authorities’ Response to the Assessment™”’

The Governing Council of the Bulgarian National Bank appreciates highly the technical support
provided by the representatives of the IMF and World Bank in relation to the fulfillment of the
Basel core principles for effective banking supervision (the BCP assessment). It must be noted
that all of the discussions, meetings, inputs, analysis and comments made during every stage of
the process (i.e. the self-assessment, the on-site visit and the peer review) brought forward
essential added value to the effectiveness of the supervisory process and the collective
knowledge of BNB staff in the field of banking supervision. Therefore, the Governing Council of
the BNB has taken into account and carefully considered every single recommendation drafted
by the staff of the IMF and WB, and as a result we have prepared an indicative list of immediate
action points or future arrangements towards increasing compliance with the Basel Core
principles for effective banking supervision. We believe that outlining and prioritizing the
necessary steps for future actions or improvement will foster the increase in the quality,
timeliness, accuracy and reliability of the effective supervision process.

The Governing Council of the BNB notes that increased transparency and disclosure of the work
of the central bank is of crucial importance for the effective functioning of the financial sector
and raising the general awareness of the public. Therefore, the Governing Council approves the
publication of the full version of the report—i.e., Detailed assessment report (DAR), which
includes the BNB's self-assessment and the assessment and recommendations of the IMF and
World Bank, and the compliance grades on the principles (the ratings). The Governing Council
considers that the assessment of IMF and World Bank provide an impartial justification of the
essential compliance with the internationally accepted standards in the field of banking
supervision, as well as evidences the nature, scale and intensity of the daily efforts which the
staff of the Banking supervision department brings in the process of safeguarding financial
stability.

General remarks

1. The 2012 update of the Basel core principles for effective banking supervision introduced
important enhancements into the individual Core Principles, particularly in those areas that
are necessary to strengthen supervisory practices, risk management, corporate governance,
public disclosure and transparency. The newly introduced requirements represent essential
challenge to supervisors worldwide and require adopting a long-term approach, towards
gradually reaching compliance, spanning outside a horizon of 4-5 years. Still there is
relatively scarce data on best practices around the world or comparison between supervisory
approaches, in order to foster the development of appropriate benchmarks for judging

19 1¢ ho such response is provided within a reasonable time frame, the assessors should note this explicitly and

provide a brief summary of the authorities’ initial response provided during the discussion between the authorities
and the assessors at the end of the assessment mission (“wrap-up meeting”).
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efficiency and compliance of supervisory regimes. In this regard, it will be of valuable
importance that the IMF and World Bank continue to analyze different supervisory
approaches and disclose the results from those assessments, in order to build larger sample
of practices, representative enough to outline the main tendencies or tools for reaching
convergence with the Core principles.

2. The Bulgarian National Bank is a competent authority located in an EU Member state. As
such, it is bound to comply with all relevant and applicable EU legislation in the field of
banking services referring to capital requirements, risk management, bank recovery and
resolution, depositor protection, etc. In that regard, the BNB strongly respects the concepts
of the Single rulebook and the harmonization of supervisory practices across EU, which
accelerated recently by the introduction of the new regulatory packages according to
CRD4/CRR, BRRD, DGS and all related Commission binding technical standards. Those acts
build the core of the local supervisory model and provide high-level guidance on the best
practices and approaches which should be followed in order to achieve full supervisory
convergence. Despite the fact that during the years the EU framework tries to closely follow
the work of the Basel Committee, there have always been differences in certain areas (e.g.,
minimum capital requirements, quality of elements of capital, frequency of reporting,
liquidity management, exposures to related parties), stemming from the nature of the
integrated EU market and the specificities of the regulatory process in the EU. Therefore, for
some areas or recommended improvements it is difficult or even impossible to impose
stricter requirements, compared to the applicable EU framework, since every case of gold
plating of the Single rulebook is being put under scrutiny by other EU institutions/bodies. In
this regard, the BNB strives to maintain an appropriate balance between full compliance with
EU framework and the improvement of the effectiveness of the supervisory approach in
deficient areas.

3. Reaching maximum convergence with the Basel core principles is an important, but also
time-consuming and resource-demanding task. Some of the principles require rigorous
changes not only in the supervisory model, but also influence significantly the banking
sector and the currently utilized banks’ business models, most of which are predetermined
by foreign parent-entities. Therefore the degree of compliance with BCP is also dependent
on external factors, some of which are outside the immediate direct control of the supervisor
- the nature of the business models in the banking system, ownership structure, current
economic conditions, the effectiveness of the judicial system, the intensity of cross-border
flow of capital and the phase of the business cycle. The removal of such limitations requires
persistent successful efforts and focused actions in several key areas spread over longer time
scale. These efforts must however take into account the significant disproportion of the
capacity and resources of the supervisors compared to the capacity and resources of the
banking system.

4. During the process of the BCP assessment the Bulgarian state, in cooperation with the BNB,
speeded up the process of adoption of key sectoral legislation in the field of Deposit
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protection and Bank recovery and resolution, which regulatory packages address some of
the diagnosed deficiencies in the IMF/WB analysis. As of 30-Jul-2015 the implementing acts
or those regulatory packages were voted and adopted by the National Assembly and have
entered into force as from 14 August, 2015.

5. During the process of the assessment the BNB has also initiated several important
supervisory initiatives, the effect of which is expected to materialize in a mid-term. In this
regard, further compliance with the Basel core principles in the area of risk management,
corporate governance and transparency is expected to be achieved after the results and
findings from these supervisory initiatives are being enforced or taken into account. More
specifically, in 2015-2016 the BNB is going to carry out comprehensive analysis of the asset
quality in the banking system (AQR exercise) and will perform stress tests in order to make a
thorough analysis of the adequacy of the banks’ approaches for valuation of assets and
collaterals as well as the reliability of the accounting impairments. As a result of the analysis,
certain measures for capitalization of the banking system are going to be identified, if
necessary.

Specific remarks and comments

1. Institutional setting of the Bulgarian National Bank and the banking supervision
function - powers and functions, independence and accountability, resources,
cooperation and collaboration (Principles 1 - 3)

e The Bulgarian National Bank (BNB) will review the current role and responsibilities of the
"Banking Supervision Department" in the light of the significantly changed supervisory and
regulatory environment after the financial crisis and the consequent increase of work and
responsibilities and will take immediate actions to change the resource allocation, including the
appointment of narrow specialists in specific areas.

e The BNB accepts the findings related to the perceived need to strengthen the supervisory
capacity by attracting additional staff and developing technical tools. The BNB assumes that
these actions stem not only from the deficiencies discovered during the assessment, but are of
key importance for supervisory activities in those areas which, although awarded estimates
LC/C, are with serious deficiency in staffing. The progressively increasing processes of EU
regulatory harmonization, complexity of tasks, information flows and the sophistication of the
supervisory process require sufficient number of staff. There is an increasing need for
implementation of advanced approaches and expertise related to inspection process, risk
modelling, simulations, strategic regulatory analysis, impact assessment of new regulations,
maintaining communication with external institutions, macro-prudential and financial stability
analysis and combatting money-laundering. Currently, all those areas are covered by a very few,
although highly qualified experts.

e The BNB will undertake structural changes in the "Banking Supervision Department,” in
particular the separation of the functions of offsite and on-site supervision. Thus inspectors will
focus on on-site examinations, and accordingly the employees who perform offsite analysis will
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3.

have enough time to focus on the performance of monthly and quarterly analyses of good
quality, also aimed at early identification of risks and structural problems in the balance sheets
and business models of credit institutions.

e The BNB will review the role of the Governing Council of BNB in the process of developing
policies and control of the supervisory activity, as well as its knowledge of the main findings
and results of the ongoing supervisory review process.

¢ In connection with the entry into force in 2015 of the Law on Recovery and Resolution of
Credit Institutions, the BNB will create and organize a new functionally separate unit, which will
be delegated the functions of a designated resolution authority in accordance with Directive
2014/59/ EU.

¢ The memorandum of cooperation and understanding with the Bulgarian Bank Deposit
Guarantee Fund is going to be updated.

Permissible activities, licensing criteria, major acquisitions and transfer of significant

ownership (Principles 4 - 7)
e The BNB is going to review the legal basis in order to introduce further improvements in
relation to examination of the origin of funds.
e BNB will take into account the recommendations on the creation of a legal possibility to use
a single definition of "ultimate owner" in Law on Credit Institutions (LCI) and Law on the
Measures against Money Laundering (LMML), on the introduction of a procedure for
conducting interviews with candidates for the Board of Directors or the Supervisory Board, and
on the monitoring of the activities of newly licensed banks in relation to compliance with the
conditions under which the license was issued.
e BNB will takes into account the recommendations to introduce a provisional requirement
shareholders to qualify for subscription of shares in banks at any time after a bank is licensed,
and a provisional requirement banks to notify the supervisory authority as soon as they have
been aware of material information related to a large shareholder or a person exercising control
which could have negative implications.
e The supervisory review processes regarding any larger acquisitions or mergers in the
banking sector will be enhanced.
¢ In terms of quality assurance of the management bodies of banks, BNB will comply with the
upcoming Guidelines of the EBA, which will be adopted in accordance with the mandate of
Article 91, paragraph 12 of Directive 2013/36/EC, on appropriate knowledge, skills and
experience of the management body as a whole.

Supervisory process and corrective and sanctioning powers of supervisors (Principles 8, 9

and 11)

e The BNB is foreseeing developing an administrative capacity related to the functions of early
intervention, recovery and coordination of the restructuring measures, including stricter
sanctions on banks for non-compliance with regulatory requirements.

e Steps for updating of internal procedures related to exchange of information between
directorates in “Banking Supervision Department” has already been taken. A priority will be
deepening the dialogue between “Banking Supervision Department” and senior management
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of banks by providing both mandatory annual meetings, as well as more frequent thematic
meetings.

¢ Rules for the rotation of members of the teams for on-site inspections and off-site
supervision will be developed, as well as a change to the approach for the establishment of
supervisory teams will take place.

e The BNB is committed to reviewing, updating and harmonizing of current internal manuals
(Manual for the banking supervision process, Manual for supervisory review and evaluation,
Manual for risk assessment system and Manual for internal analysis of capital adequacy).

e The BNB is considering an enhanced usage of external experts/persons to perform
appraisals and assessment of the values of assets and collaterals, immovable property,
impairments, perform IT audit or for other purposes during on-site inspections. Cost coverage
for these services can be transferred to the bank under examination, as is the practice in many
European countries.

e The BNB will reconsider the allocation of information resources in the “Banking Supervision
Department” and will prepare a proposal for streamlining the process of introducing new
systems, maintenance, storage and use of information by the different units of the Department.
e Implementing enhanced monitoring of the obligation for notification by banks of substantial
changes in business model, organizational and management structure, risk profile, composition
of assets and liabilities, change in strategy and etc.., as well as undertaking corrective actions
and sanctions if this doesn't happen.

e The Bulgarian National Bank will hold a thorough discussion of the options for ensuring to
the Deputy Governor heading "Banking Supervision" a guidance on selecting the most
appropriate compulsory administrative measures and administrative penalties. It is envisaged to
implement an approach for escalation with regard to the imposition of administrative
compulsory measures.

e The regime of special supervision, set out in the LCI, will be clarified in order to adequately
cover all these cases outside of the implementation of the resolution measures under the new
law on recovery and resolution of credit institutions and investment firms.

Consolidated supervision and home-host relationships (Principles 12-13)

e The supervisory process will be extended towards additional and ancillary banking services
or activities to enable the strengthening of the BNB in terms of supervision on a consolidated
basis.

Enhancing Corporate governance (Principle 14)

e The BNB is going to take the initiative to extend its powers for imposing requirements on
banks related to changes in their internal organizational structure, as well as power to remove
and change members of supervisory and management board in banks in case that they don't
meet the suitability requirements.

e The risk assessment manual and BNB Ordinance N2 10 on the internal control in banks are
going to be updated. Providing of legal protection to the head of internal audit who has found
significant problem that would affect the assessment of the suitability of the members of
management body (board of directors, supervisory board, management board).
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e More attention will be dedicated to internal management controls, and as a result the
dialogue between the senior management of the BNB and the management or supervisory
Boards of the banks would be intensified. Onsite examination manual will be accordingly
updated.

6. Capital adequacy and risk management process (Principles 15-16)
¢ Update of the Internal analysis of adequacy of capital ICAAP) manual.
e BNB is planning to update its SREP handbook, based to a large extent on the EBA and SSM
guidelines. Emphasis will be put on imposing additional capital requirements for the risks under
Pillar 2, especially in terms of additional capital requirements for problem exposures and the
requirements for management of the liquidity position.
e Develop a procedure for prior approval and approval of the common equity Tier 1 capital
instruments, additional Tier 1 and Tier 2 capital instruments, based on the sample models of
EBA for best practices in issuing such instruments, respectively with specific written clauses
which must be contained in the contracts/prospectus.
e Updating and maintenance of a register with all issued capital instruments.

7. Management of risks — credit risk and problem assets, market risk, operational risk,
liquidity risk, interest rate risk in the banking book (Principles 17-18, 21-25)
e The on-site inspections plans will consider thorough review of the risk management, credit
concentrations and connected parties by including detailed procedures for review of the
internal risk management in banks and internal audit.
e Strengthening and improving the qualifications of the employees of the “Banking
Supervision Department” regarding the management and assessment of risks.
e The BNB will strengthen and improve the qualification of employees of the "Banking
supervision department” in the area of operational risk, in particular in the IT field. BNB is
envisaging an additional oversight tools for monitoring of operational risk, as well as will
require from banks in due time to notify the “Banking Supervision Department” in the event of
the occurrence of significant operational events.
e The BNB will explore the opportunities for active partnership with supervisors participating
in the SSM, in order to ensure access to the best practices applied in the field of banking
supervision in the EU, as well as exchange of experience, expertise and technical assistance.
e The BNB is envisaging drafting more detailed requirements regarding the management of
exposures and instruments, drivers of sovereign risk.

8. Credit concentrations and large exposures (Principles 19-20)
e BNB will undertake necessary steps to introduce the possibility of imposing additional
capital requirements under the following areas: suspicion of exceeding the limits on large
exposures; identified excess over the limits; identified material deficiencies as part of the
process of investigation of interconnectedness among partners. An introduction of similar
provisions concerning qualifying holdings in a non-financial sector companies is also envisaged.
e BNB will analyze the possibilities for expansion of the scope of Article 45 of the LCI on the
control of exposures to related parties of a bank, both in terms of counterparties and in terms
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of the types of transactions, implementation of methodological guidelines, and communication
with banks with the aim to avoid the possibility to circumvent the regulation through the
implementation of schemes of ownership and control.

e Update of the Manual on risk assessment system with the aim of developing a procedure for
cross-checks on the identification of connectivity between parties and thus providing the
possibility for inclusion of these cross-inspections in the supervisory examination plan.

Internal and external controls/audit, financial reporting and transparency (Principles 26-
28)

¢ Implement measures for mandatory rotation of the external auditor of a bank.

e Development of additional validation rules for formalized control over the inputs, connected
with the additional supervisory reporting.

e Improvement of Banking Supervision staff qualification with respect to international
accounting standards.

Abuse of financial services (Principle 29)

e With regard to the functions of the "Special Supervision Directorate,” structural changes will
be introduced aimed at strengthening the administrative capacity. The sanctions regime will be
modified, after the transposition into national law of Directive (EC) 2015/849 on the prevention
of the use of the financial system for the purposes of money laundering or terrorist financing.
The rules set out in the banking supervision manual will be updated in order to enhance the
exchange of information between the “Special Supervision Directorate” and the “Credit
Institutions Supervision Directorate,” and the findings of the AML / CFT supervision will be
reported in the assessment of the overall risk profiles of the banks.

e With regard to the functions for anti-money laundering, measures against terrorism
financing, transparency of products and monitoring of consumer trends, the BNB will examine
the possibilities to refine and operationalize the powers and duties of the structural unit,
responsible for these functions.

¢ Finalization of the project "Instructions for interaction between the Bulgarian National Bank
and the State Agency for National Security" and its submission for approval by the Governing
Council of the BNB in September 2015.
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